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The Power of Simple Hands-On Cyberforensics
Exercises: A Guide for Faculty
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Abstract — Computer forensics is a hands-on discipline.
Introductory skills, however, can be taught using simple
exercises that require neither expensive laboratory facilities
nor even face-to-face courses. This paper describes a simple
floppy disk analysis project that allows an instructor to address
issues ranging from the computer forensics process and basics
of file systems to long file names, file signatures, and hashing.
Projects are essential to teaching this discipline as they support
active learning, constructivism, and active learning. These
hands-on projects also offer an opportunity for courses to be
taught online and for students to build their own toolkits using
open source or commercial software.

Index terms — computer forensics education, computer
forensics training, file systems, hands-on exercises

l. INTRODUCTION

An increasing number of colleges and universities around
the globe have started to offer programs in computer
forensics and digital investigations, although this remains
a relatively new discipline in undergraduate education [1].
While most of the programs were developed in response
to requirements of the law enforcement community or
governmental agencies [2,3,4], most of the growth
currently comes from private sector organizations
providing data recovery, electronic discovery (e-
discovery), incident response, policy auditing, and third-
party forensic analysis services [5].

Computer forensics courses may be offered as part of a
larger digital forensics degree program or as a component
of a criminal justice, computer science, information
security, or other related discipline. It is imperative that
these courses have hands-on exercises in order to
reinforce:
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Active learning, which enhances student
performance, reinforces skill  knowledge,
improves the students' attitude towards the
course and material, and helps to create a sense
of community among students and faculty [6,7].

Constructivism, the learning theory that suggests
that cognitive structures are the building blocks
of learning and that learners use their existing
cognitive framework to understand new subject
matter. When faced with new material, students
need to learn new cognitive structures and how
to build the linkages between them. The goal of
instruction, then, is to help the student learn how
to apply new information to what they already
know so that they synthesize and integrate the
new material [7,8].

Problem-based learning (PBL), which uses "ill-
defined" problems or scenarios to provide a fun
and interesting way for students to synthesize
and/or expand their knowledge. Because real-life
problems tend to be more relevant and tangible
than contrived situations, students usually are
more motivated to work hard on these projects,
often making many assumptions that are
applicable to their experience or work
environment, further helping to improve their
problem solving skills. PBL is well-suited to
constructivism because students apply what they
know to fully define the problem and find what
may be many solutions to the stated problem.
PBL is also well-suited to the online
environment because students are no longer
limited to a finite lab time or the resources in the
lab space; in many cases, this means that larger,
more interesting problems can be devised by the
instructor and solved using the Internet as an
information resource. Hands-on exercises are the
very foundation of PBL [9,10].
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These pedagogic issues form the basis for Champlain
College's Computer & Digital Foresnics (C&DF)
program, which is offered both online and face-to-face.
Hands-on exercises do not need to rely on large lab
facilities or expensive software. Some very simple
exercises can be employed both to introduce a wide
variety of technical (and legal) topics and to provide the
students with an opportunity to build their own forensics
toolkits [11].

Section 1 of this paper will review the digital forensics
process. This will be followed in Section 111 by a
description of a simple introductory hands-on exercise
used to cover a broad set of topics. Section IV will
address some other issues related to hands-on exercises,
followed by some concluding comments.

Il. THE DIGITAL INVESTIGATION FRAMEWORK

Every digital investigation is different because the nature
of every computer and network is different, as are the
cases being investigated, and the skill set and experience
of the investigators themselves. Scientific crime scene
investigation is a process, however, and digital
investigations need a generic framework. One of the more
common investigative models is the following six-step
process devised by the Digital Forensics Research
Workshop [12]:

1. Identification refers to the method by which an
investigator learns that there is some incident to
investigate. Many events have an innocuous
explanation so that this step is where triage
occurs, and incidents need to be categorized to
determine the appropriate response.

2. Preservation describes the steps by which the
integrity of the evidence is maintained. The
evidentiary chain is critically important to law
enforcement (LE) and the use of any information
in court, but also has ramifications to non-LE
exams; if evidence data is altered (particularly in
any unknown way), the examiner has no true
idea of what is being examined.

3. Collection is the process by which data from the
evidence medium is acquired. This step includes
the hardware and software, and policies and
procedures, used to gather the evidentiary
information.

4. Examination addresses how the evidence data is
viewed. This step deals with the tools and
procedures to sort through and examine the
evidence (within the constraints of a search
warrant or other set of instructions that define the
scope of the exam).

5. Analysis is the means by which an investigator
draws conclusions from the evidence. This is the
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stage where the fruits of the digital investigation
join with the rest of the criminal investigation.
Digital evidence frequently provides important
clues with which to solve a case and/or secure a
conviction, but rarely alone is the basis for a
conviction.

6. Presentation refers to the methods by which the
results of the digital investigation are presented
to the court, jury, or other fact-finders. The
reporting of evidence, particularly digital
evidence, is one of the hardest parts of the
computer forensics process for two primary
reasons. First, most lay people do not understand
the technical aspects of how this information has
been acquired. Second, television shows such as
the Law & Order and CSlI franchises have set a
level of expectation by the lay public that
suggests that all pertinent evidence will jump
right out at the examiner. The reporting of the
evidence has to convincingly show the intended
audience how the evidence was acquired,
examined, analyzed, and interpreted.

One might observe that each step in the digital forensics
process has a parallel (albeit not an exact one) to Bloom's
taxonomy of the cognitive domain, i.e., the framework
above moves up the spectrum of knowledge,
comprehension, application, analysis, synthesis, and
evaluation [13]. Practical skills focus on the first three
categories and education builds on those skills to develop
the student's capabilities in the latter three categories.
Hands-on exercises are clearly important in reinforcing
both skills and education.

I1l. CoMPUTER FORENSICS WITH A FLOPPY DISkK

The discussion above about the digital forensics process
makes the need for hands-on exercises clear. This section
will describe one such exercise in detail that exemplifies
how many topics can be covered even in a single exercise.
All of the hands-on exercises in the C&DF program are
employed in both online and face-to-face courses.

A. Floppy Disk Analysis Exercise

The exercise described here is a simple analysis of a
floppy disk, based on a challenge posted on the Web [14]
and modified by the first author. In this exercise:*

1. Students are directed to download a ZIP file
containing the forensic image of a floppy disk.
Each student is assigned a different ZIP file, each
of which has a unique Message Digest 5 (MD5)

! The exercise, image files, and lecture material for this sample
assignment can be found at http://digitalforensics.champlain.edu
Ireference/project2.zip.
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rather than an executable file. After recovering
the file, the students will find that it is a
password-protected archive; if they employ one
of the passwords found in the JPEG file's slack
space, they can open the file and answer
questions about its contents.

hash value. Part of the assignment is to verify the
file's MD5 hash and calculate the Secure Hash
Algorithm (SHA) hash value.

2. Students unzip the file to recover a dd image of a
floppy disk and read a report laying out the
problem assignment scenario. The assignment
requires the students to answer a series of
questions about the contents of the disk.

3. Students are advised that they can directly S winiex_[Flppy dik 0] . DK
examine the dd image file or restore the image to e R e a5
a floppy using rawrite. Analysis can be LIt ——
performed using any hex editor and links to a ST S S ———
demo version of WinHex are provided. e mmmmELAE puwanu s e o

13 OF 14 1D 14 IF IE 1D
22 2C 23 1C IC 28 37 29 2
39 3D 38 32 3C 2E 33 34
09 0C OB 0C 18 0D OD 18
32 32 32 32 32 32 32 32

4. The floppy disk contains three files, two of
which have been deleted. Examination of the
root directory (Figure 1) shows a deleted .DOC
file, a deleted .JPG file, and an .EXE file.

2 Wistiex - [Floppy dik 0] [4.2.]

00 11 08 00 C7 00 DO 03 2 11 cB. .-
01 FF C4 00 1F 00 00 01 0S 01 01 01 01 01 01 00 3k

00 00 0D 00 0D 00 00 D1 02 03 04 05 06 07 08 09

04 0B FF C4 00 BS 10 00 02 01 03 03 02 04 03 05 _ g p

0S 04 04 00 00 01 7D 01 02 03 00 04 11 05 12 21 '
31 41 06 13 §1 61 0F 22 14 32 81 91 41 08 23 1A Qa "q.20°i.#

42 B1 C1 15 52 D1 FO 62 72 82 17 Bth EABSibrl
D Gl ek Bl ik Spchl o ki 5 TR 18 19 14 25 26 27 28 3¢ 35 36 3 A {Jw4567ES
DELSFN A % ALUERN R AHhompb S4rnBE 43 44 45 46 47 48 49 42 54 55 S6 SA CDEFGHIJSTUVVEYZ

63 64 65 66 67 68 69 64 73 74 7S 76 cdefghi jstuvwxyz
83 84 €5 86 87 88 89 BA 92 93 94 35 96 57 98 ¥9 WNNNNNNN NNNNNNN
SO | 9& A2 A3 A4 A5 A6 A7 A% A9 AA B2 B3 B4 BS BS B7 NeeMwiS @2l yq
2| 0000%350 B3 BY BA C2 C3 C4 C5 C6 €7 CB CH CA D2 D3 D4 D5 3,
00005370 D6 D7 D8 D? DA E1 E2 E3 E4 ES E6 E7 ES E9 EA F1 (od00saSadacesss

Figry 4 0

O e, 1 paritars

0000$380 F2 F3 F4 FS F6 F7 F@ F3 F& FF C4 00 1IF 01 00 03 oooBo-euiyh
0000%3%0 01 01 01 01 01 01 01 01 01 @0 00 @0 00 00 00 01

0000340 02 03 04 05 06 07 08 09 04 OB FF C4 00 BS 11 00 Fhop
0000$3B0 02 01 02 04 04 03 04 07 05 04 04 0D 01 02 77 00
0000%3C0 01 02 03 11 04 05 21 31 06 12 41 51 07 61 71 13
0000$300 22 32 €1 0B 14 42 91 A1 BL C1 0% 23 33 52 F0 15 "2). B izd #3858
D000%3E0 62 72 D1 OA 16 24 34 E1 25 F1 17 18 19 14 26 27 boB. . sdaa .
D000$IF0 28 29 24 35 36 37 3B 39 34 43 44 45 46 47 48 49 ()=56799:CDEFGHI ¥
£200- 9050 Sce: SEE

v
11..40.aq

Dffset 3200 =255 | Block:

Figure 2. Start of JPEG file; note file signature in first 10
bytes.
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Figure 1. Root directory of the subject floppy disk,

viewed by WinHex
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5. Students are led through a process of recognizing
file signatures and performing data carving so
that they can recover the three files.

6. The first file has an MS Office signature at the

2 28 A2 BA 00 28 A2 £k 00 FF
0 00 00 00 09 00 00 00 0O 00 00 00 09 0O
00 00 &0 00 00 00 09 00 00 00 G0 00 00 00 09 00
00 00 60 00 00 00 09 00 00 00 60 00 00 00 04 00
00 00 ©0 00 00 00 09 00 00 00 &0 00 00 ©0 09 00
70 77 31 3D 78 78 78 78 78 70 78 78 78 00 00 00 pel-

70 77 32 3D 67 6F 6F 64 74 69 6D 65 73 00 00 00 puZ-goodtimes
00 00 ®0 00 00 00 00 00 00 00 G0 00 00 OO0 0 00

beginning of the file and a Word document
subheader at byte offset 512. Students need to
recover the file and answer a question about its
contents.

The second file has the file signature of a JPEG
image (Figure 2). Students need to recover the
file and answer a question about it.

The file slack of the JPEG file contains two
character strings that start with "pwl=" and
"pw2=", representing two passwords (Figure 3).
The first password is different in every dd image;
this makes each file unique and is the reason that
the MD5 hash values are unique.

The third file has a .EXE file extension but the
file signature indicates that it is a ZIP archive
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Figure 3. JPEG trailer (OxFF-D9) followed by hidden
strings in file slack space.

The exercise itself is tool-agnostic. Although WinHex is
the suggested tool-of-choice, any hex editor might well be
used. While more powerful forensics tools such as
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EnCase, FTK, or ProDiscover could be used with this
exercise, they do not allow the user to see the logical
structures of the file system as well as a hex editor.

B. Expected Learning Outcomes of the Exercise

An understanding of file systems is essential for any
computer forensics examiner. Without that understanding,
the forensics examiner is merely a button pusher that
accepts whatever the forensics software reports, without
truly knowing what is going on under the hood [15]. One
of the first hands-on projects assigned in Champlain
College's Computer Forensics | course is the examination
of a floppy disk. Although a floppy disk is a relatively
trivial media, this exercise allows for the discussion of a
broad set of essential topics, including:

e Generic issues related to file systems: All file
systems have a number of issues in common,
such as logical structures containing user content
(i.e., data) as well as logical structures with
information about the data container (i.e.,
metadata). All file systems have some form of
organization, such as directories and files. File
systems use pointers and linked lists to map
logical structures to physical addresses.
Hardware allocation units (e.g., sectors) and
software allocation units (e.g., clusters or blocks)
are defined by the media and operating system;
slack space results in the difference between the
amount of user data and the size of these
allocation units, and offers a location in which to
hide data. Unallocated space offers additional
locations in which to hide data and/or recover
"deleted” files. All file systems have some set of
steps by which a file is created and deleted. The
foundation to understanding even a floppy disk
requires the introduction of all of these basic
concepts.

o Issues related to a specific file system: In the
Windows/DOS environment, a floppy disk uses
the FAT12 file system. FAT12 is a simple file
system for the instructor to teach and the student
to learn. A thorough understanding of FAT12,
however, leads one to understand the
fundamental concepts of file systems in general.
In addition, knowledge of FAT12 makes
learning FAT16 trivial, pushes the student up the
learning curve for understanding FAT32, and
aids in the understanding of the NTFS and ext
file systems. Knowledge of FAT12 also helps the
student understand file systems used on alternate
media devices, such as CDs, DVDs, and mobile
devices.
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e Data carving: Recovering the contents of deleted
files on a floppy often requires software to carve
data process of searching unallocated space for
the clusters comprising a "deleted" file

In addition, other concepts related to file systems can be
introduced and demonstrated, including:

e The interaction of the modified, accessed, and
creation (MAC) times associated with each file

e The relationship and features of long and short
file names

e The role of file signatures in determining the
contents of a file

e The use of hash values in verifying that two files
appear to be identical

C. Other Hands-On Exercises

Additional hands-on exercises are employed throughout
the C&DF curriculum to build students' practical skills,
all with the object of teaching students about the
computer forensics process, making them aware of the
different forms of digital evidence, and demonstrating a
myriad set of tools. The exercises cover a breadth of
topics related directly to computer and network forensics,
as well cryptography, steganography, and other forms of
anti-forensics.

All of the exercises in the program are tool-agnostic,
except for a few that are designed specifically to help the
student gain familiarity with specific tools (e.g., EnCase,
FTK, Helix, and ProDiscover). Other hands-on exercises
include:

e  Cyberforensics-related aspects of the Internet
and Internet-based investigations using domain
search tools such tools such as DNSstuff.com,
SamSpade, and whois, as well as tools to
examine e-mail headers, browser histories, chat
and messaging logs, and social networks.

e Packet sniffing tools to examine network traffic,
including issues related to examining wireless
local area networks.

e Examination of the file system of a code-division
multiple access (CDMA) cell phone to find such
information as the phone's banner message,
phone number, PIN, voice mail code, service
provider, call history, text (SMS) messages, and
multimedia images.’

Za sample cell phone image file can be found at
http://digitalforensics.champlain.edu/reference/cell_phone.zip.
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e Imaging RAM using tools such as dd and Helix,
and using a variety of tools for RAM content
analysis. (This exercise is particularly interesting
to students because they are looking at contents
of a system with which they are ostensibly
familiar and even then are surprised by what they
find in RAM.)

As students progress through the program and use more
tools, one project is to create a rubric for comparison and
then to actually apply their own perspective about which
tools are best for different types of forensics functions,
e.g., previewing a system, searching for graphic images,
examining e-mails, data carving, live system imaging,
report generation, etc. This helps students determine
which tools best handle different kinds of digital
evidence.

Hands-on exercises do not just refer to the use of
technology. All courses include a writing component and
later courses focus on report writing, testimony
preparation, electronic discovery, rules of evidence, and
civil and criminal procedures.

1V. HANDS-ON EXERCISES REVISITED

Digital forensics students need a solid understanding in
the computer forensics process and an exposure to as
wide a variety of tools as possible. Our courses do not
focus on expertise in any one piece of software because it
is just not practical; if students focus on Software X
version 3 in their sophomore year, version 4 is sure to be
out by the time they graduate and they are not well-served
if they go to work for an organization that uses Software
Y. The program advisory board -- comprised largely of
computer forensics practitioners and academics -- has
been consistent in their opinion that graduates will require
additional training at whatever organization employs them
and that that is to be expected. Just as criminal justice
majors do not graduate and step into a patrol car, C&DF
graduates also need to be trained in the specific policies
and procedures of their employers.

These exercises have been found to be equally effective in
in-person as well as online classes. In both cases, students
have an opportunity to build their own toolkits on their
own systems, and to work on exercises at their own
convenience.

V. CONCLUSION
Champlain's C&DF program does not attempt to make
students intimately familiar with any one given computer

forensics tool. The program's philosophy is to focus on
the process of digital investigations rather than expertise
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with one version of any one product and the college's
mission of life-long learning.

Hands-on exercises are critically important to a student's
understanding of what digital forensics is all about.
Hands-on exercises based upon real problems provide the
foundation of active learning. These exercises, if carefully
crafted, can be used to address a number of critical
concepts. Hands-on exercises can be employed quite
effectively in online forensics courses, challenging the
assumption that lab exercises need to be done in an on-
campus laboratory environment with an instructor or
proctor hovering overhead and/or using specialized
computer forensics workstations. Students are actively
engaged in their own learning process, solving problems
that are conceptually similar to those they will encounter
in the field. Indeed, the best, most motivated students go
beyond the assignment and spend far more time in their
own space working with the software and other
application than they could if they only had access to
tools in a lab. The experiences that we have had in
teaching computer forensics online suggest that these
concepts could also apply to other aspects of information
assurance education.
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