A Phishing Expedition
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[Amazon Security Department, 04:32 08/06/2005, Amazon Customer Support : Account Vel
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[ g Subject:[Amazon Customer Support : Account Verification !
Eud: - =
"’51‘:‘“ = [From: "Amazon Security Department" <service@amazon.com > =]
& out Reply-To: "Amazon Security Department” <service@amazon.com >
& Junk To: gary.kessler@champlain.edu
g Subject: Amazon Customer Support : Account Verification !
bt rot Date: Sat, 06 Aug 2005 19:16:22 +0300
ol X-Mailer: Microsoft Outlook IMO, Build 9.0.2416 (9.0.2910.0)
gmmm X-OriginalArrivalTime: 06 Aug 2005 15:20:23.0696 (UTC) FILETIME=[5DA98900:01CSIASA]
‘ComputerSecurityLab
g: pus o Content-Type: text/html:
@RS
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qﬁm - 10 new deals await you in your Gold Box™
g}‘ﬂ}’M ift Ideas | International I New Releases 1 Top Sellers 1 Tan‘ax‘s Deals 1 sell Your
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emmﬂ verything Else ntific Supplies Medical Supplies Indust. Supplies Automotive Home Furnishings Lifestyle
"Necqss et Toys Arts & Hobbies
iz eb Search
gws Dear Amazon user,
PSS — | | Recently, our Account Review Team ideniified some unusual activity in your account. To protect the security of your account and in accordance with User Agreement
& SANS_summer access to your account will be limited. This is a fraud prevention measure meant to ensure your account security and that your account is not compromised
@ Securtty
@ stego In order to secure your account we may require some specific information from you. We encourage you to log in by clicking on the link below and complete the
& TabkeTop.. requested form as soon as possible
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Y ‘Warning: The URL you are about to visit may be deceptive. Visit it
L3 anyway?

The actual host
(http://creditunion.pm168.com.cn/index.html?http://wnwvw.amazon.
is different from the host
(http://www.amazon.com/exec/obidos/flex-sign-inf} in the link
text.

f% 1 Visit I Cancel
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[Fie Ddt Yiew Go Bookmarks Tools el e
Ga - - & 3 7 [ moeredtunion prss.com.enfindex. m—pr—re—y sgnein | @ 6o [|CL e burlington vermont
ok . ' amazoncom. gy vuweant | wisiosr | mousatcount) | wie :%_ I.' 1
Beaut gt G
Y (I T o AT Y rcrmouncs | TR | e | © HoM0M YourGold Box
Sign In
What is your e-mail address?
My e-mail address is
Do you have an Amazon.com password?
© Mo, T am a new customer.
* Yes, 1 have a password: |
(gl I RER{ CHEORTIR SRAE)
- Fargot your passward? Click here
Has your e-mail address changed since your last order?
The secure server will encrypt your information, IF you received an error message when you tried to use our secure server, sign in
using our standard server,
Where's My Stuff? Shipping & Re Need Help?
+ Track your recent orders. + See our shipping rates & polices. = Forgot your password? Click here.
s View or change your arders in Your Account. = Rewurn an item (here's our Retums Policy). = Redeam or buy a gt certificate.
= Visit our Help depariment.
Search |All Products =| tor | o]
Top of Page =
Amazon.com Home | Directory of All Stores
Our International Sites: Canada | United Kingdom | Germany | Japan France =l
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Fils Edt View Go Bockmarks Tools Maip

& @ HC e 164 findesbhmiThits: i — =] @ 6o [|GLne burlingten vermant
FoRn l'l amazoncom. o Ny veweant | wisnant | rousaccoun) | wer il
Beauty == P, -
[ o AT TN ey fr oy (e [ TR Yo Your Gold Box
Sign In

What is your e-mail address?
My a-mail address is F\Q-W%@v;i\mm
Do you have an Amazon.com password?

© Mo, 1 am a new custome:

“— 123456

* Yas, | have a password:
S RO S,
- Forgot your password? Click here
Has your e-mail address changed since your last order?
The secure server will encrypt your informauen. If you received an error message when you tried to use our secure server, sign in

using our standard server.
Where's My Stuff? %ip ing & R Need Help?
» Track your recent orders. our shipping rates & policies, « Forgat your password? Click here.
+ View or change your arders in Your Account. + Retum an item (here's our Retums Policy). + Redeem or buy a gift certificate.
= Visit our Help department.
Search | All Products =] for | o
Amazron.com Home | Directory of All Stores
Our International Sites: Canada | United Kingdom | Germany | Japan | France
Dane

Top of Page T
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Follow TCP Stream

[ Stream Content

POST /amazon/Togin.php HTTP/1.1

HosT: as26489.epolis.ru «——

User-Agent: Mozilla/5.0 (windows; U; Windows NT 5.1; en-US; rv:1.7.9) Gecko/20050711
Firefox/1.0.5

lsccept: text/xml, application/xml, application/xhtml+xml, text/html;g=0.9, text/
plain; g=0. 8, image/png, */*;q=0. 5

liccept-Language: en-us,en;q=0.5

lsccept-Encoding: gzip,deflate

ls\ccept-Charset: I50-8859-1,utf-8;9=0.7,%;g=0.7

Keep-Alive: 300

)Connection: keep-alive

rReferer: http://creditunion. pmi68. com. cn/index. html?http://www. amazon. com/exec/obidos

[flex-sign-in/
)content-Type: application/x-www-form-urlencoded
Icontent-Length: 189

method=GET&Q
maintenanced
secure, html§
Date: Ssat, 0O

-secure. html&response=credit-card-

5 action=s1ign-in&next-page=help%2Fya-register-
23&y=9HTTP/1.1 302

2005 15:38:20 oMT

6 Aug

mod_bwlimited/1.4 FrontPage/5.0.2.2635 mod_ss1/2.8.22 openssL/0.9.7a PHP-CGI
ICache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

pi-Powered-By: PHP/4.3.1

set-Cookie: PHPSESSID:faa39f3Qef58c1193100eae0b3efdf2e path=/

p-mod-choke: 0.086

Location: http://creditunion.pmlé&s. com. cn/protect. php

keep-Alive: timeout=15, max=100

Iconnection: Keep-alive

Transfer-encoding: chunked

)content-Type: text/html

Entire conversation (1421 bytes) ~ [® asci O eBepIC ) Hex Dump O C Arrays () Raw

IServer : Apache/}_ 3.33 (Unix) mod_choke/0.06 mod_auth_passthrough/1.8 mod_ 'Iog/bytes/l 2

|

[ Close ] [ Filter Out This Stream
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¥ Edit Credit Card - M la Firefox

Ble SOt Vew Go Gockmais Tools Help

o F,
Qﬂ - Q 3 @ [ L) hezpzyyeredeunion.pm1 68 com.en protect. php =] © ce [IGLre buringten varmens
- Sportin amazon.com. “wyomwearr | vy | QEEERESE) | e e =
Goodg — i ,_,[
‘Gt a5 T (oo | sitwe_|[voos [ 27188 uscrmomes | RRA | ove | orrmmas | © 549" Gold Box

Your Account > Edit or Delete a Credit Card > Edit a Credit Card

Click the Confirm button when you are finished. Please note that any changes made here will affect future orders only. If you want to edit the method of
payment for an order that has already been placed, click here.

Cardholder Name: ’7
Address: ’7
ciy:[
swter [oeemm
Country: | United States =/
Phone Number:[
gilling zip:|
Type: ,m
Bank Name: ,7
Card Numbers|
Exp. Date:[- ~| [~ ~| B
Cvv2 Numbers|  ©wi code is bocated om the back of yous card
Pin Code:[
Konliem)

Ton of Pase ﬂ
Done. .
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) Edit Credit Card - Mezilla Firefox

Fle [dt Yiew Go Dockmarks Tools Help

G - - & ) G [D veoieredtunion.pmiss.com.en/protect she x| © 6o [ICL e burlington vermont
S '.;'.m;g amazon.com. g view canr | woswasst | woos account) | wee [’_3 ¢ =
't"ioo 5 - & -t
et el [uscoma | soime [ woons]| berinmtity | snccraomes | Sn | ove [sormnr | © 55805 Gold Box

Your Account > Edit or Delete a Credit Card > Edit a Credit Card

Click the Confirm button when vou are finished. Please note that any changes made here will affect future orders only. If you want to edit the method of
pavment for an order that has already been placed, click here.

Cardholder Name: W
Address: ,W
City:foom
State: | New Hampshira -
Country; | United States =
Phone Number: [6035551728
Billing Zip:[1872
Type:[Cdi  +]
Bank Name: [Yoohoo Bank
Card Number: m
Exp. Date:[08 ~| [2005 ] B
Cvv2 Number: [123 w2 code is Jocated on the back of your card
Pin Code: [987
Lanfm )

Tim of Bze 2}
Dane P
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Amazon.com: Online shopping for electronics, apparel, music, books, DVDs & more - Mozilla Firefox

Fée Edit Vew Go Bockmarks Tools Help

e -G

bl 1031187044 -4564 167

amazoncom GaYE

Saare

See e -
Pradit Categaries W on

Gift Idees | Internaional | Mew Reieases | Top Sehers | Teder's Deals | Sel Your Sui

Your Agesunt wih Lst | Heb | i

m Amazon.com

=i

=] @ ce [iGLme burtingten vermars

o -

Hello, Gary Kessler. We have recommendations for you. (If you're not Gary Kessler, click here.)

[omowess ]
Your L
Favorites

« DVD

« Books

= Computers

= Electronics

= Camera & Photo

Featured Stores
« Apparel &
Accessories

« Beauty

= DVD's TV Central
= Electronics

« Jawelry &
Watches

= Shoes

= Textbooks

New Stores
In Beta (What's this?)

Everything on SalemElectronics

Join Amazon Prime

L'l

+ Free Two-Day Shipping or $3.99-per-item Overnight Shipping on over a
million eligible items sold by Amazon.com

= Ship to any eligible addrass in the contiguous U.S.
= Unlimited privileges cost just $79 per year

# Share these benefits with up to four family members in your household
» Learn meore and sign up

Buy Sonicare, Get $10 Off a Future Amazon Purchase

Nonprofit
Innovation
Award
E __|Donate
% now! Help
your
favorite nenprofit
finalist earn a
matching grant of
up to $1 million
from
Amazon.com,

Get $20 Off a

Future Amazon

Purchase
products

i;‘ Buy
today and

Conair
get $20 off a

- Automotive Sonicare's revolutionary new system delivers deep cleaning through future Amazon

+ Musical sl | high-spaed bristles and an integrated toocthpaste dispensar, Order the purchase. Conair's
Instruments 1l . IntelliClean or other Sonicare products today and get 510 off a future got it all, from

« Gourmet Faod A= ‘&Amazon.com purchasa, Sae datails. hair dryers and

= Health & foot spas to

Perzonal Care

z}

Dane
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08/06/05 13:19:14 dns creditunion.pml68.com.cn
Canonical name: s310.now.net.cn
Aliases:
creditunion.pml68.com.cn
Addresses:
61.145.112.138
08/06/05 13:20:07 dig creditunion.pml68.com.cn @ 68.168.96.162
Dig creditunion.pml68.com.cn@ns2.pro.net.cn (218.16.121.12) ...
Authoritative Answer
Query for creditunion.pml168.com.cn type=255 class=1
creditunion.pml68.com.cn CNAME (Canonical Name) s310.now.net.cn
pm168.com.cn NS (Nameserver) ns2.pro.net.cn
pml68.com.cn NS (Nameserver) nsl.pro.net.cn
nsl.pro.net.cn A (Address) 61.145.112.44
ns2.pro.net.cn A (Address) 218.16.121.12
Dig creditunion.pml68.com.cn@nsl.pro.net.cn (61.145.112.44) ...
Authoritative Answer
Query for creditunion.pml68.com.cn type=255 class=1
creditunion.pml68.com.cn CNAME (Canonical Name) s310.now.net.cn
pm168.com.cn NS (Nameserver) nsl.pro.net.cn
pm168.com.cn NS (Nameserver) ns2.pro.net.cn
nsl.pro.net.cn A (Address) 61.145.112.44
ns2.pro.net.cn A (Address) 218.16.121.12
Dig creditunion.pml68.com.cn@68.168.96.162 ...
Non-authoritative answer
Recursive queries supported by this server
Query for creditunion.pml68.com.cn type=255 class=1
creditunion.pml68.com.cn CNAME (Canonical Name) s310.now.net.cn
pm168.com.cn NS (Nameserver) ns2.pro.net.cn
pm168.com.cn NS (Nameserver) nsl.pro.net.cn
nsl.pro.net.cn A (Address) 61.145.112.44
ns2.pro.net.cn A (Address) 218.16.121.12
(c) 2005, Gary C. Kessler 9




Whois - Mozilla Firefox

File Edit View Go Bookmarks Tools Help Q i
é - Iﬁ - ﬂ @ @ ID http://ewhois.cnnic.net.cnfwhois?value=pm168.com.cn&entity=domain LI 0 Go I@, force majeure

CINNIC

R E D R AR S P

China ntermet Netwark In formation Center

.CN Registry WHOIS Data

Go on Query
Demain Neme pmlé8.comen
Domain Status ok
Registrant Name m

Registrant Organization | 777
Administrative Email | fhv33888@163.com
Sponsering Registrar | 777070997

Name Server s pro.nst cn
Name Server nsl.pronsten

Registration Date 2004-12-29 18:24
Expiration Date 2005-12-20 18:24

Return to First Page

Copyright CNNIC Reserve Right @ ‘af_

Daone v
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I HAVE A
NELJ HOBBY.
IT'S CALLED
PHISHIMG.

)

'

www.dilbert.com  scottadams aclcom

I SEMD FAKE BAMNKING
E-MAILS TO GULLIBLE
EXECUTIVES. THEN I
FIND OUT THEIR
FINANCIAL INFOR -
MATION AND USE
IT TO STEAL THE
MONEY THEY DONT
DESERVE. l\

g

8205 02005 Seon Adsms, Inc,/Dist. by UFS, Inc.

Dear Customer,

This is your bank. We forgot your
social security number and password,
Why don't you send them to us so

we can prll[L'L'l your,
money,
Sineenely,

1. B. Banker v

Dilbert, 8/12/2005
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