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Overview

e Introduction
e Pedagogy issues and hands-on exercises
e The role of hands-on exercises

» Detailed view of sample exercise
» Other exercises

e Conclusion
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What Did | Learn From This?

e Lectures are well-suited to the transfer and exchange of
information

¢ Hands-on tasks cement the concepts
» Students do not need an instructor or proctor hovering while they
exercise hands-on skills
» Students need someone to go to for questions, problems, etc. but
that resource does not need to be geographically or temporally
local
¢ In fact, students are not so quick to ask questions when the resource
is not right there
» Students do not need to practice hands-on skills in a central
facility
¢ Not everything in computer forensics needs to be done on a FRED
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Why Hands-On Exercises Are So
Important

e Active learning is a critical component in
technology education
» Constructivism
¢ Cogpnitive structures are the building block of learning

» Resource-based learning

e Engages students in active learning, enables their curiosity and
investigative skills, and demands critical thinking

» Problem-based learning

¢ |ll-defined problems allow students to synthesize information
and build their own problem-solving skills
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Program Philosophy

e We are trying to educate students about
the digital investigations process rather
than train them about any individual
product

» They will build their own tool kits

e They will determine which tools excel at which
functions

» Education = life-long learning
* Product training expires with new versions
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Burning Issue

e Critique: "You can't teach computer
forensics online because you have to have
students do hands-on exercises."

» Corollary: "You need to teach computer
forensics in a laboratory environment."
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Our Response...

e Yes -- computer forensics education
requires hands-on tasks

e No -- you don't need a lab; students can do
the work on their own systems

» Not only is this possible, it probably enhances
their (current and future) education

» Not limited to college's tools
» Not limited to lab hours
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The (bbreviatesy CoOmputer Forensics
Process

Identification -- An incident occurred

Preservation -- Freeze the state of the
scene

3. Collection -- Create the examination media
4. Examination -- Gather pertinent data
5. Analysis -- Interpret findings

6. Presentation -- Report the results

Digital Forensics Research
Workshop, 2001
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Hands-On Forensics Exercises

e Focus of exercises is on process rather than
specific tools

» Homework exercises emphasize examination,
analysis, and presentation

» Exercises employ many tools
* Shareware, freeware, demo versions
e EnCase, FTK, Helix, ProDiscover, WinHex, ...

» Evidence images come from a variety of sources
» Network-based analysis uses Internet tools
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Sample Hands-On Exercise

Analysis of a Floppy Disk That
Contains Deleted Files
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Project Outline

e Students start with a floppy disk image file
» There are reportedly three files on the floppy

e Examine floppy to find an address, an
image, some passwords, some other data,

and verify the MD5 hash of the distribution
medium

e This project is based on a forensic challenge
posted on the Internet, October 2002
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DOS Floppies Use FAT12

¢ Sector 0 is the Boot Sector

» B/S points to FATs and Root Directory
e Primary and Secondary FATSs follow Boot Sector

» FATs contain linked lists indicating clusters assigned to files
e Root Directory follows Secondary FAT

» Contains names of files (and directories), starting cluster, length,
MAC times, etc.

» The starting cluster points to a cluster of data on the medium and
an entry in the FATs

e Data Area follows Root Directory
» Data area always starts in logical cluster 2
» In FAT12 on a floppy, data area starts in physical cluster 33
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Capacity of this Medium

e FAT12 allocates 12 bits per FAT entry
» Limits addressing to 4,096 (212) clusters
* This floppy is configured so that:
» 1 cluster = 1 sector
» 1 sector=512B

e This FAT12 table is limited in capacity to
2,097,152 bytes (2 MB)
» The device itself is only 2880 sectors (1.44 MB)
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B/S, FAT, Root Directory, & Files

Sector
Boot Sector 0
- FAT type
- FAT size
- Root Directory size
File tyui.jpg occupies clusters 2,
3, and 4. The file size is 1,400
Root Directory bytes, it occupies 1,536 bytes (3
Wuijpg clusters) on the disk, and
- start cluster =2 |- cluster 4 includes 136 bytes of
- length = 1400 B slack space.
mes.doc
- start cluster =5
- length =980 B FATs File mes.doc occupies clusters 5 and 6.
2:3 ] e The file size is 980 bytes, it occupies
3.4 1,024 bytes (2 clusters), and has 44
4: OXFFF bytes of slack space in cluster 6.
5:6
6: OXEFF Clusters 7, 8, and 9 are unallocated.
7: 0x000
8: 0x000
9: 0x000
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Forensic Process Redux

e |tisimperative that the integrity of the
original evidence medium be maintained

1. Make a forensically correct image (copy) of
the evidence medium

2. Put the evidence medium in a safe place

3. Do the analysis on the image or on a restored
version of the original

4. Verify that the examination copy is the same
as the original evidence
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Imaging a Floppy With dd

o+ C:AWINDOWS\system32\cmd.exe

IC: %My Programs“Forensics dd>dd if=“~.%a: of=f:~disk_288787.dd bs=1448k
rawwrite dd for windows version B.5.

Uritten by John Newbigin <jnPit.swin.edu.au>

This program is covered by the GPL. See copying.txt for details

1+8 records in

1+8 pecords out

IC:“My Programs“Forensicsdd>

This use of dd creates an image file called disk_200707.dd on the f: drive.
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Restoring the Floppy With rawrite

\WINDOWSAsystem32\cmd.exe - rawrite? -f f.

1.Please insert a formatted diskette into drive A: and press —ENTER-
Mumber of sectors per track for this disk is 1
Writing image to drive A:. Press “C to abort.
Track: 79 Head: 1
Done .

C:~MYPROG™1~FORENS™~1 imaging>_

This use of rawrite2 writes the image file to a floppy. NOTE that rawrite2 requires use
of short file names.
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Verifying the Copy

MD5 (128 bit)

...for Floppy disk, 0:
BA4EBE242B0 31 BAREECEERBECACT3EE 3

WinHex calculated the same MD5 has for both the original evidence and examination
media.
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A DOS View of the Floppy

C:\WINDOWS\system32\cmd.exe

Gz \MYPROG™1\FORENS™~1\imaging>dir a:
Uolume in drive A has no label.
Uolume Serial Number is A4B6-8?74

Directory of Az

11-268-2002 ©81:28 PM 2,568 schedules.exe
1 File<s>» 2.568 bhytes
B Dirds> 1.455.184 hytes free

Gz \MYPROG™1\FORENS ™1 \imaging>

Note that DOS sees only one file although we have been led to believe that there are
three files on the floppy...
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Let the Examination Begin...
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Examination/Analysis Software

e The examination of this floppy could
employ any number of tools, including FTK,
EnCase, or any hex editor

» FTK or Encase could work with the dd image

» Editor could be used with the examination
floppy

e Examples that follow employ WinHex
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Physical vs. Logical

Edit Disk &5 e Logical view

=88 Logical Dives » Examiner sees what the
=4 Removable mediurm (A7) X
4 (), HDO file system sees
= (E) ,
o Removable medium (F1). B 1 » l.e., wewon't see deleted
- = Ph'M' files, and slack and
o= loppy disk 0
< HDO: SAMSUNG HDT60.0J/P (149 GB) unallocated space
- Bik41: SanDisk Cruzer Mini (30.6 MB. USE) . .
5 Optical drive 0 ¢ Physical view
» Examiner sees everything
on the medium
¢ We want the physical
view!!
5] [ ow
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BOOT SECTOR (Sector 0) s CEIK)
- || =

M Fle Edt Search Postion Yiew Tools Specabst Uphons Window Help
D=L SEE Ba B o A B0 —+ 3 S emD #HdraoE

Flappy disk. 0
Parttioning type: unpartitioned (loppy/superfiappy/C0/DVD) Dfiles, 1 pariitions
Filgname = - |Exl. |S\ze |Created todifisd Accessed |Allr. ‘\D
7=, Partition 1 FaT12 1.4MB 1
F— Offsst | D 1 2 3 4 5 & 7 8 3 A B C D ~

00000000 BB 3C 90 4D 53 44 4F 53 35 2E 30 00 02 01 E<IMSDOSS. 0. .. ..
Default Edit Mode 00000010 | 02 EO DO 40 OB FO 03 00 12 00 02 00 00 00 205
Stale oigina | 00000020 | 0D 00 00 00 00 D0 29 74 09 Be &4 4E 4F 20 Jt.TENO Ha
ol o 00000030 4D 45 20 20 20 20 45 41 54 31 32 20 20 20 33 C9 ME  FaTiz 3B
i | 00000040  BE D1 BC FO 7B BE DS B8 00 20 BE CD FC BD 00 7C  INMa{Nll, . phix.|

0DODOOSD | 38 4E 24 7D 24 8B C1 39 EB 3C 01 72 1C 83 EB 3& BNSISIAIE<.r. 18:
Total capacity 14ME 0D0DODGD | 66 &1 1C 7C 26 66 3B 07 26 BA 57 FC 75 D6 B0 CA 1. |&E: . &lWiu

1474560bytes| 00000070 | 02 B8 56 02 80 C3 10 73 EB 33 C9 Ba 46 10 98 F7 . 1V. 15 =s3EIF

et an| 000000BD | 66 16 03 46 1C 13 56 1E 03 46 OE 13 D1 68 76 11 f..F..V..F..H
e > 00000090 | 60 89 46 FC 89 56 FE B8 20 00 F7 E6 OB SE 0B 03
Setors per rack: 5 000DODAD | C3 48 F7 F3 01 46 FC 11 4E FE 61 BF 00 00 ES Eo

ODODOOBO | 00 72 39 26 38 2D 74 17 60 Bl OB BE &1 7D F3 A6 .r9af-t.
(i e R 512 pponooco | 61 74 32 4E 74 09 83 C7 20 3B FB 72 E6 EB DC AD  at2Nt.1G ;arssi
—— p| 000000DD | FB 7D B4 7D BB FO AC 98 40 74 0C 48 74 13 B4 OE 03} }15-18¢ Hi. .
i o OOODOUED | EB 07 00 CD 10 EB EF &0 FD 7D EB E6 A0 FC 7D EB »..1.81 y)éw s
Sl 1 000DDOFO | E1 CD 16 CD 19 26 BB 55 1A 52 BO 01 BB 00 00 E6 &1 &IU.R".»..&

00000100 | 3B 00 72 EG 5B BA 56 24 BE 0B 7C BB FC C7 46 FO  :.re[I1V$%. | 1uGEa
Parttion: 11 0oo00110 3D 7D 7 46 F4 29 7D 9C D9 89 4E F2 89 4E F6 6 =pCFa) FITINSINGE
(R Hive st o O oooooizo 06 96 7D CB EA 03 00 00 20 OF B C8 66 BB 46 F8  _I3Ee. .. IEf1Fae
— hesadacinal| 00000130 | 66 03 46 1C 66 88 DO 66 C1 Ea 10 EB 5E OF B CB f.F.fIDfAs.5 M
e torost el aeey| 0ODOOL40 | 4R A BA 46 0D 32 E4 F7 E2 03 46 FC 13 56 FE EB JIIF.25%4.Fi.Vbs
et Poiodoinal| DDODOLSD | 42 52 50 06 53 6A 01 6A 10 91 BB 46 18 96 92 33 JRP.Si.9. IF.1°3
Byesperpogs | A2vie-iz| 00000160 D2 F7 F6 91 F7 F6 42 B7 CA F7 76 1a 84 F2 84 BB 0:5°<5HIB:v.

i 00ODO170 €O CC D2 DA CC B8 01 02 80 7E D2 OE 75 04 B4 42 AL I, .1%. .u.'B
Wil G ! oooooisn 8B F4 Ba 56 24 CD 13 61 61 72 OB 40 75 01 42 03 | 1&IVsi.zar.0u.B.
e, Gl " 00000190 SE 0B 49 75 06 Fa C3 41 BB 00 00 60 66 6A 00 EB *. In.ekds. . fj.&
—— ODODO1AD B0 4E 54 4C 44 52 20 20 20 20 20 20 0D 0& 52 65 "HTLDR Re

ODODO1BD | 6D 6F 76 65 20 64 63 73 6B 73 20 6F 72 20 6F 74 move disks or ot
T egis 21 00ODOICD | 68 65 72 20 6D 65 64 69 61 2E FF 0D DA 44 69 73 her nedia.v..Dis
! 16 Bit [+); 15535 aoooolpbo 6B 20 65 72 72 6F 72 FF 0D 0& 50 72 6% 73 73 20 Kk errory..Press
32 Bit [} 1301296411 ODODOIED | 61 6E 79 20 6B 65 79 20 74 6F 20 72 65 73 74 61 any key to rests
= ODODOIFD | 72 74 0D DA 00 DO 00 00 00 0D O0 AC CB DB 55 A& rt......... -Eave o
Sector 1 of 2080 et 0 ~235 | Block: n/a | Size nia

% Boot Sector FAT, Base Offsel: 0

Offset Title
0 JMF instruction
3 OEM
BIDS Parameter Block
B Buytes per sectar
D Sectors per cluster
E Fieserved sectors
10 Humber of FAT:
1 Foot entries
13 Sectors [under 32 MB)]
15 Media descriptor [hex]
16 Sectors per FAT
18 Sectars per track
14 Heads
iC Hidden sectors
20 Sectars [over 32 MB)
24 BIOS drive (hex. HD=8x)
25 [Unused]
26 Ext. boaot signature [25h)
27 Wolume: serial number [decimal)
27 Volume serial number [hex]
2B Volume label
36 File sustem
1FE Signature (95 A4

Value

B 3C 90
MSDOS5.0

512

0o

0

29
2763393396
74 09BE &4
MO NAME
FAT12

55 Ak
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Boot Sector
Template
(WinHex)

23

12



Sector Assignments

Sector(s) Offset
0 0x0000-0x01FF
1-9 0x0200-0x13FF
10-18 0x1400-0x25FF
19-32 0x2600-0x41FF
33-2879 0x4200-
Ox167FFF
NOTES:

* Boot Sector is 1 sector (0x200 bytes)

Function

Boot Sector

File Allocation Table (primary)
File Allocation Table (secondary)
Root Directory

Data area (cluster 2)

* There are two FATSs, each 9 sectors (0x1200 bytes)
* The Root Directory can contain 224 entries, each 32 bytes (7168, or 0x1c00, bytes; 14 sectors)
¢ File storage starts at sector #33 (1+9+9+14), byte #0x4200 (0x200+0x1200+0x1200+0x1c00)
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Root Directory (1)

¢ The Root Directory starts at sector 19, byte offset 0x2600.

e Each entryis 32 B and contains the short (8.3) filename,
attributes, MAC times, start cluster, and file size.
» Short file names (SFN) are preceded by the file's long filename

(LFN), if appropriate.

» LFN entries have a sequence number in the first byte of the name
and are stored in reverse order, 13 characters/entry

» SFNs use ASCII (8-bit) characters; LFNs use Unicode (16-bit)
» Example.... file named ThisIsAReallyVeryLongName.html would be

stored in four entries:

html
VeryLongName.
ThislsAReally
THISIS~1HTM

(LFN entry, seq. 0x43)
(LFN entry, seq. 0x02)
(LFN entry, seq. 0x01)
(SFN entry, 8.3 format)

© 2008, Gary C. Kessler/Jim Hoag 25
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Root Directory (2)

e The first byte of the SFN entry is either the first
character of the file name or a usage indicator:
» 0x00 - entry has never been used
» OXES - file has been deleted

e The start cluster in the directory entry points to
the first cluster of the data on the medium and
acts as a pointer to the cluster linked list in the
FAT.
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| ROOT DIRECTORY (Sector 19/0ffset 0x2600)

_};Fl\e Edit Search PoSuwn mew juus  opouemst wpuons  mmuuw oo

—

NS N By B T oy @Ry ys R EOEER) O | ’D

Floppy disk

Partitioning type. unpattitioned (flappy/superloppy/CD/DYD] 1 fils, 1 patttions

| Filename [ [siee [ Created Modified Accessed [ar_ [ID

| -2, Partition 1 FAT12 14MB 1

Floppy disk 0 Offset 012 3 456 7 8 9 4BCDETF ¥ ~
——p 00002600 @5 64 00 6F 00 63 00 00 00 FF FF OF 00 BC FF FF &d.c.c.. yy. 49

Defauit Edit Mode 00002610 |FF FF FF FF FF FF FF FF FF FF 00 00 FF FF FF FF | $H90609i69 . v

State onginl| 00002620 | ES 6A 00 69 00 6D 00 6D 00 79 00 OF 00 BC 20 00 &7 i m m oy . %

Undo level § 00002630 00 75 00 6E 00 67 00 &C 00 00 00 65 00 2E 00 j.un.g.l e

Undo reverses nim| D0ODD2640 49 4D 4D 59 44 TE 31 44 4F 43 20 00 2F 40 BA ATMMYI~IDOC /@2

00002650 36 EC 36 00 00 OE 6C 74 2D 02 00 00 50 00 00 i6i6 . lt- . P

Total capacity 1.4MB| 00002660 EG A3 00 &F 00 76 00 &5 00 72 00 OF 00 F4 70 00 4c. o v.e.r. .. &p
1474560 bptes | DOO0D2670 61 00 &7 00 65 00 2E 00 6A& 00 00 00 70 00 67 00 a.g.= i p.g
00002680 | ES 4F 56 45 52 50 7E 31 4A 50 47 20 00 BF 59 BA | A0VERP~1JPG . i¥9

MNumber of tracks: 20 o
A et 5| 00002630 36 BC 36 00 00 66 84 &D 2D 24 00 00 3E 00 00 i6i6  fln-*. >
Sectors pertrack: 43| oooozean (41)73 00 63 00 6B DO 65 00 64 00 OF 00 55 75 00 ks.c hoed ..lu
000026B0 BE 00 &5 00 73 00 2E 00 65 00 00 00 78 00 65 00 l.e.s e ==

bz iy el 12| popo2ecn (53) 43 48 45 44 55 7E 31 45 58 45 20 00 80 75 BA SCHEDUVIEXE . u2
. o| O00ZEDD RS 36 EE 36 00 00 94 6h 74 2D 49 00 00 DA OO 00 1636 1jt-T
i 1| DODOZEED |00 00 D0 00 DO 0O DO OO 00 00 00 00 00 00 00 00
Sl | 000026F0 DO 00 DO 00 0O 00 DO 00 OO0 00 00 00 00 00 00 0O

’ 00002700 | 00 00 00 00 G0 00 00 00 00 00 00 00 00 00 00 00
Pattiion: 1| nono2710 oo 00 oo 00 6o 0o 0n 00 00 00 00 00 00 00 00 00
rizlelis st i 3| nopo2720 0o 0o a0 0o 0o 00 00 00 00 00 00 0O 00 00 00 00
. honatoingl | DD02730 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
Charucter set NGl aGe | 00002740 D0 00 DO 00 DO 00 DO 00 00 00 00 00 00 00 00 00
it hexodooinsl| 00002750 | 0D 00 00 00 00 00 00 00 00 OO 00 00 00 00 00 0O

Bytesperpage  J2q16-512| 00002760 |00 00 00 00 G0 00 00 00 00 00 60 00 60 00 00 0O
00002770 | 00 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00

Window | ooooz7sn 00 00 00 0O 00 DO 00 DO 0O 00 00 00 00 00 00 00
Mo, of wirdows 1

gnoa2730 00 00 00 00 00 00 00 00 00 00 a0 00 00 00 00 0d
00002740 00 00 00 00 00 00 00 00 00 00 a0 00 00 00 00 0d
gnoo27E0 00 00 00 00 00 00 00 00 00 00 a0 00 00 00 00 0d

BB (2] -27 000027C0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
16 Bit (2] 25829 000027D0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
32 Bit ) 162295605 000027E0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
2w 000027F0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ~
Sector 19 of 2880 Dfset 2600 =29 Black nfa | Sie n/a
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Root Directory Template (WinHex)

=1 FAT) Directory Entry, Base Offset: 26C0

Recard #: 3
Offset Title VYalue
26C0 Filename [blank-padded] SCHEDU~1
2BCH Extension [blank-padded| EXE
2ECB OF = LFN entry 20
26CE Attrbutes [ - -a-dir-val-s-h- 00100000
26C0 00 = Never uzed, EG =Erased |53
2ECC [reserved) 1}
26CE Creation date & time 07A2/2007 — 231342
26CD Cr. time refinement in 10-mz L 128
2600 Access date [no timel ] 07142007 065524
2EDE Update date & time 11/20/2002 — 132052
2604 [FAT 32) High ward of cluster a
26D 1E-bit chuster # 73
Z2EDC File size [zero for a director 2560
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An Aside on MAC Times

e Modified (M) time is the actual time that the file
was last written

e Access (A) time is the time that the file was last
accessed

» This time is set by the application, not all of which do
this accurately

» FAT file systems only maintains the date with A-time

e Creation (C) time is the time when the file was
created in this directory

© 2008, Gary C. Kessler/Jim Hoag 29
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What the Root Directory Tells Us

Short File Name

?IMMY~1.DOC

?0VERP~1.JPG

SCHEDU~1.EXE

Long File Name

Jimmy Jungle.doc

cover page.jpg

schedules.exe

Starting Cluster 0x0002 (2) 0x002A (42) 0x0049 (73)
(logical)

Starting Cluster 0x0021 (33) 0x0049 (73) 0x0068 (104)
(physical)

Byte Offset 0x4200 0x9200 0xD000
(physical)

File Size (bytes) 20,480 15,072 2,560

File Size (clusters) | 40 31 5

Offset Into FAT 0x004 (4) OxO03F (64) Ox06E (110)

Offset into FAT is (starting_cluster*3/2 + 1). This is
where the link to the next cluster in the file is located.

© 2008, Gary C. Kessler/Jim Hoag
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The Actual Analysis

e We know that there are at least three files

on the floppy. How do we get to them?
» ?IMMYJ~1.DOC
» ?OVERP~1.JPG
» SCHEDU™1.EXE

© 2008, Gary C. Kessler/Jim Hoag
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?IMMYJ~1.DOC

e The Root Directory tells us that the file starts at
cluster 2 (i.e., sector 33, offset 0x4200)

» Scrolling down through the disk or image file would tell
us the save thing

e Pertinent information:
» 0x4200: File header for MS Office document
» 0x4400: File subheader for Word file
» 0x905D: End of data

e Some text and a lot of metadata found!
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?IMMYJ~1.DOC (Sector 33/Offset 0x4200)

J4 Bile Edt Search Position wew Luus speums. wpuue seow oep

OEdHSEy B2 B W oy wRyEMA B S Eem O @4 OE

Floppy disk 0 MS Office

Fattitioning type: unpartitioned (floppy/supefloppy/CD/DVD) / 0 files, 1 partitions

[ Filename [Ext [Siee [Created 4 | Madified Accessed [am [

|, Partition 1 FAT12 1.4MB / 1

Floppy ik 0 Offsst 0 1 2 3 495 6 7 8 3 & B C D E F -~
—> 00004200 [DO CF 11 E0 A1 Bi 14 Ei] 00 00 00 00 00 00

Disfault Edit Mode 00004210 |00 00 00 00 00 00 00 00 3E 00 03 00 FE FF 09 00 .

State oiginal | 00004220 | 06 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00

Unde vk g 00004230 23 00 00 00 00 00 00 00 00 10 00 00 25 00 00 00

00004240 01 00 00 00 FE FF FF FF 00 00 00 00 22 00 00 0Q
00004250 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Total capacity: 14ME | 00004260 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

1474560bptes | 00004270 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Nurber of tracks: gg 00004280 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF iy
Mumber of sides: ;| 00004290 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF $ivvdyiiiiy

Unda reverses: nia

(o s 4g| 00004240 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000042E0 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
ke 3 it 52| naons2co | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  Gddiiiiiiies
S p| 000042D0 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF S539959ivviiiy
. ;| DON042E0 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
S et Nt 4g| 000042F0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
N 00004300 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  §ioivivviviieg
Partiion: | nonn4ain  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF sy
itz iz e s *#| 00004320 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
i hesadecingl | 00004330 | FE FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
Character set. &NS| ALy | 00004340 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF  Sousviiiiy
Difssts {exodenimel | 000042350 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §vidvviyiiy

Bylesperpage 22416512 | 00004360 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
00004370 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Window #: | nonnsasn | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF §uvsvvvvosiiiiy
No. of windows 1 bbbttt

00004390 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
000043A0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
%] 000043E0  FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

8Bt (2] 48 000043C0 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Giiviivvoyivy
16 Bit &), -12336 00004300 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF Giivivioyivy
32 Bit (¢} -535703600 000043E0 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF § j
2 000043F0 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF oiiviivioiisg «
Seotor 33 of 230 Oifset 4200 - 208 | Block nfa | Siea n/a
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Sector 34/Offset 0x4400) NN =] |

E,Fna Edit Sesrch Postion Wiew Tools Speumm: wpoons o e
DEHESEE By BB O | oA 8L -+ S5emO &4 rOE

Floppy disk 0 Word
Partitioning twpe: unpartitioned [floppy/ superfloppy/C0/DYD] / 0 files. 1 partitions
|F\\ename - Ext |S|ze 1 ‘Cleated Modified Accessed ‘Altr. |\D
|, Partition 1 FAT12 14 MB 1
E— Of fset 0 142 3 4 5 6 7 & 3 A B C D ~

—> 00004400 ﬂ 00 35 40 09 04 00 00 FO 12 EF 00 R
Decfault Edit Made 00004410 00 00 00 10 00 0O 00 D0 00 O6 00 00 9D OB .
State oiginal| 00004420 | OE 00 62 64 62 64 CF 32 CF 32 00 00 00 00
T— o 00004430 00 00 DO 00 00 00 00 00 00 00 00 00 09 04
ot s 00004440 22 12 00 00 AD 58 00 00 AD 58 00 00 9D 03
00004450 00 00 00 00 00 00 00 D0 00 00 00 00 00 00 o
Total capaciy 14MB| 00004460 | 0D 00 0D 00 0D 00 00 DO 00 00 00 00 FF FF 5y
1474560 bytes| 00004470 | 00 00 00 00 00 00 00 00 FF FF OF 00 00 00
i on| UUDDM44E0 DO 00 DO 00 FF EF OF 00 00 00 00 00 00 00
AR reles > 00004430 | 00 00 0O 00 00 00 00 00 88 00 00 00 00 00 .
Sontors pet ook 4| DUDDA4A0 0D 0O 0D 00 OD 00 32 0L 0O OO 32 01 00 OO 2.
000044B0 00 00 32 01 00 00 00 D0 00 00 32 01 00 00 2.
el ety 512\ poppa4co | 0D 00 32 01 00 00 00 DO OO 00 32 01 00 00 2.
Track o »| 00004200 00 00 00 00 00 00 00 00 00 00 46 01 0O 00 o F.
S 1| DODU4SED |00 00 2A 03 00 00 DO 00 00 00 2& 03 00 00 00 00 . .%. .
Sl 47| ODDU44FO |00 00 2A 03 00 00 D0 00 00 00 24 03 00 00 OC 00 . .*. .

i 00004500 00 00 36 03 00 00 OC 00 00 00 46 01 00 00 00 00 . .6.......F.
Fatiion: 1| popo4si0 0D DO O 07 0D 00 Bé DO 00 00 4E 03 00 00 00 00 ..p...%.. .N.
st as 3*| Dopp4s20 | 00 00 4E 03 00 00 0D 00 0O 00 4E 0F 00 00 00 00 . .N. .
Mode hesadecinet|  DUD04E30 | 00 00 4E 03 00 00 00 00 00 00 4E 03 00 00 00 00 . K. .
o et MGl AeL)| UODDME4D D0 00 4E 03 00 00 DO 00 00 00 4E 03 00 00 00 00 . .N. .
it hexodecirs| DDO04550 00 00 4E 03 00 00 00 00 00 00 EF 0 00 00 02 00 . .N. s
Bieeporpoge Iwlbeiz| UODDMEE0 D0 00 F1 06 00 00 D0 00 00 00 F1 06 00 00 00 00 . &

i 00004570 | 00 00 F1 D& 00 00 00 00 00 00 FL 06 00 00 00 00 . %, .
i | ooop4sso 00D DO F1 06 0D DO 00 DO 00 OO F1 06 00 OO 24 OO . .&..... 5.
M, e | 00004530 00 00 26 08 00 00 52 02 00 00 78 OA 00 00 52 00 . .&.. .. k)

00004540 00 00 15 07 00 00 15 00 00 00 00 00 00 00 00 00
000045E0 00 00 00 00 00 00 00 00 00 00 32 01 00 00 00 00

88t (4] 20 000045C0 00 00 11 D& 00 00 00 00 00 00 00 00 00 00 00 00 o

16 Bit (2} 23060 000045D0 | 00 00 00 0O 00 00 00 00 00 00 4E 03 00 00 00 00 ... .

32 Bt (2] 1 2690924 000D4SE0 00 00 4E 02 00 00 00 00 00 00 11 06 00 00 00 00 . N,

00004SF0 00 00 11 D& 00 00 00 00 00 00 15 07 00 00 00 00 2
Sector 34 of 2880 Offset: 4400 =236 Block: nta | Sizes nia

WinHex - [Floppy disk 0]

B B £t UL Ble Edt Ssarch Poskion Yew Inols Speclist Options Window Help
b= DS L Gs & B R | e B -8 & B
Floppy disk 0 Floppy disk 0
Patttioring type: unpattid o g tye: unpartiioned [oppy/superfloppyC0/0YD] Ufiles, 1 partitions
Filensme: [ Filename - - [Es. |52z | Created Wodiied Accessed [ |ID
52, Patition 1 | = Partiion 1 FAT12 1.4 MB 1
Flopry dick 0 T—— Of feet, 01 2 3 45 67 8 9 ABCTDEF -
00005&00 @4 00 OF 00 12 00 01 00 9C 00 OF 00 03 00 00 00 1
DT NEat et Default Edit Mode: 00005610 | 00 00 00 00 00 00 40 00 00 40 F1 FF 02 00 40 00 o ey, @
Biia State aiginal| 0000SG20  OC 00 00 00 00 00 0O 00 00 00 06 00 4E 00 6F 00 N.o
Unda leve: - y 000DEB30 72 00 6D 00 61 00 6C 00 0D 00 02 00 00 00 18 00 r.m.a.l
Undo reverses: Ondo roversss: wa 00005840 |43 44 18 00 S5F 48 01 04 61 44 18 00 6D 48 03 04 CJ. _H. al nH
00005850 | 73 48 09 04 74 48 03 04 00 00 00 00 00 OO 00 00 sH. _tH
Total capaoiy. Total capaciy: 14MB| 00005860 | 00 00 00 00 0O 00 00 00 00 00 44 00 41 40 F2 FF D_ASoi
(B 1474560 byles | 000DSE70 &1 00 44 00 OC 01 00 00 00 0O 00 00 00 00 16 0O | D
Number of tracks: et gp| 0O00SEAD |44 00 BE 00 66 00 61 00 75 00 6C 00 74 00 20 00 D.=.f.au.l.t
Numbier of sides: e 5| 000D5E30 50 00 61 00 72 00 61 00 67 00 72 00 61 00 70 00 F.a.r.a.g.r.a.p
Sectors per rack: Sastors per iack: 45| 0000SBAD | £8 00 20 00 46 00 €F 00 AE 00 74 00 00 00 00 00 h. F.on.t
Bytes per sactor ) ) 0000SGB0 | §2 00 §9 40 F3 FF B3 00 52 00 0C 01 00 00 00 00 R. i@ R
s per sector 52| napnssco 0o 00 00 00 OC 00 54 00 61 00 62 0O 6C 00 5 00 Table
Track No = || oonosepo 20 00 4E o €F 00 72 00 6D 00 61 00 &C 00 00 D0 N.orwa.l
Side No. S p| DDOOSSED | 1C 00 17 F& 03 00 00 34 D6 06 00 01 0& 03 £C 00 5 .40 1
Sectar No.: et hos g 000DSBF0 34 D6 D6 00 01 05 03 00 00 61 F6 03 00 00 02 00 40 ai
— N 00005300 OB 00 00 00 28 00 6B 40 F4 FF C1 00 28 00 00 01 [ k@A (
I . Pariion, | nonnsain oo oo 0o 00 0o 00 0o 00 07 00 4E 00 6F 00 20 00 Noa
2 e | panoss2n  4C 00 69 00 73 00 74 00 00 00 02 0O 00 00 00 00 L. st
Mode hewed ode hnadoningl | 10005930 00 00 00 @0 00 00 SD 03 00 00 0§ DO 00 12 00 0O 1
Characterset: NS Lo eissgy| 00005940 |05 00 FF FF FF FF 00 00 00 00 0D 00 00 00 22 00 . 44 .
Difsets: hewad] oo pevodocmsl | DDOOSSED | 00 00 33 00 00 00 34 00 00 00 3B 00 00 00 3C 00 4.
Bytesperpage 31| i e eigosiz| 00005960 | DO 0D 2D 01 DO 00 ZF 01 00 00 B3 02 00 00 B4 02 ... ... ... .°
Mz 00005370 |00 00 8E 03 00 00 8F 03 00 00 97 03 00 00 98 03 . 1. .0 .1.. .1
No. of windows: \Pﬁ”‘zf";muws 1 00005980 | 00 00 9F 03 00 00 98 00 00 00 0 30 00 0O 00 00 . .y.. . f....0
00005930 | 00 00 00 &0 00 00 OO &0 00 00 00 30 00 00 00 00 [T
— 00005940 | 00 00 9% 00 00 00 OO 30 00 00 00 00 00 00 00 80 . f....0 1
| 000059B0 | 00 00 00 &0 00 00 OO 0 00 00 00 00 00 00 98 00 1 1
o BBt 74 Bt (2] 20 000059C0 | 00 00 00 30 00 00 OO 0 00 00 00 80 00 00 00 80 0 o
16 Bit (+] 26354 18 8it ¢} 20 00005900 | 00 00 00 70 00 00 OO 0 00 00 98 00 00 00 00 30 D 1.0
J2Bit [} 18358869 | 35 it 2], a83060 0000S3E0 | 00 00 00 00 00 00 00 80 00 00 00 80 00 00 00 70 1..1...p
= = 0000S9F0 | 00 00 00 00 00 00 98 00 00 00 00 30 00 00 00 00 1.0 v
Sl £ 230 Sector 44 of 2380 Offset 5300 -20 Block nfa | Siee: néa




Define Block

Bedinning:

|<[ Beginning of bioc + |

[¢[Endofblock v

| I Cancel ]
Save File As RIX
Savein | 3 ResoversdData v O F =@
Recent
[
Desklop
My Documents
My Computer
M N;J k.
it
o™ Fil pame: |GCKo01.doc v | [ Savs J
© 2008, Gary C. Kessler/Jim Hoag 36
The | iminati Lett
T GCKOO1.doc - Microsoft Word [ =153}
: Fle Edit View Insert Format Tools Table Window Help AdobePDF  Acrobat Comments X
EINE=N" NEYNE WS- SR EEN: - W AR CRal N NN, S @\.uaead!
! © snaglt |’ | Window - !
E|'§ AR R IR E R ERRE R . R R T LR R R ' B 1l
Jimmy Jungle
: 626 Tungle Ave Apt 2
= Jungle, NY 11111
© Jimmy
: Dude. your pot must be the best — it made the cover of High Times Magazine! Thanks for
z sending me the Cover Page. What do you put in your soil when you plant the marijuana
seeds? At least I know your growing it and not some guy in Columbia.
~ These kids, they tell me marijuana isn’t addictive, but they don’t stop buying from me.
) Man. I'm sure glad vou told me about targeting the high school students. You must have
- some experience. It’s like a guaranteed paycheck. Their parents give them money for
Ilunch and they spend it on my stuff. I'm an entrepreneur. Am I only one you sell to?
: Maybe I can become distributor of the vear!
: I emailed vou the schedule that I am using. I think it helps me cover myself and not be
predictive. Tell me what you think. To open it. use the same password that you sent me
N before with that file. Talk to you later.
" Thanks -
. B
@
s
| 2
1/1 At 17 Ini Coli
© 2008, Gary C. Kessler/Jim Hoag 37
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?OVERP~1.JPG

e The Root Directory tells us that the file starts at
cluster 42 (i.e., sector 73, offset 0x9200)

» Scrolling down through the disk or image file would tell
us the save thing

¢ Pertinent information:
» 0x9200: File header for JPEG file
» OxCEDF: Two-byte trailer for JPEG file

e Character strings found in file's slack space!!

© 2008, Gary C. Kessler/Jim Hoag 38

| 20VERP~1.1PG (Sector 73/Offset 0x9200)

_ﬁFl\e Edit Search PoSwwn mew juus  opouems. wpuons  mmuuw oo

NS N By B T oy g B A —+ W& S e m O | g4 DD

Floppy disk JPEG

Pattitioning type: unpartitioned (floppy/superloppy/CD/DYD) 1 0 files, 1 partitions

[ Filename » - [ [siee [Created 4 [ Modified [ Acoessed [ar_ [ID [

| -2, Partition 1 FAT12 14MB 7 1

Floppy disk 0 Offset 0 1 2 3 4y5 6 7 8 9 A B CDETF W ~
— 00009200 [FF DB FE E0 00 10 44 46 49 46| 00 01 01 01 00 o0 [gova JFIF :

Defauit Edit Mode 00009210 | 00 60 00 00 FF DB 00 43 00 08 06 06 07 06 05 08 . %0 C

State oginl| 00009220 | 07 07 07 09 09 08 0A OC 14 0D 0C OB 0B 0C 19 12

Undo level § 00009230 13 OF 14 1D 1A 1F 1E 1D 1a 1C 1C 20 24 2E 27 20 s

Unda reverses | 00009240 | 22 2C 23 1C 1C 2B 37 29 2C 30 31 34 34 34 1F 27 " #. (7). 01444 '

00009250 | 39 3D 38 32 3C 2E 33 34 32 FF DB 00 43 01 09 09 9=82¢ 34240 .C
Tolal eapacity 1.4MB| 00009260 |09 OC OB OC 18 0D 0D 18 32 21 1C 21 32 32 32 32 21 12222

1474560 bptes | DOO09270 | 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222
00009280 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 32 2222222222222222

MNumber of tracks: 20

A et 5| 00009290 |32 32 32 32 32 32 32 32 32 32 32 32 32 32 FF C0 | 22222222222222%h

Sectors pertrack: 43| DODOS2A0 |0 11 08 00 C7 00 DD 03 D01 22 0O 02 11 01 03 11 G "

000092B0 01 FF C4 00 1F 00 00 01 05 01 01 01 01 01 01 00 %4

bz iy el 12| goonszco 00 00 00 00 00 00 00 01 02 03 04 05 06 07 0@ 09

. ,| 0000S2D0 DA OB FF C4 00 BS 10 00 02 01 03 03 02 04 03 05§k p

S o DOOD0SZE0 |05 04 04 00 DO 01 7D 0L 02 03 00 04 11 05 12 21 3 I

Sl 5| 000D092F0 31 41 06 13 51 61 07 22 71 14 32 81 91 A1 08 23 1A .Qa 'g.21° 1 #
’ 00009300 |42 BL C1 15 52 D1 F0 24 33 62 72 82 09 0A 16 17 B*i RN&SIbri

Pattiion: 1| nonnsatn 1m 19 1A 25 26 27 28 29 2& 34 35 36 37 38 39 3A it ()*456789:

Relative sector No.: 7

00009320 43 44 45 46 47 48 49 44 53 54 55 56 57 58 59 SA | CDEFGHIJSTUVVIYZ
00009330 63 64 65 A6 67 6B 69 6A 73 74 75 76 77 78 79 TA cdefghijstuvwxyz

Mode: hexadecimal >
Character set aNS gscy | 00009340 1 63 84 65 86 67 60 89 B4 92 93 94 95 96 97 98 99 1111 1 III! 1
Dffsets: hewadecimal| 00009350 94 A2 A3 A4 A5 A6 A7 AB A9 AA B2 B3 B4 BS B6 B? | BefUF|ST@2: q.

Bytesperpage  J2416-512| 00009360 | BR B9 BA C2 C3 C4 €5 C6 C7 C& C9 CA D2 D3 D4 D5 12AKAARCEEEOO0D
00009370 | D& D7 D8 DY DA E1l E2 E3 E4 ES E6 E7 EB E9 Ei FI  OxolUaa8ssscessd

Ul 1| nonnsasn | F2 Fa F4 F5 Fe F7 F@ F9 Fa FF C4 00 1F 01 00 03 | soéS&<outih
it el 2| 0oo093so 01 01 01 01 01 01 01 01 01 00 00 00 00 00 00 0l
000093a0 | 02 03 04 05 D6 07 08 09 0& OB FF C4 00 BS 11 00 ¥hop
000093B0 02 DL 02 04 D4 03 04 07 05 04 04 00 01 02 77 00 v
851 (2] 000093CO 01 02 03 11 D4 05 21 31 06 12 41 51 07 61 71 13 11 AQ =z
15 Bit [+) 9585 000093D0 22 32 81 0B 14 42 91 AL BL C1 09 23 33 52 FO 15 *21. B’ i+4 #3R3
30 Bit(+] 520103651 000N93ED 62 72 DL 0& 16 24 34 EL 25 F1L 17 18 19 1A 26 27 beN. $dau® . &'
=n 000N93F0 | 28 29 24 35 36 37 38 39 3A 43 44 45 46 47 48 49 ()*56789 CDEFGHI ~
Sector 73 of 2680 Difset 3200 =255 Block 4200- 3050 | Sice: E5E
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* WinHex - [Floppy disk 0]

(Sector 103)

M4 File Edt Sesrch Position Wiew Tools Specislst Optiols mmwuw Lew
DS &Ee & Bl iniy | @By - B & S5m0  ®Hd4drOE
Floppy disk 0 ‘
Partitioning twpe: unpartitioned [floppy/ superfloppy/C0/DYD] 0 files. 1 partitions
|F\\ename - Ext |S|ze ‘Cleated Modified Accessed ‘Altr. |\D ‘
|, Partition 1 FAT12 1.4MB 1
Flappy dick 0 Of feet 01 2 3 45 6 7 & 9 ABCDEF ~
O0DOCEODD | A2 BA 00 28 A2 84 00 28 A2 @A 00 28 A2 BA 00 28 tol. fol. ¢
Default Edit Mode O0DOCEL0 | A2 BA 00 28 A2 84 00 28 A2 @A 00 28 A2 BA 00 28 tel. tol. ¢
State oiginsl ODOOCEZ0 | A2 84 00 28 A2 84 00 28 A2 8A 00 28 AZ BA 00 28 tol (el
Undo level g 000OCE30 A2 B4 00 28 A2 8A 00 28 A2 8A 00 28 A2 BA 00 28 tel. tol. ¢
Undn reverses nia| DODDCE4D A2 B& 00 28 A2 B4 00 28 AZ BA 00 "° '° °' o0 o0 tel. tol. ¢
ODDOCESO | A2 B4 00 28 A2 84 00 28 A2 8A 00 JPEG Trailer 1. (el . ton.¢
Total capacity 14MB| OODOCEED | A2 8& 00 28 AZ 24 00 28 A2 BA 00 o o o qo oo ol {6l (61 {
T4785G0byles| DODUCE?D | A2 BA& 00 28 A2 BA 00 28 A2 SA 00 28 AZ GA 0D 28 el (el (el {
R sy| DUDOCESD |42 84 00 28 A2 24 00 28 A2 84 00 28 A2 84 0% 28 ol (el (ol.(
Number of sides 5| 000OCESD A2 BA 00 28 A2 %A 00 28 A2 8A 00 28 AZ 8A 0N 28 ol. (el (ol.¢
" g DOOOCEAD | AZ A 00 28 AZ 8A 00 28 AZ 84 00 2% AZ 84 00\2% of. (el (ol ¢
DODOCEB0 | A2 B4 00 28 A2 8A 00 28 A2 8A 00 28 AZ BA 00 28 of.({el.(ol.(
el ety 52| DoDOCECD | &2 8A& 00 28 A2 B 00 28 A2 8A 00 23 A2 84 00 el (el (
——— —% UDDOCEDD &2 B4 00 28 A2 BA 00 28 A2 BA 0D 28 A2 BA 00 tol. (ol ¢
Sobly ;| ooooceen [D3]o0 oo 00 00 00 00 DO 00 00 00 00 00 00 00
Sector No 44| OODOCEFD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
) 000OCFO0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Partiion: _ 1| pooocFio 00 0O 00 0O 00 0O 00 0O 00 00 00 00 00 00 00
eitiekecoll 03| popocrzo 70 77 31 3D 78 7@ 78 78 78 78 78 73 78 00 00
o hexadecims| PPOOCE30 70 77 32 3D 67 6F EF 64 74 69 6D £5 73 00 00
Craractersst el a4cy | DODOCF4D 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
Difssts: hexadecimal| 000OCFSD 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Bytesperpage 32¢1fo512| DODOCFED | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
) ! 000OCE70 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 -
\h’f'“d?"”‘d ‘2 0000CF20 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 File slack
o vndons 0000CFS0 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
g Q00OCFAD | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 space
QODOCFED | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
BB (2] -3 Q00OCFCO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
16 Bit (+]: -30046 000OCFDO | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
32Bit [+): 671124130 QODOCFED | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
QODOCEFD | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 >
Sector 103 of 2880 Offszt: CEOO =162 Block: n/a | Size: nia
Define Block
Beginning:
| 9200 |<|Baginning of bloc Vl
End:
| cesd  |<[Endofblock v
| il | [ Cancel ]
Save File As
Save jn: it;‘?F\ecoveledData > I ? > El'
_J [Eeckoor doc]
Fiecent
Desklop
My Documents
49
My Computer
<
My Network
o | Flename:  |GOKAD2jpg v s ]

Save astype: | AllFiles

Y o=

© 2008, Gary C. Kessler/Jim Hoag
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The Incriminating Graphic

E2 GCK002.jpg - IrfanView
Ele Edit Image Options View Help

=hHE X B2 G wa

POT SMOKERS MONTHLY
Your monthly guide to the best pot on
the plart!

This month's festured pot groweer,
smoket and seller is Jimmy Jungle.

208 x 199 x 24BPP | 11 100 % 15.22KB [121.30KE  07/14/2007 f09:57:3

© 2008, Gary C. Kessler/Jim Hoag 42

SCHEDU~1.EXE

e The Root Directory tells us that the file starts at
cluster 73 (i.e., sector 104, offset 0xD00O)

» Scrolling down through the disk or image file would tell
us the save thing

¢ Pertinent information:
» 0xDO00O0: File header for ZIP file (!!!)
e Why is there a .EXE extension?

» Because anyone can rename a file!

© 2008, Gary C. Kessler/Jim Hoag 43
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Definitely Not Executable...

« CAWINDOWS\system32\cmd.exe - a:schedules

C = ~MYPROG™1\FORENS™1\imaging >dir a:
Uolume in drive A has no lahel.
Volume Serial Mumber is A4B6-B974

Directory of AN

11.-28-2082 81:28 PM 2,568 schedules.ex
1 Pileds> 2,568 bytes
A Dirdsd 1.455.184 hytes free

IC =~ MYPROG™1~FORENS“1~imaging>a:schedules

16 bit MS-DOS Subsystem ]

CAWINDOWS system32|cmd. exe - aischedules
The NTWDM CPU has encountered an ilegal instruction,
(C5:0550 IP:010e OF:c? 55 60 8d ea Choose 'Close' to terminate the application.

Ignare

© 2008, Gary C. Kessler/Jim Hoag 44

| SCHEDU~1 EXE (Sector 104/Offset 0xD000) IERENAIEI] |

JLBle Edt Search Poswwn wew  luos  opeuamt mpuus meuw pep

NS N By B T oy L R -+ P = SHFempO | FHd4rOE
Floppy disk 0 PKZIP
Patttioning type: unpartitioned (floppy/superloppy/C0/DYD) 7 0 files, 1 partitions
| Filename [Eat [Sieef  [ireated Modified Accessed [ar_ [ID [
| -2, Partition 1 FATIZ  14MB 1
Floppy disk 0 Offset 3 45 67 8 9 4 BCDEF ~
— 0000D000 04 14 00 01 00 08 00 98 GA B? 2C C7
Defauit Edit Mode 0000D010 | 60 6D EA 08 00 00 00 42 00 00 14 00 00 00 53
State oginal| - O00ODO20 | 68 65 64 75 6C 65 64 20 56 69 73 69 74 73 2E
Undo level § 0000DO30 | 6C 73 94 CB 31 24 E3 49 0B DB AB 10 C2 70 9D FC
Unda reverses a 0ODODO4D | 10 03 31 A2 BE 48 E8 3C 4B B1 75 C9 8B 86 51 AF . lelHs<HIuBEnIQ
0000DOSO | DF 24 36 C3 24 DB 1A 7E 75 46 98 EE 4E 56 4F 05 AxsXs0 ~uFpi¥vo
Tolal eapacity 1.4MB| OODODOBO | BA 8D C4 60 36 54 OE 11 AB 2E 23 A5 E8 16 02 52 °p&°6T .« #¥& R
1474560 bytes | 0000DO70 | E2 1F EF 90 &3 FS 23 2D 34 10 02 48 54 C1 62 CB | & i1e3#-4 HTABE
R—— gy 0000DOAD | SE FL 3F 91 52 72 B3 DC 66 DA 4& 20 D3 K2 02 CF “&? Redlif J 0a T
Numbor of sides 5| 0000DOSO | 78 94 35 6B 55 4D B7 98 FB 88 61 SF 83 99 05 53 =ISkUM-18la_11.5
[y qa| DOOODDAD 41 23 CO 3B 94 51 6B EB AS BF BC EC 10 0A FB F7 | Ad#h: IQkEOIML . a:

0000DOBO | 49 CO 11 87 Cé 3B 85 32 D3 56 53 OD 11 00 11 74 Th I1E 120¥5. . .t
bz iy el 12| gooopaco | 08 38 6E 9D 96 32 32 EA 5B 33 6D 0D F7 2E 3F 48 Gn|i22&[3n. = ?H
0000DODO | D7 17 15 80 18 04 FE 9E 95 1C Al E6 42 BE FD &C X. I..bII. i=B¥j-

;Esm” 12 DODADOEN | 11 F3 67 76 6D 71 5B 41 E9 87 55 1E 55 30 DO ES | ogunal A&1T U094
b 15| ODOODOFO | 4D 9E &6 F9 OB 8B A2 63 99 94 §B 97 64 74 AF 65 Xlla leill[1d7 =
i 0000D10D | BF BL 78 54 A5 DE EE 33 A8 77 78 1C 5C 61 7B B3  1#xT#hid wx. “al’
Patitior: 1| pooaD110 D9 FE ER 4E CC C3 32 EO 27 4A ES CE CL 47 0C CF  TesNiX2a'Jatéc T
rizlelis st i 04| gopopi2n | 38 7a 07 71 99 17 38 FF 3C 85 85 GA SE CE 25 2B 8z al 0y<11Z° 1+
Mo hosatiocingl| 0000130 | DB 6D BF DA 42 3E 6E A2 7F LB A3 57 F4 C9 0C 1D . I110B:nel SWaE
Chmaciersst  Atisl asty| 00DOD140 | 33 EB AG 8F F& 27 B3 09 4E SB 21 83 1B BF 7A D2 | 3&%18'3 N[1] iz0
e hexaiirsl| 0D0O0D1S0 | G5 9F B8 17 BS OB FF 66 92 7E 49 BD 9K B8 D3 SA U, .p. i ~I%1s0Z

0000D160 B D8 B3 CE 9E 37 D9 05 EE &4 11 56 76 0D DC 72 N@=1p70. im0 vv fr
0000D170 | EC E2 50 36 9F FE 8D BB CC B0 64 1E Ch 55 0D 85 i&P61bI»I'd.EU.|

Ul 1| nonopisn | AF 8D 37 25 19 FB DB 58 4a DC AB E7 38 BD 96 &3 17% eULJilccOkis
No. of windows 2

Bytes per page; 32x16=512

0000D190 D9 BD BS 42 11 4B 52 A9 09 77 0D 61 AD CE 81 62 UkpB KR® . w.a
gnooDia0 | OE 10 DO &7 E2 17 4F 88 BF 86 F3 E9 32 A3 58 C2
0000DIEO | CC 82 D& 16 F? E9 3F 14 9E E9 A9 SA 0E Ef 4A 77 116 &7 1867 &lw

B8k (2] 80 0000D1CO | 7B 93 6D Ch B2 4C EF 73 43 36 67 28 92 79 47 55 {InE*LisCég( yGU
16 Bit (2] 13230 0000D1D0 | 2D AF BD CO F1 97 6A E3 54 94 C7 94 3F 24 FL A2 — IARI{ETIGI?SEe
2 Bit (o], 67304752 0000DLE0 | 6E 52 55 66 B9 89 FD F7 18 E2 48 B0 F& E7 97 DF  nRUf!19: &H'&clB
2 0000DIFO | 85 81 DD 40 AA A2 DF 49 2B 99 F3 26 F0 FO C7 BE 11702 ¢RI+16888CH v
Sector 104 of 2880 Difset D000 =80 Block n/a | Sice: n/a
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Define Block

Beginning:

000 | <[ Beginning cf bloc v |
End:
[ a JdEndoibock v

In all open files

[ oK ] l Cancel ]

Save File As @El

Save jn |E}HecoveredDala w | <) ? ? '

: 8 cokont doc
,J X GCKO0Z. jpg
Fecent

=
[

Desktop

My Documents

9

My Computer
3
My Network.
lses | Flename |GCKOD3.zip v s ]
© 2008, Gary C. Kessler/Jim Hoag 46

Opening With WinZIP

WinZip - GCK003.zip

Eile Actions QOptions

e
==

e

Open

Help Opening the file with WinZIP shows the name
A3 @ ﬁfﬁ O w2 of the ct?m;?ressed file, Schec!uled visits.xls".
= = =2 ‘ﬂ The "*" indicates that the file is password

Favorites Add Extract  Encrypt View  CheckOut  Wizar

protected.
Type Modified Size = Ratio Packed
Microsoft Excel Worksheet  05/23/2002 11:20 16,896 85% 2,282

The recovered letter alludes to a previously
used password:

"I emailed you the schedule... To open it, use
the same password that you sent me before
with that file."

Recall our two character strings in the JPG
Note: the password wil be appiied to files you subsequently add ta or e

extract from the cument archive, and wil be automatically cleared when the file's slack space...
archive is closed.

< Ertter password: > leZXXXXX)_(XXX
Selected 0 files, 0 bytes |goodtimes | pw2=goodtimes
[ Mask password
[ ok J[ cacdl | [ Heb |
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The Incriminating Spreadsheet

BT Microsoft Fxcel - Schedubed Visits.xls

D3] Be Edt Wew Deet Fomat Took Data Wedew e AdiePOF -8 x
ET T -SRI R T T
e S B s Eé&wnu Wieskom .!g-; -
B50 - & Manday (1)
I | c I D EX

1 Month DAY HIGH SCHOOLS

2 2002

3 |Apel Menday (1) Smith Hill High School (A)

4 Tunsday (Z) Kiry High School (B)

5| Wed 3] Lestch High School (C)

3 Thursday (£) Birard High Schoal (D)

T Friday (5) Richter High Schoel (E)

[ Menday (1) Hull High School (F)

al Tuesday {(2) Smith Hill High Schoal {A)

10 Wednesday (3 Ky High School {B)

1 Thursday Leetch High School (C)

12 Friday (5) Birard High Schoal (D)

13 Menday (1) Richter High Schocl [E)

14 Tunsday Hull High Schodl (F)

5] Nl 3 Smuth Hill High Schoal {A)

16 Thursday (4] Key High School (B)

17 Friday (5) Leetch High Schaol (C)

18 Monday (1) Birard High Scheol (D)

19 Tussday (2) Richtar High Schoal ()

20] Hull High School (F)

21] Smilh Hill Fhgh School {A)

2 [E] Key High School (8]

23 Menday (1) Leetch High Schoal (C)

4 Tuesday (2) Birard High School (D)

25 | May

| Wednesdary (3] Fachter High School [E)

27| Thursday (£] Hull High School (F)

28 Friday (5) Smith Hill High Schoal (&) 2
M 4wl Sheatl [ Sheatd [ Shests [/ I« |
Aeady
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Sector Assignments Finale

Sector(s) Address Function
0 0x0000-0x01FF Boot Sector
1-9 0x0200-0x13FF File Allocation Table (primary)
10-18 0x1400-0x25FF File Allocation Table (secondary)
19-32 0x2600-0x41FF Root Directory
33-72 0x4200-0x91FF DATA: ?IMMYJ~1.DOC (deleted)
73-103 0x9200-0xCFFF DATA: ?0VERP~1.JPG (deleted)
104-108 O0xD000-0xD9FF DATA: SCHEDU~1.EXE

109-2878 O0xDAOO-
0x167DFF DATA: All bytes set to OxF6
2879 0x167E00-
Ox167FFF DATA: All bytes set to 0x00
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Lessons Learned

e In-depth analysis of a floppy can be done
manually... just barely

» File carving

e Analysis of a large hard drive requires
automated tools
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Project Files

e Digital Forensics Download Center
» http://digitalforensics.champlain.edu/download/

» dd
e dcfldd-1.3.4.x86win32.zip
e dd-0.5.zip

» rawrite: rawrite2.zip
» WinHex: winhex.zip
» Floppy disk image: disk25.zip
o MD5: 391D4A30C29DA81D131DED2B1837B1A8

e http://www.garykessler._net/library/file_sigs.html
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26



Other Hands-On Exercises

© 2008, Gary C. Kessler/Jim Hoag 52

Additional Hand-On Exercises

e Computer Forensics |

» Cell phone image analysis

» Web site and domain name information analysis
e Anti-Forensics and Network Forensics

» Photoshop and morphing images

» Cryptography/Steganography

» Packet sniffing
e Cybercrime

» Internet investigations

» E-mail, IRC, IM, and chat log analysis

© 2008, Gary C. Kessler/Jim Hoag 53
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Hands-On Exercises Are Key

e Computer Forensics Il
» Emphasis on reporting and building one's own tool kit

» Imaging and restoration exercises

e Use of dd (and dcfldd), FTK Imager, and WinHex

¢ Imaging CDs (multi-session) as well as "traditional" drives
» Analysis exercises using a variety of tools

¢ Students build their own matrix of what software works best
when doing what functions

~

» Live acquisition using Helix
e Students image their own RAM to view contents

© 2008, Gary C. Kessler/Jim Hoag 54

Conclusion

e Non-lab hands-on exercises can augment
live classes and enable online classes

e Properly designed hands-on execrises --
with appropriate technology support -- can
work as well as or better than in-lab
exercises

» Most "hands-on" activities can be done as

easily in a dorm room or at home as in a lab
setting
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Acronyms and Abbreviations

ASCII American Standard Code for Information Interchange
B Byte

B/S Boot sector

CD-ROM Compact disc read-only memory

FAT File allocation table

FRED Forensic Recovery of Evidence Device
FTK Forensic Toolkit (AccessData)

IM Instant messaging

IRC Internet Relay Chat

JPEG Joint Photographic Experts Group
LFN Long file name

MAC Modified, access, and creation times
MB Megabyte (millions of bytes, 22°)

MD5 Message Digest 5

MS Microsoft

RAM Random access memory

SFN Short file name
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