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* OS X and iOS overview
* Cryptography review
— OS X cryptography
— iOS cryptography
* Steganography review
— OS X steganography
— i0OS steganography
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OS X

e Mac OS is a family of GUI operating %L
systems from Apple Corp.
— Mac OS X (pronounced "oh es ten") is Unix-based
* "Classic" Mac OS (thru Mac OS 9) was proprietary

— Code named for cats: Mac OS X v10.0-10.7 called
Cheetah, Puma, Jaguar, Panther, Tiger, Leopard,
Snow Leopard, and Lion, respectively

e OS X was first Mac OS to allow access to a CLI
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10S

* Mobile operating system
based on OS X

e Originally developed for
iPhone A
— Formerly known as iPhone OS

e Currently also supports iPod
touch (iTouch), iPad, and
Apple TV (2nd gen.)
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Discontinued
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Model Number
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Initial Price

Support Status

Memory and Graphics
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February 2011
MacBookPro7, 1
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ch, Mid 2010)

Connections and Expansion

MC374LL/A (2.4 GHz), MC375LL/A (2.66 GHz)
EE 51,199 (2.4 GHz) $1,499 (2.66 GHz)

@ Supported

History

Notes

[+]- = Qse Case Precision aluminum unibody
- Weight and Dimensions 4.5 lbs., 0.95" H x 12.78" W x 8.94" D
PROCESSOR
Processor Intel Core 2 Duo (P8600, PBS00) (‘Penryn’)
Processor Speed 2.4 or 2.65 GHz
Architecture 64-bit v
Qs .
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iPod classic

A.NoO

iPod touch (3rd

iPod touch

iPod touch (2nd generation)

iPod nano (4th generation)

iPod classic (120 GB)

iPod shuffle (3rd generation)

iPod shuffle (3rd generation Lat

iPod nano (Sth generation)
iPod classic 160GB (Late 2009)
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iPod touch (3rd generation)

General

Media

Connections

Notes

History

Weight and Dimensions 4.05 ounces, 4.3" H x 2.4" W x 0.33" D

DISPLAY AND
STORAGE

Capacity 8, 32, or 64 GB flash drive

Display 3.5-inch (diagonal) widescreen multi-touch display

CONTROLS AND
ACCESSORIES

Controls Sleep/wake, volume up/down, home button

Accessories Earphones (8 GB), Earphones with Remote and Mic (32 or 64 GB), USB cable, dock

adapter, polishing cloth

SOFTWARE

Original OS i0S 3.1 (7C146)
Maximum OS iOS 4.2.1 (8C148) (8 GB) iOS 4.3.1 (8G4) (32, 64 GB)

iTunes Version iTunes 9 or later
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Encryption Basics

e Cryptography means "secret writing"

— Used when communicating over an untrusted
medium

— Protect against unauthorized access to systems
and data

* Digital cryptography methods come in three
varieties:
— Hash functions (no key)
— Secret key cryptography (one key)
— Public key cryptography (two keys)
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FileVault

* FileVault
— File encryption function built-in with Mac OS

— Provides whole-disk encryption (as of OS X 10.7)

* Prior to 10.7, FileVault only encrypted the user's Home
directory

— Uses AES
— Password derived from user's login password

AN
o
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S S Y

enn Security

| General | FileVault | Firewall |

FileVault secures your home folder by encrypting its contents. It automatically
encrypts and decrypts your files while you're using them.

M WARNING: Your files will be encrypted using your login password. If you forget your login
password and you don't know the master password, your data will be lost.

A master password is set for this computer. ¢ Change... 4

This is a "safety net" password. It lets you unlock any
account on this computer.

FileVault protection is off for this account. CTurn On FileVault... )
Turning on FileVault may take a while.

Click the lock to make changes. @
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Terminal — bash — 111x47

bplistee
Zpassphraseldisgracestace

.{ile://localhost/Users/.Face/Face. sparsebundle

vor

o7XP

Sean-Cavansughs -HacBook-Prordesktop Faces €at After\ Secure\ W.ixt | grep =n =C J disgracedface

751577-face

751578-managedUser
79-password

80: disgrocedtoce
hell

7515 in/basouléunmount
751583-usernane

Securs VM.txt

797081 -verbose

797003-bplisto0
Ipassphraseldisgracedtace
Le://localhost/Vsers/  Face/Face. sparsetundle

999440-3hell
999847-/B1n/basouldunmount
99948B-usernase

Contents of
Jdisgracedlace .
Vocathost/users/ Face/Face. sparsebundle Ivarlvm/sleepimage

Secure VM Test

1165236~ tace
1165227~

mansgeduser

<OFE . .mmp -
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TrueCrypt

* Open source encryption for Windows or Linux
— Cross-0S compatibility
— Creates an encrypted volume on fixed or
removable media

* Virtual encrypted disk using AES, Serpent, or
Twofish
— Encryption occurs on-the-fly

— Encrypted TrueCrypt volume appears to be
random data

— Can create hidden encrypted volume (aka
plausible deniability)

-
L id

i
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E TrueCrypt

Volumes System Favorites Tools Settings Help Homepage
Drive | Yolume Size . Encryption algorithm Type ~
S
G
S H: IR 0 TrueCrypt
eI H
S ) | =
Slot 4 Volume Size  Mount Directory Type
: E E:\James ! o1 T
S M | 2 G
o N: >3
S0 -4
P -5
S Q: 1 -6
::-: R = 7| /Volumes/JAESTC /james 1.5 GB| /Volumes /JIMMY Normal
' { |8
] *9
LF - 10
Create Volume ol -1l
12
Volume 3 -
I E:\James |
IV Never save history i :’\—/Create Volume /_/VOIU'“& Properties... )
‘I /Volumes /JAMESTC/James @ Select File...
Dismount | Suto Mok Devi ¥ Never save history ( Volume Tools... ) ( Select Device...
i

]
1
I

( Dismount ) ( Mount All Devices ) (  Dismount All ) Close
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Plausible Deniability

Standard TrueCrypt volume

Free space in standard volume
(contains random data)

Header for Header for
standard hidden
volume volume

Vo

Standard TrueCrypt volume with a hidden container
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Pretty Good Privacy

* PGP Whole Disk Encryption

— Version for Mac OS X 10.5 and later, Linux,
Windows

— AES-based

— Can create virtual encrypted disks or protect
entire disk

— Can sign and/or encrypt e-mail
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PGP Desktop

1> Keys

& Smart Keyrings
& My Private Keys

40

. PGP Zip

&

a4

&

a4

4

. | PGP Messaging

| garyckessler@champlain.¢
] garyckessler@sover.net
*] gkessler@nova.edu

"l kesslerg@champlain.edu
“l kumquat@sover.net

& PGP Global Directory

FoR
¢ &3 PGP Disk

% 4 New Virtual Disk
PGP Virtual Disk provides an ideal solution for securely storing

F 9 your documents, PGP keyrings, unencrypted email correspondence,
and other sensitive information. When mounted, your PGP Disk will
appear as a normal disk, allowing you to easily access your data.

( New PGP Virtual Disk... )

= Encrypt Whole Disk

S [ PGP Whole Disk provides the next level of security and convenience
5 by encrypting your entire disk. The encryption process can be
lengthy, however PGP Desktop runs in the background. You may
also pause and resume the process at your convenience.

—
Encrypt a Disk... )
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iOS Encryption (Old)

e Early iOS devices (e.g., iPhone thru iPhone 3,
iPod Touch) do not encrypt the storage device

e Secure erase on these older models is a true
secure wipe taking up to several hours to

complete
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iOS Encryption (New)

e Later iOS devices (e.g., iPhone 3GS and 4, iPad
1 and 2) have two partitions
— First partition is read-only, contains only the OS

— Second partition contains apps, app data, and user
files, and is encrypted using a key built into the
device's hardware

e Secure erase on these newer devices is a quick
process, simply securely wiping the encryption
key and rebooting the device
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I0S Encryption Apps

TieKeyworts Crvetzper hame. wagery Devce Compumnary

Many Apps are available to encrypt data from the App Store
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iOS Device Passcodes

* iOS devices can also be protected with a
passcode

* The passcode can be circumvented (or
retrieved) from the iTunes device with which
the iOS is synched
— Lockdown/*.plist files need to be accessed
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Steganography Overview

e Steganography means "hidden writing"
— Provides a covert communications channel in plain
sight
e There are many stego algorithms, including:

— Least significant bit overwriting (BMP, GIF, PNG,
WAV)
— Encoding algorithm modification (JPEG, MP3)

— Format modification (Word, text)
— Covert channels (TCP/IP)
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iISteg

* Hides text or
ZIP file in JPEG
images
— Also has an

encryption
iSteg consente dl nascondere un file all'Interno dl una Immagine jpeg. Questa

f . tecnica sl chlama steganografia. ISteg e0' un frontend di outguess 0.2. ISteg €' una
U nCtI On applicazione Universal quindl puo' essere eseguita In modo nativo su Mac basatl su
processori PowerPC e Intel.

ISteg for Mac OS X 10.6 Snow Leopard Is now avallable
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clock tinezone ET -5
ip subnet-zero

no ip source-route

'

isdn, switch-type basi
!

interface Ethernet@

no ip directed-broadcasf
no ip proxy-are

ip nat inside

'

interface BRI
description 1

no ip address

no ip directed-broadcast
encapsulation ppp,
dialer pool-member 1
lsthn, switch-type basic-ni

interface Dialerl
description ISP

ip address negotiated
no ip directed-broadcast
no ip proxy-are

ip nat outside
encapsulation ppp

ip address 10.0.8.1 255.255.255.0
ast

| 8028752651016 8782651
is 802687811348101 8751134
ppp, authentication chap pap calli
|

«C

I

[+
. -«
5

(_Process
(7) {_Documentation

(< (<] (<]
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PicSecret

* Hides text in
image files

* May or may not
encrypt contents
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ncode a Message in an Image
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StegoSec (OS X)
e OS XandiOS

1 Message
versions
. . D
* Hides text in 2=y
image files =\
— Also has an
1 Password
encryption
function
i O crvm (st )
Browse Image O Decrypt
4
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StegoSec (iOS)

-all dtac

Info - StegoDecrypt
album. Click the Browse Button to Decription Complete!

view

StegoSec 1.0

(€) 2009 By Ra! De Lorenzo (raffacle.delorenzo@libero.it)
Vinale (www.thesara.altervista.org)

rk by these au
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iOS Steganography Apps

Ti Developer Name Category Device Compatibility
steganography | All Categories a Al Devices 2 Search

[l search only for free Apps  [] Search only for iPad Apps [ Search only for Game Center apps

iPhone Apps  seoall >

Spy Pix PrivateTIP & Hideltin InvisiLettor

Photography Utilities Utilities: Photography

Released Dec 02, 2009 Updated Sep 14, 2010 Updated Dec 14, 2010 Updated Jul 09, 2010
$0.99 BUY v 5199 BUY v r FREE v $199 BUY ¥

Active Photo Lite Acoustic Picture Trans... PrivateTIP LITE Acoustic Picture Transmitt...
Photography Photography Utiities Photogr
Updated Sep 17, 2010 Updated Jan 27, 2011 Updated Sep 14, 2010 Released Feb 01, 2011
FREE v FREE v FREE v $0.99 BUY ¥
Simple search of “App Store” for the keyword of ‘steganography’
© 2011, Gary C. Kessler & Ryan R. Kubasiak 27
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Free App v
Categery Unatis
Ooe 14

fersen: 1

138
Langusges Engloh French, Scariah

iOS Steganography

Hide It In

Description

Hido an #mage inside andmer 0ne 1or oo™
Hide & In aliows you 10 hide an image inside anomaer in a quick, easy and secure way!

HiGe RN i3 AN App At ides an IMage taken with your IPRONE CAMEra IN1 An0tHer seemingly INNOCUOS iMage FOm your PHOW |idrasy that can de sent Dy email. Simply select e
COVe IMAQe and taKe A DI with your phane. Then Intrioduce & PAsSWOR 10 6NCIYD! e S6crot image with AES (Advanced Encrypton Sundard)
Hie & In inciuces the foliowing feaires:

AES encrypion 1 ensure Mal only password owners wil be abie 1o recover he Naden image.
- QuickMode: Take a phato, Hids & In and send It with [ust hee taps!

Easy CONBOUIS MM PBORS Sich A% SWBHCE, DOdY, ATAChMANt Name And tOCkpIONts. This AOWS yOU 10 4nd The Image without rINg any spicons.
- Recover the secrel image in bwo taps hrough your (Phone camera roll
- And its totally free!

Lats 9o and Mide 1 It soma images®

Free “App” that easily hides pictures inside of pictures
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15



Hide It In

16:10

Hide It In
Subject: Photo

Look at this wonderful photo!

To save an image from the Mail app
tap and hold the image you want to
save. Then select “Save Photo"
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Summary

e Cryptography and steganography are neither
just for PCs nor desktop/laptop computers

* As smartphones and other mobile devices
become portable Internet terminals that can
be used anywhere, we will see an increase in
use of crypto and will start to see stego, as
well.
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Overview

* OS X and iOS overview
* Cryptography review
— OS X cryptography
— i0S cryptography
» Steganography review
— OS X steganography
— i0S steganography
* Summary
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URLs

These URLs are provided for reference only and are not an endorsement for any product

Acoustic Picture Transmitter -- http://appshopper.com/photography/acoustic-picture-transmitter-pro
Active Photo Lite -- http.//appshopper.com/photography/active-photo-lite
DataVault -- http://www.ascendo-inc.com/datavault/iphone/Password-Manager.htm|
Good for Enterprise -- http://itunes.apple.com/us/app/good-for-enterprise/id333202351
Hide It In -- http://itunes.apple.com/us/app/hide-it-in/id401162613
iDiary -- http://www.macworld.com/appguide/app.html?id=89583
InvisiLetter - http://itunes.apple.com/us/app/invisiletter/id375557298
-- http://samurai-apps.com/en/invisiletter/
iSteg -- http://www.hanynet.com/isteg/
Keeper Password & Date Vault -- http://itunes.apple.com/us/app/keeper-password-data-vault/id287170072
Mactracker -- http://www.mactracker.ca/
mSecure -- http://msevensoftware.com/msecure_ios
My Eyes Only -- http://www.softwareops.com/products/myeyesonly.html|
PGP Whole Disk Encryption -- http://www.symantec.com/business/whole-disk-encryption
PicSecret -- http://www.macupdate.com/app/mac/24255/picsecret
PrivateTIP -- http://appshopper.com/utilities/privatetip
Safe -- http://itunes.apple.com/us/app/safe/id290169191
SMS Encryption -- http://www.4shared.com/file/326Maep4/SMS_Encryption_App.html
StegoSec -- http://csocks.altervista.org/Stegosec.html
Spy Pix -- http://www.juicybitssoftware.com/spypix/
TrueCrypt -- http.//www.truecrypt.org/
Wallet Pro -- http://itunes.apple.com/us/app/wallet-pro-password-manager/id284950097
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Acronyms and Abbreviations

AES Advanced Encryption Standard

cu Command line interface

GUI Graphical user interface

JPEG Joint Photographic Experts Group

os Operating system

PC Personal computer

PGP Pretty Good Privacy

© 2011, Gary C. Kessler & Ryan R. Kubasiak 34

Gary C. Kessler, Ph.D., CCE, CISSP Ryan R. Kubasiak, ACTC, ACSP, GCFA,
Gary Kessler Associates CCE, ACE, EnCE, CEECS
2 Southwind Drive AppleExaminer.com

Burlington, VT 05401

e-mail: rkubasiak@appleexaminer.com

mobile: +1 802-238-8913 Twitter: @appleexaminer
e-mail: gck@garykessler.net
gkessler@bpdvt.org http://www.appleexaminer.com

Skype: gary.c.kessler
http://www.garykessler.net

http://www.vtinternetcrimes.org
http.//infoassurance.norwich.edu

© 2011, Gary C. Kessler & Ryan R. Kubasiak

35

18



