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Steganography

* Steganography = covered writing
— cover_medium + hidden_data + stego_key = stego_medium

* Uses...

— Dates back several millennium: wax tablets, messages tattooed on
scalps

— Microdots, invisible ink, microfilm...

— Could hide an image under another image in a PPT file or text in same
color as background

— Digital steganography can hide information in image, video, or audio
files -- or just about any binary file

* Primary legitimate use is "digital watermarking"

Digital Watermarking

 Digital watermarking is a subset of stego
— Used to protect ownership of intellectual property

* Characteristics
— Usually involves a small amount of repetitive data
— Watermark not necessarily hidden

— Watermark can be removed without disrupting
integrity of original file




ABC News

Prime Time Thursday
10/4/2001

Is This Real?

* Stego can be used to
hide information
— In e-mail messages
— On FTP or P2P sites

— On auction, news, blog,
or other sites

© 2000-2009, Gary C. Kessler 5
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A Taxonomy of Steganography

Steganography

Technical
Steganography

Semagrams

Linguistic
Steganography

Visual
Semagrams

Text
Semagrams

Open Codes ‘

Jargon
Code

Covered
Ciphers

Null
Cipher

Grille
Cipher

Low-Tech Stego Methods

* There are many low-tech ways of hiding

information

— Hard to detect
— Take advantage of fact that some information

doesn't need to stay hidden forever

* If the message can stay undetected or undeciphered

until after some event...

¢ TDETECT + TDECODE > TCRITICAL
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The Purloined Letter

"And what is the difficulty now?" | asked. "Nothing more in the
assassination way, | hope?"

"Oh no; nothing of that nature. The fact is, the business is very simple
indeed, and | make no doubt that we can manage it sufficiently well
ourselves; but then | thought Dupin would like to hear the details of it,
because it is so excessively odd."

"Simple and odd," said Dupin.

"Why, yes; and not exactly that, either. The fact is, we have all been a
good deal puzzled because the affair is so simple, and yet baffles us
altogether."

"Perhaps it is the very simplicity of the thing which puts you at fault,"
said my friend.

"What nonsense you do talk!" replied the Prefect, laughing heartily.
"Perhaps the mystery is a little too plain," said Dupin.

"Oh, good heavens! who ever heard of such an idea?"

"A little too self-evident."
"Ha! ha! ha! --ha! ha! ha! --ho! ho! ho!" --roared our visitor, profoundly Vs 19
amused, "oh, Dupin, you will be the death of me yet!" A >
"The Purloined Letter," Edgar Allen Poe, 1845 k S —
35¢2 NICARAGUA

© 2000-2009, Gary C. Kessler
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Accumulated heating degree-day units in Burlington, VT,
12/15/2005-2/21/2006... a bad winter for show shoeing

© 2000-2009, Gary C. Kessler

2/16/09



Semagrams

* Means "sign message"

* Use of everyday symbols to convey meaning

— Arrangement of items on a desk or books on a
bookshelf

— Orientation of a picture
— Choice of clothing

* Detection cannot (yet?) be automated!
— Requires human eye and intelligence

The San Antonio River
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The Message in the Picture

"compliments of CPSA MA to our chief Col Harold R Shaw on his visit to
San Antonio May 11th 1945"

Historical note: Col. Shaw was then the head of the Technical Operations Division
of the U.S. government's censorship division.

From: Bauer, Decrypted Secrets (3rd. ed.)

© 2000-2009, Gary C. Kessler 12
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Revisit The Graph...
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Meet at tunnel Wed 2045

Null Cipher

Null cipher hides message in the text of
another message

E.g., messages sent by Germans during WW |

PRESIDENT'S EMBARGO RULING SHOULD HAVE IMMEDIATE NOTICE. GRAVE
SITUATION AFFECTING INTERNATIONAL LAW. STATEMENT FORESHADOWS RUIN
OF MANY NEUTRALS. YELLOW JOURNALS UNIFYING NATIONAL EXCITEMENT
IMMENSELY.

APPARENTLY NEUTRAL'S PROTEST IS THOROUGHLY DISCOUNTED AND
IGNORED. ISMAN HARD HIT. BLOCKADE ISSUE AFFECTS PRETEXT FOR
EMBARGO ON BYPRODUCTS, EJECTING SUETS AND VEGETABLE OILS.

PERSHING SAILS FROM N.Y. JUNE 1
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Spam as a Stego Medium

Dear Friend , This letter was specially selected to
be sent to you ! We will comply with all removal requests
! This mail is being sent in compliance with Senate
bill 1621 ; Title 5 ; Section 303 ! Do NOT confuse

us with Internet scam artists . Why work for somebody
else when you can become rich within 38 days ! Have
you ever noticed the baby boomers are more demanding
than their parents & more people than ever are surfing
the web ! Well, now is your chance to capitalize on
this ! WE will help YOU sell more & SELL MORE . You
can begin at absolutely no cost to you ! But don't
believe us ! Ms Anderson who resides in Missouri tried
us and says "My only problem now is where to park all
my cars" . This offer is 100% legal . You will blame
yourself forever if you don't order now ! Sign up a
friend and your friend will be rich too . Cheers !
Dear Salaryman , Especially for you - this amazing
news . If you are not interested in our publications
and wish to be removed from our lists, simply do NOT
respond and ignore this mail ! This mail is being sent
in compliance with Senate bill 2116 , Title 3 ; Section
306 ! This is a ligitimate business proposal ! Why
work for somebody else when you can become rich within
68 months ! Have you ever noticed more people than
ever are surfing the web and nobody is getting any
younger ! Well, now is your chance to capitalize on
this . We will help you decrease perceived waiting
time by 180% and SELL MORE . The best thing about our
system is that it is absolutely risk free for you !

But don't believe us ! Mrs Ames of Alabama tried us
and says "My only problem now is where to park all

my cars" . We are licensed to operate in all states

! You will blame yourself forever if you don't order
now ! Sign up a friend and you'll get a discount of
20% ! Thanks ! Dear Salaryman , Your email address
has been submitted to us indicating your interest in
our briefing ! If you no longer wish to receive our
publications simply reply with a Subject: of "REMOVE"
and you will immediately be removed from our mailing
list . This mail is being sent in compliance with Senate
bill 1618 , Title 6 , Section 307 . THIS IS NOT A GET
RICH SCHEME . Why work for somebody else when you can
become rich within 17 DAYS ! Have you ever noticed
more people than ever are surfing the web and more
people than ever are surfing the web ! Well, now is
your chance to capitalize on this ! WE will help YOU
turn your business into an E-BUSINESS and deliver goods
right to the customer's doorstep ! You are guaranteed
to succeed because we take all the risk ! But don't
believe us . Ms Simpson of Wyoming tried us and says
"Now I'm rich, Rich, RICH" ! We assure you that we
operate within all applicable laws . We implore you

- act now ! Sign up a friend and you'll get a discount
of 50% . Thank-you for your serious consideration of
our offer

© 2000-2009, Gary C. Kessler 16

spammimic.com

File Edit View Go Bookmarks Tools Window Help

(] P3|

Back v Forward -+ Reload  Stop [ hitp:/Awww.spammimic.com/decode.cgi

.;l 25 search | o

TERNET PRIVACY SUITE free download!
click here

Decoded

Your spam message Dear Friend , This letter was specially

Meet at Main and Wil

. decodes to:

ho\ne | encode | decode | e qtion | credits | faq & feedback | terms | Frangais

Meet at Main and Willard at 8:30

Rzl e e e

© 2000-2009, Gary C. Kessler 17
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Grammar-Based Stego

Encoded message: K (01001011)

Encoded message: k (01101011)

Dear Friend , Especially for you - this
cutting-edge intelligence ! This is a one
time mailing there is no need to request
removal if you won't want any more . This
mail is being sent in compliance with Senate
bill 2316 , Title 3 ; Section 307 . This is a
ligitimate business proposal ! Why work for
somebody else when you can become rich as few
as 98 DAYS . Have you ever noticed most
everyone has a cellphone and more people than
ever are surfing the web . Well, now is your
chance to capitalize on this ! WE will help
YOU decrease perceived waiting time by 200%
and turn your business into an

E-BUSINESS ! The best thing about our system
is that it is absolutely risk free for you !
But don't believe us . Mr Ames of
Massachusetts tried us and says "My only
problem now is where to park all my cars" !
We are licensed to operate in all states ! We
beseech you - act now . Sign up a friend and
your friend will be rich too ! Thank-you for
your serious consideration of our offer !

Dear Decision maker , This letter was
specially selected to be sent to you ! We
will comply with all removal requests ! This
mail is being sent in compliance with

Senate bill 2416 ; Title 6 , Section 306 !
THIS IS NOT MULTI-LEVEL MARKETING . Why work
for somebody else when you can become rich
inside 30 DAYS ! Have you ever noticed
people love convenience & most everyone has
a cellphone ! Well, now is your chance to
capitalize on this . We will help you use
credit cards on your website and decrease
perceived waiting time by 200% . You can
begin at absolutely no cost to you ! But

don't believe us ! Prof Ames of Florida
tried us and says "Now I'm rich many more
things are possible" ! This offer is 100%

legal ! We BESEECH you - act now ! Sign up a
friend and you'll get a discount of 50%
Thanks

| http://www.spammimic.com

See also http://www.delirandom.net/20070407/steganalysis-attack-against-spammimic/ ‘

White-Space Stego

* Snow

— Conceals messages by appending tabs and spaces on the end of lines
— Data is concealed in a text file by appending strings of up to 7 spaces,

interspersed with tabs

— Allows 3 bits to be stored every 8 columns

e+ DOS box

C:\My Programs\stego>snow —S ean.txt

File has storage capacity of hetween 224 and 230 hits.

Approximately 28 hytes.

C:\My Programs\stego>snow —m “We need to meet ASAPY ean.txt ean_hd.txt
Message used approximately ?72.07% of availahle space.

C:\My Programs\stego>snow ean_hd.txt
lle need to meet ASAP
IC:\My Programs\stego>

2/16/09
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o DOS box ean.txt
[Enriched Air Nitrox (Wikipedia)

Nitrox refers to any gas mixture composed {(excluding trace gases) of nitrogen an
d oxygen; this includes normal air which is approximately 78% nitrogen and 21’
xygen . with around 1% inert gases, primarily argon. However, in SCUBA diving. ni]
trox is normally differentiated and handled differently from air. The most commo
n use of nitrox mixtures containing higher than normal levels of oxygen is in SC|
UBA, where the reduced percentage of nitrogen is advantageous in reducing nitrog|
len take up in the hody’s tissues and so extending the possibhle dive time. and/ov|
reducing the risk of decompression sickness (also known as the bends).

Nitrox is mainly used in scuba diving to reduce the proportion of nitrngen in th
e breathing gas mixture. Reducing the proportion of nitrogen by increasing the p
roportion of oxygen reduces the risk of decompression olcknqu, allowing extende

d dive times without 1ncrea\.1ng the need for decompression stops. Nitrox is not
la safer gas than compressed air in all respects: although its use reduces the ri]
sk of decompression sickness, it increases the risk of oxygen toxicity and fire,
which are further discussed helow.

It is generally untrue thafct DOS box ean_| hd.txt

harcosis, as oxygen seems

s one should not expect afEnriched Air Nitrox (Wikipediad

nitrox. For a reduction in . A

um are g’ene1~ally used. Nitrox refers to any gas mixture composed (excluding trace gases> of nitrogen an
— More — ld oxygen; this includes normal air which is approximately 782 nitrogen and 21% o
xygen, with around 1% inert gases, primarily argon. However, in SCUBA diving, ni]
trox is normally differentiated and handled differently from air. The most commo
In use of nitrox mixtures containing higher than normal levels of oxygen is in SC|
UBA, where the reduced percentage of nitrogen is advantageous in reducing nitrog]
len take up in the body’s tissue

s and so extending the possible dive time. and/or reducing the risk of decompres
sion sickness (also known as the hends).

White-space
. Nitrox is mainly used in scuba diving to reduce the proportion of nltrogen in th
alterat|0ns not le hreathing gas mixture. Reducing the proportion of nitrogen by increasing the p)
isibl h X | oportion of oxygen reduces the risk of decompression sickness, allowing extende,
ld dive times without increa"ing the need for decompression stops. Nitrox is not
visible when Slmpy la safer gas than compressed air in all respects: although its uae reduces the ri
H ] sk of decompression sickness, it increases the risk of oxygen toxicity and fire.
typlng the flle which are further discussed he
Low.

It is generally untrue that breathing nitrox can reduce the effects of nitrogen
Inarcosis, as oxygen seems to have equally narcotic properties under pressure; th
lus one should not expect a reduction in narcotic effects due only to the use of
—— More ——

G ean.txt - Microsoft Word T4 ean_hd.txt - Microsoft Word

Ele Edt View Insert Format Tools Table|? Fle Edit View Insert Format Tools Table Window Help AdobePDF  Acrobat Comments
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Stego on the Cheap

* Suppose you have an innocuous image (gck. jpg)
and data to hide (secret . xxx)
— Compress secret . xxx with WinZip or equivalent
— Use the following DOS command:
copy /b gck.jpg+secret.zip newpic.jpg

— newpic. jpg will display normally with no indication that
anything follows the JPEG file trailer

* Try this and look at the resultant file with WinHex

Inch, S. (2008, June). A simple image hiding
technique: What you may be missing. Journal of
Digital Forensic Practice, 2(2), 83:94.

Hiding Data in Executable Files

* hydan
— Hides data in a Windows or Linux binary file

— Takes advantage of redundancies in i386
assembler

* E.g.,, A+Bvs. A- (-B)
— Can hide one byte in ~110 instruction bytes
— Maintains size of carrier file

http://www.crazyboy.com/hydan/

2/16/09
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8-bit vs. 24-bit Color

. . 21x
* 24-bit color is True Color i 5555

representing level of red/green/

blue (RGB) color u

I<
* Color of this line is denoted 0xbf-1d-98 T |

oK

— 1 pixel requires three bytes, each

2 |e
tgl
M

[i.e., Red=191 (0xbf), Green=29 (0x1d), e e 3
Blue=152 (0x98)] S
— 16,777,216 (2%*) possible colors/
image

» 8-bit color 1s also True Color, but...

» Image contains a palette with up to 256 (28) unique
colors, each of which is denoted by a 24-bit RGB value

» Each pixel requires 1 byte to point to palette entry

JPEG

* JPEG saves DCT coefficients rather than pixel
encoding

8x8 Discrete X
" . ’ Binary 00101100....
pixel Cosine Encoder Output data stream

block Transform

* DCT uses 8x8 pixel array (N,=N,=8), creates arrays
of luminance (A) and chrominance (B)

Ny-1 Ny-1

Tk
Blg) = Y Y 4-A(i,j)-cusl2_—Nz-(2-i+l)

i=0 j=0

- cos|

ey
m»(Q'] . 1)‘

— luminance = brightness, darkness and contrast
— chrominance = colors to display

2/16/09
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JPEG Coefficients

I
&

Source: Andreas Westfeld
© 2000-2009, Gary C. Kessler 26

B - -+ e
— Bt =+ — -+ Bt — +
BV -+~ BN -+
NG R -+ - HA <+
- —+ 4+ - -+ -
—— -+ 4+ + -+
+ 4+ 4+ - -+ +
+ - — -+ + -

Discrete Cosine Transformation

64 brightness values
» 19 nonzero JPEG coefficients

Source: Andreas Westfeld
© 2000-2009, Gary C. Kessler 27
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Encoding Voice

Signal
Level

Time

T\
BP ERENE N

Pulse Code Modulation

— Human ear detects
20-20,000 Hz; sampling
rate is twice highest

frequency

— Voice uses 28 quantization
levels; music uses 216

levels

— Voice samples 8 kHz,
music up to 44.1 kHz

LSB Substitution

e LSB substitution overwrites the least
significant bit of target bytes

e Example: Hide "G" (01000111) in 3 pixels

— Original data 10010101
10010110
10011111

— Stego data 10010100
10010110
10011111

00001101
00001111
00010000

00001101
00001110
00010001

11001001
11001011
11001011

11001000
11001011
11001011

Note that only 50% of the stego bits actually

change!

2/16/09
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Where Stego Works Best

» Steganography works best in cover files with
high energy...

— Bright colors
— High volume

Steganography Methods and Tools

* LSB Encoding * Color Palette
— E.g., S-Tools Modification (8-bit)
e Grammar selection — E.g., S-Tools, Gif-It-Up
— E.g., spammimic, hydan * Format Modification
e Covert Channels — E.g., Invisible Secrets, Snow
— E.g., Covert TCP * Encoding Algorithm
» Data Appending Modification
— E.g., Camouflage — E.g., J-Steg, JP Hide-&-Seek,
MP3 Steno

2/16/09
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Sample Stego Tools

* There are over 350 free and commercial stego tools
— Primary carrier files are image and audio formats
— Any type of binary file can be hidden

*  Examples
— S-Tools

* Designed for lossless compression; hides information inside BMP, GIF, or WAV
files using LSB overwriting (password used for LSB randomization and

encryption)

— Gif-It-Up

Designed for lossless compression; hides information inside GIF files using LSB
overwriting

— JP Hide-&-Seek

Designed for lossy compression; hides information inside JPEG files using LSB
overwriting of DCT coefficients

— Camouflage
* Append hidden file to carrier file

Examples

Microsoft*

MepPot - Hide map in:
: s 1. GIF file (Gif-It-Up)
4 T Jownatenntermatonsl 5 - JPEG file (JP Hide-&-Seek)
g Burington : E 3. WAV file (S-Tools)
o) AR P 3 4. JPEG file (Camouflage)
Eal

@
©2003 MictsoR Cotp ©2003 Navlech, and forGOT, Inc.

btv_map.gif [11,067 B]

2/16/09
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Example 1 - GIF File (Gif-1t-Up)

mall_at_night.gif

mall_at_night_btv2.gif

Example 1 - GIF File Properties

fanView - Image properties

IrfanView - Image properties

File name: Imall_at_night ogif

Directory: |O\My Programs\stego\examples,
Compression: [GIF- LZw

Resolution: [ %[ om Set
Original size: |1EIJUx1032 Pixels

Current size: [1600x 1032 Pixels

Original colors: [o56 (8 BitsPerPixel)

Current colors: |256 8 BitsPerPixel

Number of unigue colorg? [245

Disk size: 617.95 KB (632778 Bytes)

Current memory size: |1.SE MB (1652224 Bytes)

Current directory index: [15 il

File date/time: IUS,1U,ZUU3/12:U1 26

Loaded in: [140 millisecands

File name: |mall_a1_night_bw2.gi1

Directory: [CiMy Programs\stegoiexamplesh
Compression: |G|F- LZW

Resolution: l— b3 l_ DPI Set
Original size: |1 600x1032 Pixels

Current size: |1 B00x1032 Pixels

Original colors: o56 (8 BitsPerPixel)

Current colors: |258 (8 BitsPerPixel)

Number of unigue color 256

Disk size: 661.85 KB (677733 Bytes)

Current memory size: |1 .58 MB (1652224 Bytes)

Current directory index: |1 7i2

File dateftime: |24.1 2.2003/14:25:34

Loaded in: |1 40 milliseconds

2/16/09
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Example 1 - GIF File Palettes

(T T I T T T[]

’/C"Ek on a color to select double-click to edit

Index: Value

Refresh

mall_at_night.gif

Palette entries

fEEEEEEEEEEN

NSNS EEEEEEEEE
CEEENNEEEEEEEE
AN EEEEEE
CENENEEEEEEEE
NN EEEEEEEE

Click on a color to select double-click to edit
” Index: Value

.

Refresh

mall_at_night_btv2.gif

© 2000-2009, Gary C. Kessler
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Example 2 - JPEG File (JPHS)

lightening_jars.jpg

lightening_jars_btv.jpg

© 2000-2009, Gary C. Kessler

37
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Example 2 - JPEG File Properties

IrfanView - Image properties

fanView - Image properties

File name:
Directory:
Compression:
Resolution:
Original size:

Current size:

Current colors:

Disk size:

File dateftime:

Loaded in:

Original colors:
Number of unique colges? |224754

Current memaory size:

Current directory index: |1 3721

IIighlenlngJars.jpg

IC:\My Programsstegoiexamplesy
[sPariFF

[ x[ om Set

[1400x 1080 Pixels

[1400x 1080 Pixels

|1 B.7 Millions (24 BitsPerPixel)

|1 6.7 Millions (24 BitsPerPixel)

[o0233 KB (207244 Eytesy
[42TmE 4410000 Eytes)

IDBH 20037131552

[180 miliseconds

File name: IlighteningJars_bthpg

Directory: |C’\My Programsistego\examples,
Compression: |JPG/JFIF

Resolution: [ x[ om Set
Original size: |1400x1050 Pixels

Current size: |1 400x 1050 Pixels

Original colors: I1 B.7 Millions (24 BitsPerPixel)

Current colors: |1 6.7 Millions (24 BitsPerPixel)

[e27870

Number of unique cal

Disk size: |ZDZ.42 KB (207275 Bytes)

Current memory size: 00 Bytes)

Current directory index: |1 4721

File dateftime: IDB.‘I 1.2003/13:19:40

Loaded in:

[171 millisecands

IPTCinfo

Comment

IPTC info

Comment

Example 3 - WAV File (S-Tools

b acoustica =1=x]
Fle Edt yew Sound Playist Effects Analyss Ednancement window Help
E TR % [B|@ffr Lo of &5 o | [T =1
& hitchhiker_beginning —lolx|

|ozomo00000 |oeaoon

000 |on:op02000 |oe:0o03000 |on:on04;000 |00:00:05,000 Jos:00.08,000 J0o:00:07,000 Jou0008,000 00000000 Jou00:10,000

oo

hitchhiker_beginning.wav [178,544 B]

R=1EY

hitchhiker_beginning_btv.wav [178,298 B]

Markers, 1140

[ View, 17140 | 16000 Hz, 8 s, mono
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Example 3 - WAV Spectrum Analysis

=lelx]

Acoustica

Fle Edit View Sound Playist Effects Amalysis Erhancement Window Help

o hitchhiker_beginning.wav

s
e hitchhiker_beginning_btv.wav

e ssb0 ot st 7000 7500 000

© 2000-2009, Gary C. Kessler 40

Example 4 - JPEG File (Camouflage)

gck_mes_btv.jpg
73,2118

gck_mes.jpg
61,289B

© 2000-2009, Gary C. Kessler 41
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Example 4 - Binary Analysis

WinHex - [gck_mes.jpg] = EI&
ﬁﬁl\e Edit Search Position View Tools Speciaist Options File Manager Window Help ==
x|
FEHEEE | ob@LH AANY | oREes  AF50mO | K
gek_mes.jpg | gck_mes_btvjpg |
Offset 01 2 3 45 6 7 8 9 A B CDEF ;‘
0000EF10 |[BD OC 38 3E BS 55 D4 16 52 BB 97 DD 72 28 ES 42 | in.8>pU0.R»1¥r (4B
00D0EF20 |93 4C 9E 2B AB CB 06 56 50 EO 7F OB 9A B6 94 CB | ILI+«E.VPal.lql
O00DEF30 AD SF 3E 12 38 EA B4 EC 8C 65 4E FB 17 21 DS AD | _>.8& ileNa.!0-
DODOEF40 |64 21 7C ES 57 F4 60 6A& 51 2C 6E C3 64 88 41 EF | d!|&Ws jQ,nAdIAL
\DDDDEFED S1 BB 32 71 69 6A 35 DC__ 60 76 CF BS 35 9B E6 21 Q»quJSU vIpSle!

000OEF60 |48 20 F7 Al 92 D3 4c

(] P9
ﬁa\e Edit Search Position View Tools Specigist Options File Manager Window Help ==

x|

FHESEYE | c2@BRK ALY  oREes  AF5e@m0 (K

gck_mesjpg gl:k_mes_btvjpgl

Offset 01 2 3 45 6 7 B8 9 ABCDEF :I
00O0DOEF10 6D OC 38 3E B5 55 D4 16 52 BB 97 DD 72 28 E5 42 m. E))JUO R>>IYr(aE
DDODEF20 |93 4C 9E 2B AB C8 06 56 50 EO 7F 0B 9A B6 9A CB  ILI+«E.VPa

OODOEF30 AD SF 3E 12 38 EA B4 EC 8C 65 4E FB 17 21 D5 AD | _>.8& llsNu IO*

ES0SI07/c192 (CIE EGTO) 109810t ogpEF40 |64 21 7C ES 57 F4 60 6A 51 2C 6E C3 64 88 41 EF | dl|aWs j0,nAdIAL
N\ 0000EFS0 |51 BB 32 71 69 6 35 D 76 CF BS 35 9B E6 21 0»2qij5U vipsSlal
0DODEFE0 | 48 20 F7 Al 92 D3 4c00 00 C3 15 €3 01 A0 H =i 70LyU. .A.A.

0DODEF70 |70 F8 30 20 80 C4 01 A0 8B D6 18 54 C2 01 00 pe0 IA..

0ODOEF80 ED S3 E6 3B 2B 00 00 45 DC 3C 1A 35 C7 BD EO 1B aSe;+..EU<.50%
0O00D0EF90 CF 48 65 20 9C 71 54 99 65 4B 53 FB F6 8A AA AD  IHe IgTleKSuol2-
OODOEFAD B3 48 0D 0S BO 7E 0D 7S A2 80 AA 6F B7 D6 49 2E *~.u¢l2o-0I.
OODOEFBO S0 9A 9C CC F7 E7 B6 F4 20 BE 34 SB F8 ED F3 8F
OOOOEFCO EC A2 AC 33 9B 25 A9 6B CE E8 C2 84 14 60 22 49 -J
000OEFDO B2 1C B1 87 15 FE 11 6A 6F 18 E8 SF 76 BF 7C 34 Z2.£1.b.jo.e_vi|4
O000EFED | S8 4A S0 S3 EB8 SA C2 94 52 2D DO 13 76 D4 D4 84
O000EFFO A4 EC 23 BB BE 19 E8 39 C8 A9 95 F3 EE 13 8F BD

Page 256 07 306 Offset EFFO =164 Block nfa | Size nia|

Side Topic - BASE64

otepad =10 ﬁl
Fle Edt Format Help

i Any ﬁle type can be R01G0D1 AQARAP /+AJCE 14LfnQidbKhv70g8020£///1pa 4]

WgARZNBAABhFgJi2zPz+/7PG1CI £, G/Pix7/DgPzi bigf4AALPG
1ZkzM6+2193KgqNZgzMXFIPLs39ZcrmZnZ1SCqt IR IrdbEPG /ncB+Pc/DrszMzAB /AD14D7b0
CO nve rted to text ps'.lkwlﬂxyque:.eleZSDWuJE‘xm+mkm!mamm54mm/c3i+nh2BYWDUMMSA
ATYARO71 AD/ /wD TiABmMZgA
mWZszNM/SAM/OCAP//WJDFrC/PnvEm/dAAgAcmmAvaA/kRSRE+me//AAD/Asz
BASE64 iS a 6_b|t 2t/ilJ41HHFy JLKbVCRAVE ¢YpSti+j43I0p22IbES tLpKtdmdoZs £
xom{c!.xklﬂbeam:I.kEBJ'KﬂprG:I:YB'!'hpldYUf‘MzszdIeIeBchthYz:.Y;Pjtl60]05610
n n p/DsC VvHMvInc2zCLudoPjo3j: dp! Iv:.l!oE‘:;ICbCzYlnLNdhAIWJ;IaHdo
alphabet" composed 0472 300m9WN 7 T0AhOR SPAVTRAATLT Tt
N6 14XYhoWJh4aL tVZTKS: igYE:qukppoWJAkC2MaCUAUCOMoIv1ekeXIx0/Y
1mE4NhwICKBoaHhoaJiIiDo40P7+/riduJiYmIiIiHh4eCgoKBgYGAGICAARATARRACARICA
Of a‘ZA'ZO'9/+ ARARQTAAQACAGICAGMDAWPBAAAD/AP//RAAA//8A/wWD///////30o6baluujoHIXX8ABcKhQS
Yy5kh5C226XT4G ebull/ 090H4+C10T074: 393dovT4z/3460305 JoyaCdmExs
Qaavwmnrqaawozyassna+3'rosj4+nfx1ywmmqqasmz/wmcsx:sknzgwgmlxhoxss

° BAS E 64 co m m O n Iy FQojSiS4oKLBF JMWzNIIsaPHIy JgydLqlzIsgRLiR9i JTIOCHE

NRErnhwzsghR 3 iNXpgQItknTmzInPplKtepBC Iy tFoRQP iv2¥YVCYYi0ud gp!

tytryJ1LlyXdu3LhanX4UC/RsYA71n15Ng: iHiwQNYCVIjxiljTaoGT

use d to t rans p 0 rt GqSAtKrRWOHWvM//B17dAoBhlksLvyS dWjHt 249 1WIFg6KIGalaRe/cwnKNyp9FyBodCoQu

XrplgdBF+3ZPv122t1C90NDr2WaDgv+13rgt+dI11vCaAb3yAl260IMATYTXK14 teLWK tXn/

. /lgteL YmEU idTeC 1116n1wgoLIACDXT
enc rypted ﬁ | es TosuD+3jCXg20gCgLh5 £V) 210V VAOFNJA0JU1QabgiCAGHOEUICS £i3THS i
LAmgaLyT V5IC4ajdRivy (5} +VYN1OonWsgt3ahnLDLg0sTto
NbQOYS55Qy] lal
iezUr21 'lmhaxsz aO63ngFquSlan0N56Xa1)lzkshqpq702
ZNFaJO1IKOK2FORTro? JFz/ 1eID8Ma7Rqkg!
S3 1C1NB1t7qU. Qu/wBMONj qCUULE tRxn0JOZEWS I6WryvKkjzXGs J.KR)(Z/
2P3LoMC d7 4LtVIARGAL+UCYXMOT Tt/ Exui3 IS SLHENTWHLY +5 KG 3v
YytOba7RIrRCI VIcd67y 'Y1x3A+H)

7HQM:dCsthJ‘KL30bWK9 £Q/LICINXi8iKLuv822/Kz0 zIds913q1269mzL5!bD4u79w0K6
tEPZFt01UED6 /hj622e10yZg82VUIx5DLhr oBMPGIpHUERKUW26 dPhDE |

2/16/09

22



Steganalysis

* Methods for detecting the use of steganography
tools, detecting carrier files, and extracting hidden

data

— Each becomes increasingly difficult

e Several methods

— Detecting stego software
* Hash databases of known programs

— Detecting carrier files

* Comparison of "similar" files

* Anomaly detection
* Signature detection

stegdetect

* Detects stego in JPEG
images using several
algorithms

* Neils Provo

— Outguess.org

File Options

-lafx|

Help |

Scan options

r jsteg Sensitivity: [00
r jphide

- outguess

rinvisible

stop]

Filename Detection

C:\My Programsistego\examplesVightening_jars_wd.jpg jphide(**"}

C:\My Programs\stego\examplesVightening_jars.jpg negative

Message window:

Starting stegdetect with -tjpoi -s1.000

~—
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2%

ciones Ayuda

Arbol de Directorios

afica -

Analisis de Ficheros de un Directorio

‘P — D Nombre del Fichero | Atributos Tamario (bytes) Ultima Modificaciér
articion de Datos [NTFS|EXT|FATS2]... [~] 9vailroad drw 0 huJun 15 09:42:1.]
[ C- WY FTOQTATTSpPIUS TO3.EXE = Color.ixt -rw 1099 ue Apr 29 17:38:0..|=

o (23 C:\My Programsipwsafe ul dis“‘m‘ grw g :” i””; (;J_Q;_z;

examples w u Apr 24 07:57:3..

L S g :m Ez;gx:gg( Gif tup.exe - 1381172 hu Mar 16 17:30:5.

’ gifitup drw 0 hu Jun 15 09:42:2.

9 (=] C2My Programs\RaffleShuffle "LTM»README ot |w 3300 hu Apr 10 18:32:2..

[ camy Programsirouter_Config.bin \Jphswin.exe -w 112128 hu Jan 07 22:05:2.

D C:\My Programs\s-tools4 zip E_OS.ZW -rw 84359 hu Apr1018:32:4..

o =3 C:\My Programsisecurity Melmnnz grw n’edg?g‘; 11;:302

: repol w on Oc 0.

T % EAMYEIO[AMSISEN0 ) reports drw Eon Mar 31 16:10:5.]

C:\My Programstyphon.zip = -Tools drw Wed Nov 29 19:23:..

o~ (] C:\My Programs\WetStone ample Investigatio...[drw Sun Mar 23 15:58:4.

o= (3 C:\My Programs\WinDump drw \Wed Apr 23 22:59:5.
o (3 C:\My Programs\WinHex —{ NOW.DOC -rw 4581 Tue Mar 25 22:19:0.) |
(¥ ~ NOW EXE -rw 2464 Man Nov 16 14:05:01Y

<« i [ 1»l < i [»]

I 2 Ficheros [/ JT Estadisticas

L Nombre Fichero Detectado TOC Programa Tamaiio Info Oculta (bytes; Ruta
gck_mes_btv.jpg i EoF Tecnica Heuristica (JP. C:\My Programs\steg: _mes_btvjpg |~
NIJ_forensic_exam_of...|Si EOF C Vi.21 11067 C:\My Programsi\stegs NIJ_forensic_exam,
Gif-it-up.exe i Po! Instalador GifitupV1.0 C:\My Programs\stego\Gif-it-up.exe
GitifUp.exe i Po! GifltupV1.0 C:\My Programs\stego\gifitup\GitifUp.exe =|
\Jphswin.exe i Po! \JpHideWin 0.5 C:\My Programs\stego\phswin.exe
S-Tools.exe i Po! S-Tools 4.0 C:\My Programs\stego\S-Tools\S-Tools.exe
whStegod.3open.exe i Po! \Web Stego 4.3 C:\My Programs\stego\Sample igation Scenari
landscape.jpg | Eol Tecn?ca Heur@stica (P C:\My Programs\stego\Sample Scenarig
& = oo oo i : +
Fichero Actual: ~$SNOW.DOC
Ficheros Escaneados: 612 | Ficheros Detectados: 10 Posibles Ficheros Detectados: 0
http://stegsecret.sourceforge.net/ © 2000-2009, Gary C. Kessler “
* Gargoyle (née StegoDetect)
— Finds remnants of ~20 types of malware software, including stego,
Trojans, and keyloggers
» Stego Suite
— Stego Hunter: Detects remnants of steganography programs; can
examine a local hard drive or mount and examine an EO1 (EnCase),
AD1 (AccessData), dd, ISO, or other image file
— Stego Watch: Anomaly-based, blind stego detection software
— Stego Analyst: Imaging and analysis tool, providing visual clues that
steganography may have been used in both image and audio files
— Stego Break: A password cracker for stego carrier files
© 2000-2009, Gary C. Kessler 47
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Eile Actions Reporting Help

UNCPath | Hash | Drive Image — —
y Dive DARGOYLE INVESTIGHTOR™ FORENSIE FRO

Select Scan Directory: Dataset ion and Threat Legend:
< Local Disk (C:) v Unselected ___ LowThreat | Medium Threat |__High Threat |
e Local Disk (C:) - Anti Forensics: 2 BotNets: Credit Card Fraud: Denial of Service: Encryption: 3
[
o Exploit Scanners: 5 File Splitters: 2 Gaming: Key Loggers: 1 P2P Tools:
|2 acoustics
) analyzer Password Crackers: 47 UV S  Rootkits: 4 | Packet Sniffers: 22 Spyware: 1
(2 base64 Steganography: 19 Toolkits: 1 Wireless: 27
| BIDlogs
|2 BitPim
|2) ciphersaber
£ cowplop Scan Location:lC:\My Programs l [ Scan ]
D cres Completed.
) des
|2) EnCase_scripts
|2 enigma
=] enam Total Directories: 234
9 EvidenceFies Total Files: 4120
[ FiHound Sl Ked-
< 5 Files Checked: 4120 Scan Completed
[
File Name Detected | Name Differs am Version | Multiple Path e
GIFutil. C:\My Programs\s-tools4. 8
S-Tools.exe Yes S-Tools 4.00 C:\My Programs\s-tools4.zip\ BE6591
S-Tools.hlp Yes S-Tools 4.00 C:\My Programs's-tools4.zip\ BD492
ftv2blank.gif Yes Super Utilities Pro 7.71 = C:\My Programs\analyzer\Conf\Html 0AD1C
ftv2doc.gif Yes DataCRYPT 2.2.1 C:\My Programs\analyzer\Conf\Html 432691
ftv2astnode. gif Yes - Super Utilities Pro 7.71 - C:\My Programs\analyzer\Conf\Html 008031
ftv2link.gif Yes Super Utilities Pro 7.71 - C:\My Programs\analyzer\Conf\Html CD835
ftvomlastnode. nif Yes Suner | Itilities Pro 7.7 C:\WMv Pronrams\analvzer\ConfiHtml csa7e ¥
<) >
Files Scanned: 4120 Maximum File Scan Size: 51.85 MB
© 2000-2009, Gary C. Kessler 48

Steganography Programs
1 S-Tools - 4.00 “

100000 PGPCrack - .93b 1 Steganos Il Security Suite - Installer - 2.0

I PGPPass - N/& 000NN mod-stego Source Code - 1.4

PKCrack - N/& 100090000 MP3Stego Source Code - 1.0.14b1

WinCrack - N/& INI0NNE JP HidetSeek - 0.5
1 Glide - N/&

RI0000NN0 EXerak - 1.0
ARRNENNNN EUDPASS -1.0

v
ol Risk Found e
md5.c SNOW.DOC ML No
e Confidence: [
Readme Version: 1.1 (32bit)
Ei::::k' da5se Manufacturer: Matthew Kwan
md5.h Category: NA&
ideah Origir: N&
cdefsh Release Date: 1938
phiases.tat Inteface: Command Line
::n::’;;:e.c Files Detected 1 Total Files: | 2
Operating System:
N&
Home Page: N&
Description:

Program encrypts using the ICE algorithm and conceals a
message in a text file. User can uncover and decrypt later.

Suspected File Types for All Found Steganography Programs:
GIF BMP [V1JPEG TIFF PNG

MP3  [JwaAY [ Test

Close

© 2000-2009, Gary C. Kessler 49
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Stego Hunter

= Stego Hunte @

File View Drive Images Help
Select Scan Locations File Name Detected File Name Differs From Products Path
“ Local Disk (C:) V|| & Jphswinexe True False JP HidetSeek 0.5 C:\My Programsistegot s
“ Local Disk (C) 3 SNOW.EXE True False snow 1.7 (32bit) C:\My Programshstegot
(29 My Programs || ® Stashexe True False Stashlt1.1.0.2 C:\My Programshstegoh
P #  stegowav.exe Tiue False Stego WaY 1.01 C:\My Programs\stegoh
1) Yvailroad ®  2Mosaic.exe True False 2Mosaic 0.2.2 C:\My Programsstegoexan
(2 distupt —| | ® GiifUp.exe True False Gif it Up 1.0, Gifitup 1.0 C:\My Programsistego'aifitu
() examples # ReadMe.tst True False Gif it Up 1.0, Gifitup 1.0 C:\My Programsistego'aifitu
12 affitup ® _DEISREG.ISR True False Gif it Up 1.0, Gifitup 1.0 C:\My Programsistego'agifitu
(2 Melton V| @ GlIFutildl True False S-Tools 4.00 C:\My ProgramshstegohS-To
< | > S-Tools.exe True False S-Tools 4.00 C:\My Programsistegoh\S-To
# S-Tools.hlp Tiue False S-Tools 4.00 C:\My ProgramshstegohS-To
# GhostHost.exe Tiue False GhostHost 1.0 C:\My Programs\stego\Sam|
Target Location ®  ilsupp.dat True False godopen Source Code 4.3, wh dopen 4.3 C:\My ProgramsistegoiSam)
C:\My Programshstego #  whs43de.hlp True False godopen Source Code 4.3, wh! dopen 4.3 C:\My ProgramshstegohSam)
#  whsd3enhlp True False godopen Source Code 4.3, wh dopen 4.3 C:\My Programs\stego\Sam)
#  wbStegod.3openexe Tiue False whStegodopen 4.3 C:\My ProgramsistegohSam)
e @ cygwinldl True False Stegdetect 0.4, stegdetect 0.4 C:\My Programs\stego’stegc
(/?l arlk-1 3 dll Trie ] False Stendetent N 2% Stendetect 14 steadetect N4 AWMy Prnnmms\s'ﬁnn\gl‘ﬁ’m ™
Scan Status
Directories: 25 | The scan completed successfully
Files:
Products Found: 16
( )
Carrier Types Found
M GIF [V1empP [V1JPEG [ TIFF [PNG [VIMP3 [V wav [ Text

© 2000-2009, Gary C. Kessler 50

B Stego Watch - Session Options

Algcuilhms ‘@ Disk Session

Steganography Detection Algorithms

- Stego Watch

£ Fil
Y/ ilters.

AIg:mthh — ] JP:G Palleted | True Color BMP [ wav [MP3 | Session setup for examining
ossyCheck-

files on a local drive

ossyCheck-B X
ossyCheck-C x
X

ossyCheck-D B Stego Watch - Session Options
PaletteCheck-A

PaletteCheck-B ln}’qgi Algorithms ,El Disk Session

PaletteCheck-C
PaletteCheck-D SuspectFiles

f/@ Filters

® Source Folder : |C:\My Programststego =1
v fles i I™ Ignore EOF
Disk Scan Report
v Generate Quick Reports
v Preview Reports
Report Location: |E:\My Programs'stego'reports i‘

[ Register Algorithms... ] I ® algorithm Overy|

© 2000-2009, Gary C. Kessler 51
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Stego Watch - Algorithm Selection Guidelines

LossyCheck-A

The LossyCheck-4 detection algorithm has been designed specifically for JPG files processed with steganographic algorithms which embed
payload bits into the Least Significant Bits (LSBs) of quantized DCT coefficients, before the Huffman encoder is applied. This steganographic
technique causes the Pairs-of Values (PoY), in normal images distributed unevenly throughout the image, to be evenly distributed, which can be
detected using Chi-square test. Also, window smoothing by moving average is implemented on Chi-square test results, in order to improve
accuracy.

|| LossyCheck-B

The LossyCheck-B detection algorithm has been designed specifically for JPG files processed with JP Hide & Seek and similar methods. These
tools embed message bits into the randomly selected Least Significant Bits (LSBs) of quantized DCT coefficients, before the Huffman encoderis
applied. This technique causes anomalies, which are detected by performing statistical analysis and filtering obtained results using universal
statistical tests for random bit generators. This algorithm works best on small to medium size JPG files. Images larger than 100k will cause a

higher false positive detect rate.

LossyCheck-C

The LossyCheck-C algorithm has been designed specifically for JPG files where the embedded message is placed into the Least Significant Bits
(LSBs) of quantized DCT coefficients before the Huffman encoder is applied. This technique causes anomalies that can be detected by
performing both the inverse DCT (IDCT) transformation and the corresponding forward transformation. If DCT coefficients do not contain
embedded data, applying IDCT and DCT transformations in a consecutive order should not change their values. This method has a high false
positive rate especially when large images > 100K are scanned.

LossyCheck-D

The LossyCheck-D algorithm targets statistical properties exhibited by files that have been processed with JPHide. The algorithm measures
entropy levels of LSBs and performs best against JPEG files with higher levels of compression. Larger JPEG images with smaller compression
tend to be very entropic at the LSE level and, therefore, are more suspect to false positives.

For BMP, GIF, and PNG images with a color palette, the following algorithms yield the best detection when used in combination. The
combination of these algorithms finds the highest number of stego programs with the least number of false positives. These algorithms are
designed to identify anomalies in the image's color palette

© 2000-2009, Gary C. Kessler 52

Stego Watch - Algorithm Selection Guidelines
PaletteCheck-4

The PaletteCheck-4 algorithm detects a large number of colors in the image that differ by at most one level in each color channel (close color
pairs]. Large number of close color pairs is often a side effect of steganographic embedding algorithms and is not typical for normal images.
Algorithm compares number of all possible pairs of colors that could be created from image palette, to the number of actual pairs of colors found
in the image. If the ratio of those two numbers is greater than the threshold, established from the analysis of large number of images, image is
considered to contain embedded payload. Embedding programs such as 5-Tools embed a secret message in this manner.

PaletteCheck-B

The PaletteCheck-B detection algorithm checks the color palette for a natural order in paletted images. Almost every image processing
application will order the image color palette. If increasing or decreasing order is detected in one or more of the following:

Color frequency (i.e. most occuring colors at the beginning/end)
Luminance

then the image, most likely, does not contain embedded payload. This algorithm gives the best results when used in combination with
PaletteCheck-A. Images having an ordered palette may contain a payload embedded using, for example, GIFShuffle.

PaletteCheck-C

The PaletteCheck-C algorithm is designed to target steganographic algorithms similar to ones which sort colors according to some ordering and

then hide message bits by replacing a neighboring color for the original color. These program algorithms select carrier pixels randomly in order to
make the steganography undetectable if analyzed with general Chi-square test. When Pairs-ofValue (PoV) colors (c2i, c2i+1) are swapped in a
color palette this way, large perturbation in color or intensity will take place and this algorithm will detect this change.

|>

© 2000-2009, Gary C. Kessler 53
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Stego Watch - Algorithm Selection Guidelines

[>

PaletteCheck-D

The PaletteCheck-D detection algorithm has been designed to detect the presence of an embedded payload using techniques in which one
can identify Pairs-of-Value (PoV) colors whether or not the payload has been randomly scattered over the entire image. Embedding payload this
way will decrease the difference between the frequencies of PoY but the difference between the complementary pairs of colors [c2i-1 , c2i) will
not be affected. PaletteCheck-D is recommended for images modified by EZ Stego with random scatter, and for grayscale images.

Signatures

The Signature library is a collection of non-statistical detection checks that are designed to identify known signatures and anomalies that
steganographic programs can leave behind. These checks include finding information appended to the end of a file or data in the comment
Mfield of an image. Signature-based detection can be very definitive indicators for the presence of Steganography.

TrueColorCheck-&

The TrueColorCheck-4 detection algorithm works by encoding a random payload into a copy of an image. If the image already contains hidden
data, embedding another message does not significantly affect the total number of colors or PoY's as compared to the original suspect image.

WAV Check-A

The WaVCheck-4 algorithm [currently the only available Stego W atch algorithm for the detection of steganography in digital audio files)
analyzes silent areas in WaY files for randomness. This algorithm will check files using universal statistical tests for random bit generators. =

© 2000-2009, Gary C. Kessler 54

B8 Stego Watch

File View Session File Options Tools Help
HET -~ I I QR ) ®
corrent esson v Stego Watch
ihd.mp3 [ox] o
m [
[H]
[H] File details
mall_at_night.gif [H]
mall_at_night_btv2.gif [H]A]
mall_at_night_wd2.gif [H]a]
map_bhce.gif [H]a]
SOUND.gif o]
wizard_bmp [H] e
wizard_wav.bmp [H] ;
Location: C:AMy Programsistegoexamples
xsteg_shot.gif [H] Size: 207275 Bytes
339008.ipg k| Max Payload: 26397 Bytes
333009.ipg m Created: 6/15/2006 13.42:19
339010.ipg [ox] Modiied: 11/9/200318:13.40
339011.jpg m Steganography Detection Algorithms
348024.ipg m Algoiithm | Probabilty | Resuit - LossyCheck-B and -D
LossyCheckD High is possible ¢ — i i
phoenix.ipg [H] LossyCheck-8 High  Steganography is possible tests “'E_’h'y squ_eshve of
" - Signatures NoStego Steganography not detected . the JPHide algorithm
Picture 2 copy.ipg O Pl - - - e
Picture 3.png [H] Comments
Picture.ipg o
DSCNO663.JPG m “
== Files Processed: 100% AO/ATS) N
© 2000-2009, Gary C. Kessler 55
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[File Details :

File : mall_at_night_btv2.gif

File Origin : C:\My Programs\stego\examples
Disk Location : C:\My Programs\stego\examples
File Size : 677733 Bytes

Content Size : 1600 x 1032 Pixels

Date Created : 6/15/2006 13:42:19

Last Modified : 12/24/2003 20:25:34
Compression : Lz

Bit Count : 8

Used Colors : 256

Colors :

Hash : 2EB868E7586033B65E69F4C54B508EEF3FF 1268792

[ Stego Analysis Details :

Stego Detection Level : H]A]

Analysis Date : 10/08/2007 13:32:56
Detection Status : Quick

Maximum Possible Payload 206400 Bytes

[ :

Close Colors - Close colors found

Report generated by Stego Watch from WetStone Technologies, Inc. on 10/08/2007 13:38:02
[Algorithm : Results :
LossyCheck-A Invalid File for Algorithm
LossyCheck-B Invalid File for Algorithm LossyCheck tests not
LossyCheck-C Invalid File for Algorithm applicable to JPEG files
LossyCheck-D Invalid File for Algorithm
PaitaChesk gy i posie Palette check tests

" appropriate for GIF files

PaletteCheck-C Steganography not detected
PaletteCheck-D Steganography not detected
Signatures Steganography not detected
TrueColorCheck-A Invalid File for Algorithm

Hue, Intensity, and Saturation

I
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B Stego Analyst
File Tools Help
@S M
Directories

1) pwsafe
Dab
#{3 QBX
+) RaffleShuffle
) secuiity
=) stego
{2 Yvairoad
(& disrupt
+) examples
=) iftup
-3 Melton
) report2
() reports
#2) Sample Inv
{2 SARC
() steadetect
#4) $-Tools
#() WetStone ¥

< >
1%l B
i@ EMode X

% ~

lightening_jars_btv... li

mall_at_nightgif [

<

imall_at_night.gif

DETAILS | ==

Name :

Path :

Hash :

File Size :
Date :

Image Size :
Colors :

Used Colors :
Bit Count :
Max Payload :

Stego Analyst -- Normal view with image details

V‘EI : :‘-1 Image Filters &, Zoom

@ %] 1mage Filters & Zoom

>
X:1133Y:985 25%

| | as | DETAILS | ==
[mall_at_night.gif Name :
C:\My Programs\stego\examples\ Path
[BCFB63F2632383B40BCBD8D0475125E9F52A] || Hash -
632778 Bytes File Size :
1070572003 14:01:27 Date :
1600x1032 pixels Image Size :
256 Colors :
249 Used Colors :
8 Bit Count :
206400 Max Payload :

imall_at_night_btv2.gif

X:237Y:169 25%

I I

mall_at_night_bty2.gif

C:\My Programs\stego\examples\
[2E868E 7586033B65E 69F AC54B508E EF3FF12879]
677733 Bytes
[127247200316:253¢ ]
1600x1032 pixels
256

256

206400

“ e [H

ond

# Stego Analyst
File Tools Help

(@S M & e
[%  : %] 1mage Filters % Zoom

Directories

) pwsafe -~
Dab
#-3 GBX
+) RaffleShuflle
+(0) secuiity
=) stego
() 9vairoad
(& disrupt
+1) examples
(& affitup
#2) Melton
1) report2
i) reports
+{) Sample Inv
() SARC
1) stegdetect
+1) S-Tools
+) WetStone ™
< >

lightening_jars_btv... i

mall_at_nightgif [

mall_at_night.gif
oemacs | PALETTE. |

Stego Analyst -- Normal view with palette

I

IEEEEEN

X:1545 Y:1033 25%

¢ | : %] 1mage Filters & Zoom

mall_at_night_btv2.gif
PALETIE | -

X:93Y:997 25%

I

RGB: |
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L Stego Analyst
File Tools Help
HLOR=Niil}
Directories

1) pwsafe
Dab
) GBX
*2) RaffleShuffle
*2) security
=) stego
1) Yvairoad
i) disrupt
+\) examples
1) gffitup
+2) Melton
1) report2
1) reports
+2) Sample I
() SARC
i) stegdetec
#12) S-Tools
+2) WetStone

lightening_jars_btv...

[%] | : %) image Filters &, Zoom

v

t

X:1545 Y:1033
USED COLORS

Stego Analyst -- Normal view showing colors used in the image

¢ | i | Image Filters &, Zoom

mall_at_night.aif i

C e [

ad

]

L Stego Analyst
File Tools Help

Directories

() pwsafe
Dab
#-3 GBX
+) RaffleShuflle
+ ) security
=) stego
() 9vairoad
(& disrupt
+1) examples
1 affitup
#2) Melton
1) report2
i) reports

) SARC

+1) S-Tools
+) WetStone
<

lightening_jars_bt...

mall_at_night.gif

@S M e

) Sample Inv

1) stegdetect

. o

[ : 3% image Filters %, Zoom

v

imall_at_night.gif X:1545 Y:1033

CLOSE COLORS

Number of bins

Stego Analyst -- Normal view showing close colors in the palette

¢ | i [ 1mage Filters &, Zoom

25% mall_at_night_btv2.gif X:93Y:997

oemaes |

CLOSE COLORS

Number of bins

0
m Number of close colors

[~ Log Scale

Number of close colors

[~ Log Scale
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L Stego Analyst
File Tools Help
HLOR=Niil}
Directories

1) pwsafe
Dab
) GBX
*2) RaffleShuffle
*2) security
=) stego
1) Yvairoad
i) disrupt
+\) examples
1) gffitup
+2) Melton
1) report2
1) reports
#2) Sample Inv
() SARC
1) stegdetect
#12) S-Tools
(&) WetStone

lightening_jars_btv... l

mall_at_night.aif i

File Size -
Date :

Image Size :
Colors :

Used Colors :
Bit Count :
Max Payload :

Stego Analyst -- Intensity filter

[%] | : %) image Filters &, Zoom

X:321Y:5 25%

¢ | i | Image Filters &, Zoom

| | | DETAILS |
[mall_at_night.gif Name :
C:\My Programs\stego\examples\ Path :
[BCFB69F2632383B40BCBD8D0475125E9F52A] || Hash :
632778 Bytes File Size :
10/05/2003 1 Date :
1600x1032 pixels Image Size :
256 Colors :
249 Used Colors :
8 Bit Count :
206400 Max Payload :

mall_at_night_btv2.gif

X:93Y:997 25%

|

mall_at_night_btv2._gif

C:\My Programs\stego\examples\
[2E868E 7586033B65E 69FAC54B508E EF3FF12879]
677733 Bytes
1272472003 1
1600x1032 pixels
256

1256

8
206400

C e [

ad

]

L Stego Analyst
File Tools Help

B R=N R
Directories [T : 3 image Filters & Zoom
) pwsafe -~
Dab
+) GBX
+) RaffleShuflle
+ ) security
=) stego
() 9vairoad
() distupt
+1) examples
1 affitup
#2) Melton
1) report2
i) reports
+{) Sample Inv
() SARC
1) stegdetect
+1) S-Tools
<+ {2 WetStone - A mall_at_night.gif X:661Y:5 25%
i) oETALLS | - | | | DETAILS
: @ [EH Mode * Name : [mall_at_night.gif Name :
A Path : C:\My Programs\stego\examples\ Path :
Hash : BCFB69F2632383B40BC8D 8D 0475125E 9F52A4 Hash :
lightening_jars_btv... i File Size - 632778 Bytes File Size -
Date : 1070572003 14:01:27 Date :
Image Size :  [1600x1032 pixels Image Size :
Colors : 256 Colors :
Used Colors : [249 Used Colors -
Bit Count : 8 Bit Count :
ll_at_night.gif
mel trightat [\ payload : 20GADD Max Pagload :
| v
< >

Stego Analyst -- Saturation filter

¢ | i [ 1mage Filters &, Zoom

mall_at_night_btv2.gif

X:825Y:9 25%

| |

[mall_at_night_btv2.gif

C: ams\stego\examples\

[2E868E 7586033B65E 69F AC54B508EEF3FF12879]
677733 Bytes

1272472003 16:25:

1600x1032 pixels

256

256

8
1206400
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#' Stego Analyst

File Tools Help

(98 [ e e o

Directories 1%l
1) pwsafe ~
Dab

) GBX

*2) RaffleShuffle

*2) security

=) stego

{2 Yvailroad

1) distupt

) examples

) giftup

) Melton

1) report2

) reports

1) Sample Inv

{2) SARC

) stegdetect

#12) S-Tools
) WetStone ¥

+

+

+

lightening_jars_btv... l

mall_at_nightgif [

Stego Analyst -- Hue filter
(@)

: (3] 1mage Filters  ® Zoom @ | : & 1mage Filters  ® Zoom o

v v
< > < >

mall_at_night.gif X:421Y:13 25% mall_at_night_btv2.gif X:825Y:9 25%
pemLs. | e | 1 | oeraLs | | 1 |

Name [mall_at_night.gif Name : mall_at_night_btv2.gif
Path C:\My Programs\stego\examples\ Path : C:\My Programs\stego\examples\
Hash 8CFB69F2632383B40BCBD8D0475125E 9F52A4 Hash : [2E868E 7586033B65E 69F 4C54B508E EF3FF12879;
File Size : 632778 Bytes File Size : 677733 Bytes
Date : 10/05/2003 1 Date : 1272472003 1
Image Size :  [1600x1032 pixels Image Size :  [1600x1032 pixels
Colors : 256 Colors : 256
Used Colors : 249 Used Colors : 256
Bit Count : 8 Bit Count : 8
Max Payload : [206400 Max Payload : [206400

L Stego Analyst
File Tools Help
(@8 [ e
Directories

1) pwsafe ~
Dab

() 08X

1) RaffleShuffle
1) security

i) stego

() 9vailroad
() disrupt

1) examples
() aifitup

() Melton

() report2

I reports

() Sample Inwi
) SARC

() stegdetect

*

*

*

#-2) S-Tools <

1) WetStone v
< >

lightening_jars_bty...

lightening_jars.jpg
DETALS DCT COEFFICIENTS

Stego Analyst -- DCT Coefficient analysis (DC)

[l : %] 1mage Filters & Zoom o

3

X:681Y:965

. |

: (3] 1mage Filters & Zoom <&
a
v

X:1Y:77 25%

lightening_jars_btv.jpg
DETALS DCT COEFFICIENTS
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Stego Analyst

Fie Tools Help Stego Analyst -- DCT Coefficient analysis (DC)
=N R

Directories [Tl : %) Image Filters &, Zoom 03
1) pwsafe ~
D ab
© aBx
) RaffleShuffle
1) secuiity
) stego
{0 Yvailroad
() distupt
#1C) examples
2 affitup
[#{) Melton
) report2
) reports
#) Sample Invi
1) SARC
) stegdetect
# 5-Tools
) WelStone ¥
< |

=]

: % Image Filters & Zoom

B 2

ad

|

| 25% lightening_jars_btv.jpg

[25%

DCT COEFFICIENTS | =

DCT COEFFICIENTS |

ihmmml .

-100 -50 50 100 150 -120-100 -80 60 -40 -20 0 20 40 60 80 100 120 140 160
lightening_jars_btw... r‘ il

0

[V Show Values

N
[V Show Values
 AC @ DC (" AC

= [~ Log Scale |~ Log Scale

< >

Stego Analyst
Fie Tools Help Stego Analyst -- DCT Coefficient analysis (AC)
(@B @

Directories %l : (% image Filters & Zoom &
1) pwsafe ~ ~

(=]

: (3] 1mage Filters ®, Zoom

> $

ond

Sw

i OBx

i) RaffleShuffle

1) security

) stego
1) Yvailioad
1) distupt

1+ examples
1) aifitup

*1C3) Melton
1) report2
i) reports

) Sample Invi
() SARC
1) stegdetect

#) $-Tools

(@ WetStone - ™ 25% lightening_jars_btv.jpg X:1Y:989 25%

2 |

DCT COEFFICIENTS | -

k w

% H Mode
% 1,500,000} -
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But We're Not Done Yet...

* So now what?

— We've identified possible stego software and
carrier files with hidden data

— Without the password, we may still be out of
luck....

Stego Break

B, Stego Break EX

Fle Tools Help
‘@ B 2
[ Welcome Break results
Files
Steganography Applications
Break Method A =1
Break results File Application Break Type Password Password [Hex) Comment
@ gok_mes_btv.ipg Camouflage(1.0] Password i [7479756900]
« >
Date/Time Message Source
10/08/2007 14:14:54 Loading fle C:\My Programs\stego\examplesigck_mes_btv.jpg. BreakCamo.
10/08/2007 14:14:54 Break started
10/08/2007 14:14:54 tyui BreakCamo.
10/08/2007 14:14:54 Found 1 passwords in 1 attempts.
10/08/2007 14:14:54 Image unloaded BreakCamo.
File: [C:\My Programs\stego\eramples\gck_mes_btv.ipg ] | Completed
< Bsck | Exit \
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Steganography Analysis and Research
Center (SARC)

* Steganography Application Fingerprint Database (SAFDB)
— Steganography and watermarking applications hashset
» Steganography Analyzer Artifact Scanner (StegAlyzerAS)
— Scan media for the presence of steganography application artifacts
* Steganography Analyzer Signature Scanner (StegAlyzerSS)

— Scan files for presence of hexadecimal byte patterns (signatures) of
particular steganography applications

© 2000-2009, Gary C. Kessler

StegAlyzerAS - Scan Summary

¥ StegAlyzerAS v3.1

EEX

CaseManagement  Report  Options  Help

Case Fie:  N/A
Select Search Scope Analysis Tabs
&) nmapnt -~ Case Log || Evidence Log || Scan Summares | Scan Options | Scan Progress
@) PED -
®-{) PEview
&) PKZIP204 [i.C:\My Programs\stego) v/
&) poodie
& pwsafe Scan Statistics
D ab
-3 QBX Unique File Artifacts Found: Applications Detected
& RaffleShuffle Non-Urique e Atifacts Found: Fies Scanned:
#-{3) security
&) stego SAFDB Entries 11210 Directories Scanned;
W
& g Wff;:’;: - Registy Atfacts Found: Fie\Directory Exceptions: Time Elapsed:
< . 3 RAKDE Entries: Gl 0Byt Fies Found: Canceled ?:
Refresh Search Scope —
Start Scan

Files: @  Ready

Registry: @  Ready

Scan Complete

© 2000-2009, Gary C. Kessler
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¥ StegAlyzerAS v3.1

Case File: N/A

Select Search Scope

Case Management  Report

Options

Refresh Search Scope

Help

Analysis Tabs

Time Stamp
05/19/2008 14:44:15
05/19/2008 14:44:15
05/15/2008 14:44:15
05/19/2008 14:44:15
05/19/2008 14:44:15
05/19/2008 14:44:15
05/19/2008 14:44:15
05/13/2008 14:44:16
05/19/2008 14:44:16

Event Type

Unique File Artifact
Unique File Artifact
Unique File Artifact
Unique File Artifact
Unique File Artifact
Unique File Artifact
Unique File Artifact
Unique File Artifact
Unique File Artifact

# Scan Completed

Results
Status:
Duration:

41

38
N/A

StegAlyzerAS - Case Log

This scan completed successfuly.
007
Total Atfacts Found

Urique Fie Atfacts Found
Registy Atfacts Found

05/19/2008 14:44:16 Unique File Attifact
Start Scan 05/19/2008 14:44:16] Scan Completed | |
< |

11 Applications Found Cortaining Detected Unique File Atfacts

N/A  Applications Found Containing Detected Registry Artfacts

N/A  Applications Found Containing Both Detected Unique Fie and Registry Atfacts

Files: @  Ready False Postive/Common Fle Atifacts Found

Registy: @  Ready Applications Found Cortairing Only Detected Common File Atfacts

Scan Complete

(View the Evidence Log for detas on each steganography application detected)

© 2000-2009, Gary C. Kessler 72

StegAlyzerAS - Evidence Log

. StegAlyzerAS v3 3]

Case Management  Report Options  Help

Case File: N/A
Select Search Scope Analysis Tabs

{3 nmapnt ~ Case Log |; Evidence Log i Scan Summaries || Scan Options || Scan Progress |

% O PED Seans

@ () PEview

& O PKZIP204 [i. C:\My Programs\stegd

&) poodle

&) pwsafe E Detected Applications

B0 G- 16 Stegdetect and Stegbresk 3
-3 QBX @5 SToolsv4.00

@3 RaffleShuffle w-q) 5  wbStego v4.open

& securty Q3 GitUpv10

& stego @ 3 wbStego v4.3open Source Code

&3 WetStone @ 2 GhostHost v1.0

& () WinDump v @ 2 JPHde and JPSeek vO.51

< | 3 @2 Sashvi102
e — 1 2Mosaic v0.2.2
Refresh Search Scope 2 PR TP S A
Display detected Common Fies/False Fosil- Sorting
" # - Afacts Detected (Registy and F
By acts Detected (Registy and Fil_w| () Ascending @ Descending

Mount Image

Files: @  Ready

Registy: @  Ready

Scan Complete

© 2000-2009, Gary C. Kessler 73
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StegAlyzerAS - Application Info

r StegAlyzerAS v3.1

Case Management  Report  Options

Case File: N/A

Select Search Scope

®-{C3) nmapnt ~
@3 PED
) PEview
#-(5) PKZIP204
@3 poodie
B2 pwsafe

B ab

@) QBX

&) RaffleShufle
@) securty
) stego
-2 WetStone
&) WinDump 3

< | >

Refresh Search Scope

Mount Image

Files: @  Ready

Registy: @  Ready

Help

Analysis Tabs
Case Log | Evidence Log ‘ Scan Summaries || Scan Options | Scan Progress

Scans

[1_C:\Wy Programs\steqd v

Detected Applications

0 16  Stegdetect and Stegbreak ~
o ST

i) 5 S-Tools v4.00

@) Detected File Atifacts
% gﬁ""’;" -5/6 Total Fie Artifacts Detected
= : -4/5 Unique File Artifacts Detected =
#3 S-Tools.exe -1/1 False Positive/Common File Artifacts Detected
- S-Tools hip - Contains no registry artifacts.

- (Right-diick this application to view a summary)

@5 wbStego vé.3open

Display detected Common Files/False Posit- Sorting

By: # - Atfacts Detected (Regstyand Fl_ v () Ascending (@ Descending
Expand All Collapse All

Scan Complete

© 2000-2009, Gary C. Kessler 74

ce Log: S-Tools v4.00

cptibdl  Unique
GlFutidl  Unique
S-Tools.exe  Unique
SToolshlp  Unique
zib.dl False Postive
S-Tools4.zp Unique

Statistics
File Atifacts Registry Atifacts
p— Total File Atifacts Detected: Regitry Atfacts Detected: | N/A
= Percentage Detected: 8337 Percentage Detected: N/A
—
] False Postive/ Common Fil Artfacts Detected
Unique File Arifacts Detected:
Known File Atifacts
File False Posttive\Common | Status Path Time Stamp

“FOUND™  Detected Under: C:\My Programs stego\S-Tools\cryptib.dl  05/19/2008 14:44:14
~FOUND™  Detected Linder: C:\My Programs stego\S-Tools\GiFuti.dl 05/19/2008 14:44:14
“FOUND™  Detected Under: C:\My Programs stego\S-Tools\S-Tools.exe  05/19/2008 14:44:14
“FOUND™  Detected Under: C:\My Programs stego\S-Tools\S-Tools hlp ~ 05/19/2008 14:44:14
~FOUND™  Detected Under: C:\y Programs\stego\S-Tools\zlib.dil 05/19/2008 14:44:14
NOT FOUND  FILE NOT FOUND FILE NOT FOUND

CRC32:  144BBFC6

Sze: 278774

Known Registry Artfacts

MD5:  A6A20DE1D01708A512BF3A458CFE59C4
SHA1 F558C563C9AF41E3E276635FACA363DEBD2C0O5CD
SHA224: 4E122E426188710C43543D3CA66A4CB2295C673C89BEDBISFCTFO94C
SHA256: S4E21A689095CF3D57D833E 75826 DCA2EB7BEEDEA0C778695A422CEF7D658395
SHA384: 7C3A360500962C72E1951CCFD4FADOFCA3CBC2247A3EACB071F74BD265A069E4E 10C56FFBES28C73A0ESFA266D2D782C
SHA512: 6C471EC5B397E3B8FF681BAI0FDDCB3IE2F3A69BEISB42DB07361E86D897FF32E7C3B73C4189B6BCFOF4CF4519E733C6BCIEFD 11CADI307F32296B5DES

Message

An analysis of a registry was not performed during this scan.

© 2000-2009, Gary C. Kessler 75
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StegAlyzerSS - Signature Search

StegAlyzerSS v3.1
Case Management ~ Case Logs
Case File:  N/A

Select Search Scope
[} MARESWARE
{3 nmapntt

1 PED

= PEview

F PKZIP204
£ poodie

[ pwsafe
Hae

1 GBX

CJ RaffleShuffie

{3 WetStone

3 WinDump

3 WinHex
Acoustica_3xbt

588Eeesssssssse

<

Disk ExplorerNTFS bt
=

>

Reports  Options  Help

g

Append Analysis | LSB Analysis |

EEX

Signature Search Append Analysis LSB Analysis

Path

C:\My Programs\stego'\examples
C:\My Programs\stego‘\examples

C:\My Programs\stego\Sample Investigation

C:\My Programs\stego‘\Sample Investigation ...

Filename
gck_mes_btv jpg
NIJ_forensic_exam_of_di...
Upper Yosemite Falls jpg
Declaration of Independe.

File Size
73211
802829
2138658
3731

Signature
Camouflage v1.2.1
Camouflage v1.2.1
GhostHost v1.0
GhostHost v1.0

Clear Results

& Ready

Scan finished in 0:0:25

© 2000-2009, Gary C. Kessler
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StegAlyzerSS - Append Analysis

StegAlyzerSS v3.1

Case Management ~ Case Logs

Case File: N/A

Select Search Scope

[} MARESWARE
{3 nmapnt

3 PEID

{2 PEview

{1 PKZIP204

1 poodie

2 pwsafe

Hae

3 aBX

{3 WetStone

3 WinDump

3 WinHex
Acoustica_3cbt

B R EEEEEEEEEEE

<

Disk ExplorerNTFS bt
=

>

Reports

Mount Disk Image

Options  Help

| Signature Search LSB Analysis |

EBEX

Signature Search Append Analysis LSB Analysis

Path
C:\My Programs\stego'\examples

Filename
gck_mes_btv jpg
land:

C:\My Programs\stego\Sample
C:\My Programs\stego\Sample Investigation Scenario\Do.

<

Scenario\Do...

ipg
Upper Yosemite Falls jpg

File Size
73211
67423
2138658

>

Process

& Ready

Scan finished in 0:0:25

© 2000-2009, Gary C. Kessler
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StegAlyzerSS - LSB Analysis

¥ StegAlyzerSS v3.1 Q@@

Case Management Caselogs Reports Options Help
Case File: N/A

Select Search Scope

& [} MARESWARE ~ Signature Search | Append Analysis |{
@[ nmapnt -
@[} PEID Path Filename File Size
@-[J PEview C:\My Programs\stego‘\examples wizard bmp 52278
- [J PKZIP204 C:\My Programs\stego'examples wizard_wav bmp 52278
® [ poodie C:\My Programs\stego\Sample Investigation Scenario\Do... Yosemite Mimor Lake bmp 5760054
- pwsafe
®-[Jab
@[ GBX
®-[J RaffleShuffle
- [J securty
@7 stego
- [} WetStone
&} WinDump
-} WinHex
Acoustica_3x bt
DiskExplorerNTFS ¢
(=N,
< >

Mount Disk Image < >

Signature Search Append Analysis LSB Analysis

& Ready Scan finished in 0:0:25

Some Final Words

* Use of steganography for nefarious purposes is very
real!

— Some examinations have found a large number of
"suspicious" images at eBay and 2600.com

— Terrorist organizations -- including Al Qaeda -- are known
to use forms of stego
* Most law enforcement agencies don't believe that
stego is being widely used -- yet!
— But they don't know what they can't find
— There are few standardized processes and few tools
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Additional References

A

» Techniques and Applications of Digital Watermarking INVESTIGATOR'S
and Content Protection, Arnold, Schmucker, & STEGANOGRAPHY
Wolthusen ¥ ;

* Information Hiding: Steganography and Watermarking
- Attacks and Countermeasures, Johnson, Duric, &
Jajodia

* Investigator's Guide to Steganography, Kipper

e Disappearing Cryptography, 2/e, Wayner

* Neil Johnson's Steganography & Digital Watermarking
page (http://www.jjtc.com/Steganography/)

*  GCK's stego links (www.garykessler.net/library/
securityurl.html#crypto)

e Stego Archive (http://www.stegoarchive.com/)

Downloads

* Software products
— SARC (http://www.sarc-wv.com/)
— WetStone Technologies (http://www.wetstonetech.com)
* Non-commercial stego software mirror at http.//
msdim.champlain.edu/download/df/
Camouflage (Camoul21.exe)
Gif-It-Up (Gif-it-up.exe)
JPHS for Windows (jphs_05.zip)
S-Tools (s-tools4.zip)
Snow (snowdos32.zip)
Stegdetect (stegdetect-0.4.zip)
* All example GIF, JPEG, and WAV files can be downloaded
at http://msdim.champlain.edu/PD/fsc
— Use the password "tyui" to recover hidden information

* Presentation: http://msdim.champlain.edu/PD/public
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Acronyms and Abbreviations

B Byte

BMP Bitmap image format

DCT Discrete cosine transform
FTP File Transfer Protocol

GIF Graphics Interchange Format
Hz Hertz (cycles/second)

IM Instant messaging

IRC Internet Relay Chat

JPEG Joint Photographic Experts Group
LSB Least significant bit

(oY Operating system

PPT PowerPoint

P2p Peer-to-Peer

RAM Random-access memory
WAV Waveform audio
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