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The Baltimore Bridge collapse was a cyber attack and they know it. Their

own intel agencies told them from the start and yet they are still denying
it. Oh well. There is only one truth & nothing any of us say can change it.

Mar 31, 2024 - 355.7K Views

< -;w @CharlesleeTX19H ¢ les@ 7788205
L3 Commercial cargo ShIpS |I|{E the Dali cannot he n:amﬂttEIyr hacked. They

could only be hacked by someone onboard using a zip drive to insert
malicious code.

Their computer systems simply don't have the downlink capability
-~ necessary.



Was MV Dali hacked?
Almost certainly not.
Can ships be hacked?

Yes.
g +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP

@ info@pentestpartners.com




m \@m

f\‘

\ / ' DATA
~ o ~Q  *@

X e - DIMMER
[ SJHEigaLF.._ N UotE OFF HEADING:PILOT WATCH

EMERGENCY STEERING DRILL

ECOMMENDED TURN FOR MAN OVERBOARD

Williamson turn
Rudder hard

After deviation from the
original course by 60°,

rudder hard over 1o the
opposite sida

When heading 20" short 0%
of opposite caurse. rudder

to midship position and
ship to be turned to
opposite course

SYSTEM

OFF

No.2 i
<]

 KEeixi

= info@pente ELCE v' , s _ . \_\ DartnersLLP






£ infoe



N,
PeNTEST PARTNERS

3095 0500 Y @penTestPartners PenTestPartnersLLP



Blackout

Loss of electrical power leading to loss
of propulsion and steering
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Ideal Recovery

Generator trips - blackout
Emergency generator starts
Standby generator starts
Ancillaries start
Main engine can be used
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I HV 6.6kV

LV 440V
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MYV Dali Recovery

Transformer trips — blackout 1
Emergency generator starts
Transformer manually restored
Both generators trip — blackout 2
Standby generator starts
Ancillaries start
Mas . | §|




THe SwiSS CHEESE RESPIRATORY VIRLS PANDEMIC DEFENCE
RECOGNISING THAT NO SINGLE INTERVENTION IS PERFECT AT PREVENTING SPREAD

PERSONAL RESPONSIBILITIES SHARED RESPONSIBILITIES

EACH INTERVENTION (LAYER) HAS IMPERFECTIONS (HOLES).
MOLTIPLE LAYERS IMPROVE SUCCESS.
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B GREY WATER

FilL VOLUME WEIGHT
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W Tank SIL00 %5 442 m" 1.000 tim® A2 T
WV Tank 227100 mr B3 56 % 1107 m” 1.000 fm”
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(i) Urike DT Disp G Gidreqg GMcoar
4304 t 0.00 % 30063t 145 m  1.80 m 1.54 m




»

. Integrated

\

) Control
and

-

: MOnitOring
System

@ info@pentestpartners.com g +44 (0)20 3095 0500 ’@PenTestPartners PenTestPartnersLLP




Load Load .
I Bridge
Computer Computer
ICMS
Ul Server I
Server Server
VSAT | Room Room
2 1 I
RDP p— RDP p— RDP p— RDP p— RDP p— RDP p— RDP I
Engine
I Room
I ICMS

@ info@pentestpartners.com g +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP




I
Load Load I Bridge
Computer Computer
Ul Server I (CMS
|
|
RDP e I
< I
. }!n e[ CS CS I
HEP ] | |
© adl ‘/“A \. : Engine
I | —-— I Room
CS [ CS I ICMS

@ info@pentestpartners.com g +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP




Unassigned
j— wall-ports

- - CS CS

Ik P C|S C|S_ = need 802.1x
| [ /4P

Or you go Into
the tar pit!
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Published March 2024

R E P O RT MARINE 2024/05

Loss of propulsion and near grounding of
Viking Sky, Hustadvika, Norway

23 March 2019
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Figure 15: Events during restoration of power. Source: The Norwegian Coastal Administration AIS / NSIA



Thermostatic Automatic
J-way valve lubricating
oil filter

Heat
exchanger

\ ?‘ Diesel engine
EIall|
Engine dnven lubricating

s Motor

T

Pre-lubricating
pump

T

Lubricating oil sump drain
tank

@ info@pentestpart TestPartnersLLP

Figure 30: Schematic drawing of the diesel generator lubricating oil system. lllustration: NSIA
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Figure 30: Schematic drawing of the diesel generator lubricating oil system. lllustration: NSIA
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The following operator inputs were required for remote

monitoring of the sump tanks: L, s
* Offset of the sensor tube (mm) G e B
e Density of the oil (g/cm3 ) f
* Alarm levels (m3) /:':’

a2
These values could be adjusted in the IAS by any of the J
engineers, with no means of identifying what had been |
changed, by whom, when or why. ;

p

i %

E -

T Y/// e L L L Z L L L
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I HV 6.6kV

LV 440V
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The installation of the sensor system in the lube oil sump tank is
shown. In addition to the external air supply, the module requires

input from two barometric reference sensors for measurement
correction.

There were approximately 150 audible alarms in total. 88 were tank
level warnings that returned to normal condition within 2 minutes.

These warnings were likely caused by a short term pressure
fluctuation at one of the barometric reference sensors.
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It was identified that the aft draft sensor was sending erroneous
readings to NAPA. This was affecting the level correction done by
NAPA and thus also led to wrong volume calculations.
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The investigation has identified that there was an error in the 3D
model geometry. This caused an error in the calculations.

The volume calculation will return a value 568 litres less than the
actual oil volume.

. U You
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The remote tank level monitoring system was complex, and the
measurements were inaccurate and unreliable. The crew had
gradually lost confidence in the remote monitoring system.

The investigation has found that the fleet of Viking cruise vessels was
operated for years without the crew or shoreside personnel knowing
the correct lube oil sump tank filling levels or alarm setpoints.
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Unable to determine lube o1l levels

Didn’t know what lube o1l levels
should be...
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Inputs:
NAPA software
3D tank models

Barometric pressure
Offset
Oil density
Heel and trim
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Can the crew of a modern vessel
possibly understand exactly how these
systems work?
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Business Metwork
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Fl}r.e Detection System C
/) Status (_J Menu

FIRE ALARM 1(4)

FIRE ZONE 194 HEAT 63
FD 17.03.194.063
HEAT FOR ES-174-153 ACR113

Pre-Alarm

s Alarm delay off 1 Fault

. Disablements

~ ghorteuts
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/| csvload.scr - Notepad

File Edit Format View Help

open scp://csseeo 102 . 168.200.161/ -hostkey=*
get -latest /mnt/sd/modbus-tcpip/*.csv ccp.csv

exiﬂ
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Many systems are redundant to
hardware failure, power loss, even fire
and flooding — but not cyber-attack.
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Business Metwork
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Business Metwork
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MAC Address Count : MAC Vendor / Hostname

=
[aJ

S e L e .

dc:71:c1:59:
:d@:1a:@6:63:
e@:27:26:80b: 3
-Z2e:lb:dl:c3:
:d@:1d:11:98:
:d@:1d:11:98:
:@2:91¥:84:95:3
-@6:cb:1b:@1:
:15:5d:el:Cc3:

Hewlett Packard Enterprise

FURUNO ELECTRIC CO., LTD.

DUX, INC.

LCFC(HeFei) Electronics Technology co.
FURUNO ELECTRIC CO., LTD.

FURLUNO ELECTRIC CO., LTD.

L-3 Communlication Aviation Recorders
Jotron Electronics A/S

Microsoft Corporation
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public static String decryptoString (byte[] bArr) {
LOGGER.debug ("##### Call VDR _AES Decrypt #####");
if (linkedDLL) {
return VDR _AES Decrypt(bArr);

)
LOGGER.fatal("Can't call native method.");

return null;

lnet.rkilelransporter:retrieverile:L?] - Get |/opt/vr/datasonlndb/conrig/cont.
[util.VDRSecurityJNI:decryptoString:L?] - ##### Call VDR AES Decrypt #####
[util.VDRSecurityJNI:decryptoString:L?] - ##### Call VDR AES Decrypt #####
[net.FileTransporter:createDestinationClient:L?] - Host name : 1000 100
[net.FileTransporter:createDestinationClient:L?] - Login name
[net.FileTransporter:createDestinationClient:L?] - Passward :
[net.FileTransporter:createDestinationClient:L?] - Timeout : 180000

- -~
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*‘F -

tmp -2 - - & 0 o 3 | B Find Files | T
=2 Download ~ [/ Edit + X 55 [ Properties v [ New ~ [=]

o

Name Size Changed Rights Owner
to.

" Jiconfigure.druz: 22 KB 6/10/2024 6:07:02 AM 0

D configure.fdruz 22 KB 7/12/2024 11:49:.25 PM 0

" | configure.hddz 22 KB 6/10/2024 6:07:01 AM 0

D viewer.druz 33 KB 6/10/2024 5:43:48 AM 0

D viewer.fdruz 33 KB 7/12/2024 11:49:26 PM 0

| viewer.hddz 33 KB 6/10/2024 6:13:58 AM 0
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A broken VDR doesn’t have
immediate safety impact...

But it can stop you sailing due to
regulatory reasons...
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IP )
= Bridge
. ICMS
Serial
IP $GPAPB,A,A,0.10,R,N,V,V,011,M,DEST,011,M,011,M*82
- < Bridge
. »| ICMS
Serial
P $GPAPB,A,A,0.10,R,N,V,V,011,M,DEST,011,M,011,M*82
~ < Bridge
) ICMS
Serial

Transmit only works!
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G T 9 @1 o F 0 BT O U U BT EIDOFUE (o] | LU | e [~
17:@8:12 +0@:21.254 &9 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Reply) { 25@ 1223 1175 1197 ... }
17:@68:13 +@@:22. 864 < 2082 @1 @3 @@ & @2 23 44 14 eada DG
17:08:13 +00:22. 064 &9 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@@64 N: 3
17:08:14 +@@:22.158 -+ 0002 @1 @3 @0 @2 @2 @1 At @@ @@ Bl o LLLaaias a]
17:28:14 +02:22.15@ &7 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Reply) { @ 422 @ }
17:@5:15 +@@:23.172 < (2222 @1 &3 @2 &8 @@ 4B &84 21 R
17:@8:15 +0@:23.172 &7 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@@es N: 75
17:@5:15 +@2:23.218 - Q000 @l @3 95 @1 40 @@ 46 @1 7C @1 @5 @1 11 @@ 3F @@ ....@.F.|..... 7.
17:@28:15 +@@:23.3@06 - 22912 FC @@ F1 @1 1A @2 1F @1 E2 @2 1B @2 @C @2 @7 @1 ........ 1

¢oo@@2@ E9 22 @F @2 19 @1 05 @1 DE @1 99 @1 AE @1 SF @@ O..... [ P

P Q@32 FF 2@ E9 @@ FY @2 A8 @2 BB @2 A8 @2 92 @2 A8 @2 ..B.....vvvunnnn

» DE40 AR @2 9C 92 OC @1 BF 21 CB @1 54 @2 (F @2 D9 @2 ........% T.c.0O

» BES@ (5 @2 CF @2 CF @2 CF 82 D9 @2 09 @1 17 @1 17 81 if.g.g.g.O.B.....

poo@@ed 17 @2 A8 @2 AF @2 A8 02 B2 92 A @2 AR @2 AF B2 .....iiiiiieeaas
17:@8:15 +@@:23.42@ - 2972 92 @1 2 @1 9F @1 @F @E 22 @E 72 OFE B8 QE EBE @E ........ "or.. 0.

» QP82 B8 @E 91 @E C2 @E F2 12 51 12 24 @F AD @B 4@ 21 ......r.Q.%. .. 0.

Poo@E9d 46 21 48 @1 44 @2 @@ FF FE @2 aC FoH.Duwuwas
17:08:15 +02:23.42@8 %9 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Reply) { 320 70 38@ 262 ...
17:08:16c +@@:24.421 <« @@ @l @ @@ @@ @@ s4 44 212 ..., db!

£9 [+] MODBUS-RTU Cev: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@054 N: 3
22220 @1 @3 @6 2@ 22 21 A4 2@ @@ &l Bk -

%9 [+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Reply) { @ 420 @ }

C PEEE 21 @3 @2 65 @@ 48 &4 X1 . h K.

29 [+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@068 N: 75

) ) AT A 2 R L R T L12 S | 2
17:@8:160 +@@:24. ¥4 -+ @202 44 @1 57 &6 @9 &2 20 2@ @@ @1 7 AF 5F N [.7
17:08:16 +02:24,. 764 &9 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Reply) { 25@ 1223 1175 1197 ... }
17:@8:17 +@@:25.765 < Q002 @1 @3 @2 &4 2@ @3 44 14 ol D
17:08:17 +02:25.765 £ [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Request) Addr: Ox@264 N: 3
17:@8:17 +@@:25.838 -+ Q022 @1 @3 @& @2 @2 @1 At @@ @@ &1l &8 LLiaaiaas aj
17:@8:17 +0@:25.8358 &7 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Reply) { @ 422 @ }
17:@8:18 +@@2:26.838 < O002 @1 @5 @2 68 @2 46 84 21 ceooha!
17:08:18 +02:26.835 &7 [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@@es N: 75
S i v A S = @l 4@ @B 46 Bl ?C @1 @5 @1 11 @@ 3F @@ ....@0.F.|..... 7.
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P PLC on Main
To Main Engine
Serial Engine
Please engine speed?
P > PLC .on Main
To Main Engine
Serial |« Engine

Engine speeed 82rpm

Modbus — request/reply
Needs transmit/receive
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Internet I Brid
ridge
I ICMS
VSAT I
Router IP
To I Engine Room
Serial ICMS
olue L I PLC o vain
Tracker . > . Engine
Serial I Engine
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“';,
s 0

Recycle Bin Manuals

INTERSCHALT maritime system AG
BOBS

Boot Time: 9/19/2019 13:44
Default Gateway: 192.168.115.1
DHCP Server: (none)
(none)
{none)
{none)
(none)
192.168.115.2
(none)
(none)
C: 20.66 GB NTFS
BOBS
169.254.61.237
192.168.115.7
(none)
192.168.95.100
BOBS
B08s
WORKGROUP
3005 MB
1Gbis
1Gh/s
Obs
10 Mb/s
Windows 7
Service Pack 1
9/19/2019 13:48
25525500
2952552550
(none}
255255.2558

e
C:.55.80 GB NTFS
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Internet ,
Bridge
ICMS
VSAT
Router IP :
To Engine Room
Serial ICMS
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Azipod System Engine Room ICMS SMS Cabin Network

1 1
i Disol i Officer
! oplay ! Cabins
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
I : ICMS
Controller I Controller ——m— —— SMS Tablet
I I Network Network
: :
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1 1
Contactor ; : cCS Passe.nger
| | | I Cabins
| I I I :

1 1 1 .
1 1 1 .
1 1 1 .
1 1 1 I

Actuator | | | i
: : : !
I I I !
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Azipod System Engine Room ICMS SMS Cabin Network

| |
i Disol i Officer
! oplay ! Cabins
| |
| |
| |
| |
| |
| |
' r |
1 | | I
ControIILr ' =Controller e —— I(CMS — SMS Tablet
i : i | Network Network
| |
| |
| |
| |
| |
| |
| |
Contactor ; : cCS Passenger
: : : - Cabins
| I I I :
| | | .
| | | .
| | | .
| | | I
Actuator | | | i
: : : !
I I I '
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“The azipods are connected to the
ICMS by serial and for monitoring
only”
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Discrete Serial

PLC PLC
PLC PLC
PLC PLC
PLC PLC

@ . LY You
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Discrete Serial

PLC
PLC PLC
PLC PLC
PLC PLC
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Serial over IP

PLC — PLC
PLC ——  PLC
Host Host
PLC — PLC
PLC PLC

. L] You
@ info@pentestpartners.com € +44 (0)20 3095 0500 ,@PenTestPartners @ PenTestPartnersLLP



Serial over IP

O . A — — PLC
PLC ——  PLC
PLe Ethernet Host |
PLC PLC

Y
@ info@pentestpartners.com 3 +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP




Serial over IP

PLC — | PLC
PLC ——— PLC
PLC —
Ethernet Host PLe
PLC PLC
Remote Desktop Protocol
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Serial over IP

PLC PLC
PLC PLC
PLC

Ethernet PLC
PLC PLC

Remote Desktop Protocol
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Serial over IP

PLC

PLC

PLC
Ethernet

PLC

Remote Desktop Protocol
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Serial over IP

PLC

PLC

PLC
Ethernet

PLC

Remote Desktop Protocol

Other
_________________________________________________________________________ networks
. U You
@ info@pentestpartners.com é +44 (0)20 3095 0500 '@PenTestPartners PenTestPartnersLLP




Firewall U70

Reserve - — — Main
network switch : network switch
|

Cove o] e [T
=

X70

FIELD

|
|
|
|
s ] s @D I Prop.Syst.Time Stamp
O 0 | Core 3+4
|
|
|
|
|
|
|

i U

A A ANy
N i

Slat 3:X1
A e
E < - oo
@ COMI oM CAN | Firewall U71
e IEJ _/.. ~_ | %@
| O ...I...l. O ‘ O .-.I.l.l. IF O | L\‘._./',_J - :::) I =
, Lﬂ.] ‘ &T w w02 6 ) e — POD1PCU—-CPUL
i | ——— sosxe 0 B J
] splay Pert : .
s - N o f I
-
D ( NS/ ~ — ' POD1 RCU - CPU1
A1 o Mg gr=====+ PAC 31A
B ST SERIAL |
| I — ~ POD1 - AlU1-CPU1
& Fibre Cable
B [:Zj Fleld Bus Firewall U72

L

PODZ PCU-CPU 2

/ Fibre Cable

Slot 3:X3

—e—em

E—— POD2 RCU-CPU 2

POD2 AlU2 —CPU 2

Fibre Caole
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l/\ This PC PAC3.1
changelog.txt

elect Administrator: CMD
pe

o

E Network
Recycle Bin

Control Panel write fi
status (r

thernet pter Ethernet

Compmgmt

B
g ¥

DeployAgent adapte D1 F AIU1:

disable write
filter (run ...

Suffi

+

V1O m
Vi 0
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But you are still on the ship?
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TLMOL/UTIVERS/VIOGDUS iICp

velworkZ/L12238 (12240 K bd/points/C12240%7

240%7Cview.C2

48ack  PWHome M Trend (] settings

] parameters (6o v] User: @ admin I
C12240 CABIN "B" AHU supply sir Supply Temp. Room Sensor
Actual Cabin Mode Wy
j Filter  Cooler Heater Fan 13.0°C(SP)

°M°°° Auto 0% 0% 30% 17.8°C

- , &
oﬁ‘"" e l C2_VALVE MANUAL = -0.1 % {ok) @ dch i
°Nom\|| Y

AR 6 W

Offset: 00k
) Midpoint: 210°%
°b¢konv 600r open l ' Effective 5P 210°C
1 Actual Temp, 200°C
ll.‘lblnlllnn Description Livingroom & Bedroom Balcony Room PID Controller
omwox , Outout, S0
(1) }
UNoccupiad Room terhp: Do Status: Change Over
210 °C (5P 3
| ik Sored Supply PID Controller
IRE Output. 50%
Status’  Change Over
——
l\ AHU Exhaust Air

C1223 L1280 5 g #102510 21

PartnersLLP
(X info@pentes: e ' e




——f >
a TeamViewer

System Reserv Connection  Extr |
Xiras

100 MB NTFS e

Healthy (System

< Remote Control

}

PTP DataB (G:]
931.51 GB NTFS| |
Healthy (Priman

Allow Remote Control Control Remote Computer

Partner ID

Your ID

i

» Manage computers and contacts

Al

» See the online status of your

711504907 v

contacts

» Exchange instant messages

e Remote control

File transfer i
UUnattended Access ' m

start ?*"jf"I\,»',,‘fr.'-‘s,','"."‘»"ﬂ] Windows Connect to partner 4 ‘ Already have an account

+
(5 nt A arcess
. ‘.r",il!i;]'ﬁ';—‘l, ALLToo '

Free license (non-commercual use only) - ELT
Computers & Contacts y

i

it n device to account
d [l Primary partition] A

@ Readyto connect (securé connection)

@ Local ;
A3 CD Drive (F:)

. L]
@ info@pentestpartners.com é +44 (0)20 3095 0500 ,@PenTestPartners PenTestPartnersLLP




Azipod System Engine Room ICMS SMS Cabin Network

Officer

Display Cabins

SMS Tablet

Network Network

Passenger
Cabins

@ info@pentestpartners.com

Internet

PenTestPartnersLLP

tPartners

& 144 (0)20 309




v IND © & w =

Settings Operations S bin Q B OO0

Global Operation Mode |

system £

. Qut: 23.1 °C rH: 54.1 % AC:11.6°C FC:8.2°C LT: Thursday, June 3, 2021, 05:44 PM
Error Logging |

:n <Hide Legend
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Azipod System Engine Room ICMS SMS Cabin Network

Officer

Display Cabins

SMS Tablet

Network Network

Passenger
Cabins

@ info@pentestpartners.com

Internet

PenTestPartnersLLP

tPartners

& 144 (0)20 309




T O L L B e o T

17:28:12 +02:21.064 &) [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (Reply) { 25@ 1223 1175 1197 ... }
17:08:13 +00:22. 064 0200 Bl @3 0 64 02 @3 44 14 R

17:08:13 +00:22. 064 [+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@264 N: 3
17:08:14 +02:22.150 0200 Bl @3 06 0@ 02 @1 M Q0 @2 L A ......... aj

[17:28:14 +08:22.158
[17:@8:15 +0@:23.172
[17:@8:15 +0@:23.172
[17:@8:15 +0@:23.218
[17:@8:15 +0@:23. 306

&
o
>
4 [+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Reply) { @ 420 @ }
¢ 0ER @1 B3 @ 68 0@ 4B 54 21 Lohe L
&) [+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@@es N: 75
» 0200 Ol 03 96 @1 42 @9 46 @1 7C @l @5 @1 11 0@ 3F °e
» @210 FC @@ F1 @1 1A @2 1F @1 E2 @2 18 82 @C 02 07 01
» ©220 E9 @2 OF 02 19 @1 D5 @1 DE @1 99 @1 AB @1 9F 0@
» 0230 FF 0@ E9 0@ F7 @2 AS @2 BB @2 AS 02 92 02 AB 02
» @240 AB @2 9C @2 9C @1 8F @1 (B @1 54 ©2 CF @2 D9 02
» @250 €5 @2 CF @2 CF @2 CF @2 D9 @2 D9 ol 17 @1 17 @1
» 0250 17 @2 A3 B2 AS @2 AS @2 B2 @2 AS 02 AS 02 AB 02
» @270 92 @1 OF @1 OF @1 @E QF 22 @E 72 OE B8 OF EB OF
» @280 BB OF 91 OE C2 @ 72 12 51 12 2A OF AY 0B 4@ 01
» @290 46 @1 43 @1 44 20 @2 FF FE @2 aC FHoDo....s
17:08:15 +00:25.420 &) [+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Reply) { 320 7@ 38@ 262 ... }
17:08:16 +00:24.421 ¢ 0Q00 @1 03 02 0@ 0@ 6% 44 21
17:08:16 +00:24.421 £ [+] MODBUS-RTU Dev: 1 Fn: 3 Read Holding Registers (
>
>
>
>
>
>
>
>
>
>
>
>
>
3]
&
o
>
3]
&
o
>

[17:28:15 +08:23.420

17:08:16 +02:24.551 0200 Bl @3 CB 0@ FA @4 C7 @4 97 @4 AD @2 44 o1
0210 (5 02 0@ 0@ 02 @@ @0 FF FF @0 00 0@ 1E 00
0020 44 02 BA @1 46 @1 45 @1 44 @1 00 84 2C 20
0230 48 @2 32 @1 B4 @2 F§ @1 EA @2 F8 0l EQ 03
©240 FE @2 26 @1 @6 @1 @2 @1 @7 @1 B9 el BD o1
©250 BF @1 BD @1 BB @1 C5 @1 BA @1 AC @1 BF o1
@250 BE @2 96 0@ FE @@ SF @1 EA @1 15 @l 16 o1
@270 7B @3 73 03 76 @5 74 @3 79 @3 80 03 77 03
0280 7B @3 67 03 77 @1 76 @1 76 @0 F9 0@ 8C 00
0290 B2 @2 E4 @1 42 @1 65 Q@ BC @0 BC 02 80 O3
©2R0 36 @1 C2 B 96 @@ BE 92 44 @2 E4 0l 4A 01
0280 B4 @2 (B @2 FB @5 @C @1 4A @1 SE @l 47 ol
02Ce 44 @1 57 OB 09 @@ @0 20 @ @l 7C AF 3F .E
[+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Reply) { 25@ 1223 1175 1197 ... }
0200 Bl @3 0 64 02 @3 44 14 R

[+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@264 N: 3 PLC
0200 Bl @3 06 0@ 02 @1 M Q0 @2 L A ......... aj

[+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Reply) { @ 420 @ }

0200 Bl @3 0@ 65 @2 4B 84 21 Lohe L

[+] MODBUS-RTU Dew: 1 Fn: 3 Read Holding Registers (Request) Addr: @x@@es N: 75
0200 Bl @3 96 @1 42 @@ 46 @1 7C @1 06 el

[17:08:16 +08:24. 6AS

Serial over |

[17:28:16 +08:24. 764
[17:28:16 +08:24. 764
[17:@8:17 +0@:25. 765
[17:@8:17 +0@:25. 765
[17:28:17 +0@:25. 838
[17:@8:17 +0@:25. 838
[17:28:18 +08:26. 838
[17:28:18 +08:26. 838
[17:28:18 +08:26. 913

PLC

11 @@ 3F @@

— PLC

PLC

PLC

Ethernet PLC

PLC PLC

Remote Desktop Protocol
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Azipod System Engine Room ICMS SMS Cabin Network

! |
E Displ E Officer
| oo | : I Cabins
1
: : : |
: | | Fire !
1 I | .
: : : VDR ‘ Alarm = |
1
5 5 i :
' ICMS i SMS I Core
I —
1
|
i ‘ :
' CCTV WTD
1 1
1 1
1
: ' Passenger
Cabins

@ info@pentestpartners.com

Internet

PenTestPartnersLLP

tPartners

& 144 (0)20 309




x Actions C;‘ View ’\. Communicate ~ | g, Files & Extras ~ == v i Remote update

Viewss DB DEEEDO

) o Automation  leeaee 11:02. K" _

FAN 2

:I |.4mt.: j l.,o‘.ol{]‘:

AZIPOD 1

C)
‘-. - \ PROPULSTION MOTOR
e 171 1 "IIIIW“? =

v

Entry no. 1 of 305. 1 List Continues |
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Physical medium
Protocol
Data carried
Dependencies between systems
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“Aligning the holes” by stopping
systems working can have massive
impact.
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Increased crew workload can have
devastating effects under the wrong
conditions.
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It 1s becoming impossible for crew to
understand exactly how all systems
work.
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Understanding the data flows and
dependencies between systems 1s vital
for security.
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Thanks!
Any questions?

Twitter: @cybergibbons
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