
The Devil is in the Detail









Was MV Dali hacked? 

Almost certainly not.

Can ships be hacked?

Yes.











Blackout

Loss of electrical power leading to loss 
of propulsion and steering





Ideal Recovery

Generator trips - blackout
Emergency generator starts

Standby generator starts
Ancillaries start

Main engine can be used
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MV Dali Recovery

Transformer trips – blackout 1
Emergency generator starts

Transformer manually restored
Both generators trip – blackout 2

Standby generator starts
Ancillaries start

Main engine can be used
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RDP

Unassigned 
wall-ports 

need 802.1x

Or you go into 
the tar pit!
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The following operator inputs were required for remote 
monitoring of the sump tanks: 

• Offset of the sensor tube (mm)
• Density of the oil (g/cm3 )
• Alarm levels (m3)

These values could be adjusted in the IAS by any of the 
engineers, with no means of identifying what had been 
changed, by whom, when or why. 
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The installation of the sensor system in the lube oil sump tank is 
shown. In addition to the external air supply, the module requires 
input from two barometric reference sensors for measurement 
correction.

There were approximately 150 audible alarms in total. 88 were tank 
level warnings that returned to normal condition within 2 minutes. 
These warnings were likely caused by a short term pressure 
fluctuation at one of the barometric reference sensors.



It was identified that the aft draft sensor was sending erroneous 
readings to NAPA. This was affecting the level correction done by 
NAPA and thus also led to wrong volume calculations. 



The investigation has identified that there was an error in the 3D 
model geometry. This caused an error in the calculations.

The volume calculation will return a value 568 litres less than the 
actual oil volume.



The remote tank level monitoring system was complex, and the 
measurements were inaccurate and unreliable. The crew had 
gradually lost confidence in the remote monitoring system.

The investigation has found that the fleet of Viking cruise vessels was 
operated for years without the crew or shoreside personnel knowing 
the correct lube oil sump tank filling levels or alarm setpoints.



Unable to determine lube oil levels

Didn’t know what lube oil levels 
should be…



Inputs:
NAPA software
3D tank models

Barometric pressure
Offset

Oil density
Heel and trim



Can the crew of a modern vessel 
possibly understand exactly how these 

systems work?















Many systems are redundant to 
hardware failure, power loss, even fire 
and flooding – but not cyber-attack.
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Data

Recorder























A broken VDR doesn’t have 
immediate safety impact…

But it can stop you sailing due to 
regulatory reasons…
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Azipods
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“The azipods are connected to the 
ICMS by serial and for monitoring 

only”
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But you are still on the ship?
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Physical medium
Protocol

Data carried
Dependencies between systems



“Aligning the holes” by stopping 
systems working can have massive 

impact.



Increased crew workload can have 
devastating effects under the wrong 

conditions.



It is becoming impossible for crew to 
understand exactly how all systems 

work.



Understanding the data flows and 
dependencies between systems is vital 

for security.



Thanks!

Any questions?

Twitter: @cybergibbons
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