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Motivation

There is room for improvement in the maritime sector regarding
cyber security.

A high number of standardised and proprietary protocols are
used in the field.

Manual reverse engineering of an unknown protocol is very
demanding.
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Automated Protocol Reverse Engineering
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Research Environment
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Wartsila (Transas) Communication Protocol

Offset Function Example value é

00 Full length of the payload 44 00 00 00
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Continuously increasing value
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NMEA Sentence Length Field

g 61162-1 Length Over Time
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Payload Length

g Payload Length Over Time
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Timestamp
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Corrected Timestamp

[—Y
o
o

True
= Trained
Predicted

Timestamp Value
ot
o

o

0 1000 2000 3000 4000 5000 6000 7000 8000
Packet Number

0 Logo Coefficients from Linear Regression

B Negative Coefficients
5 ‘ | B DPositive Coefficients
True Bit Coefficients

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
Byte Index
*a THE UNIVERSITY

IEEE E NTNU ¥é&|—| % oADELAIDE

MariCybERA VS Slide 12

Logy Coefficient Weight
o




©IEEE

STRIDE Methodology

Threat identification
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Successful attack - Spoofing

ROT

899.9 “/min

3 THE UNIVERSITY

IEEE @GNTNU ¥é&|—| % ADELAIDE

MariCybERA VS Slide 15




Successful attack — Information Disclosure
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Successful attack Tamperlng

73 THE UNIVERSITY

$IEEE ®ONTNU 718ty &

MariCybERA pA 4 Slide 17




Successful attack — Water depth modification
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Conclusion

APRE can be successfully used on this protocol.

The introduced details of the proprietary protocol can be directly
used in cyber-related operations.

The executed attacks show the protocol’'s weaknesses
exploitation.
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